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ABSTRACT 
 Cloud computing provides a computer user access to Information Technology (IT) services i.e. applications, servers, data 
storage without requiring an understanding of the technology or even ownership of the infrastructure. Privacy and Security are 
big issues in Cloud Computing. The cloud environment is a large open distributed system. It is important to preserve the data, 
as well as, privacy of users. Various access control models are in use, including the most common Mandatory Access Control 
(MAC), Discretionary Access Control (DAC) and Role Based. Access Control (RBAC).This paper proposes the security 
enhancement in Role Based Access Model using Reference Ontology to restricts the number of user per role, number of 
transaction per user and adds the feature of backup and restoration. The advantages to add these features to enhance the more 
security on Cloud Computing and data will never loss in case of Cloud crash. This paper proposes a reference ontology 
framework for access control in a cloud to facilitate the design of security system and reduce the complexity of system design 
and implementation. 
Keywords: Cloud Computing, Security, Role-based Access, Ontology. 

1. INTRODUCTION 
Cloud Computing is development and application modification in this modern world. In the previous time we use to 
create applications on the local server and we also use to keep them on the local server. If the local server that is the 
local system crashes then the entire system and my application crashed automatically. It was getting into a huge 
problem all over the world. To overcome this problem, the concept of cloud computing was brought into action. Brand 
Software Companies like Google, Microsoft, Face book started their own cloud over which now these days, data is 
available in bulk. A security architecture document should be developed that defines security and privacy principles to 
meet business objectives. Documentation is required for management controls and metrics specific to asset 
classification and control, physical security, system access controls, network and computer management, application 
development and maintenance, business continuity, and compliance. A design and implementation program should also 
be integrated with the formal system development life cycle to include a business case, requirements definition, design, 
and implementation plans. Design reviews of new changes can be better assessed against this architecture to assure that 
they conform to the principles described in the architecture, allowing for more consistent and effective design reviews. 

2. RELATED WORK  
2.1. Mandatory Access Control (MAC):- MAC was associated with the Bell-LaPadula Model of multi-level security 
in 1973. Bell-LaPadula model describes methods for assuring Confidentiality of information flows. The mandatory 
access control (MAC) model counters these threats by controlling access centrally. An ordinary user cannot change the 
access rights a user has with respect to a file, and once a user logs on to the system the rights he/she has are always 
assigned to all the files he/she creates. This procedure allows the system to use the concept of information flow control 
to provide additional security. For best practices, MAC policy decisions are based on network configuration. Loosely 
defined access control model in which user has an access to resources given by an administration .Only administrator 
can assign permissions to access objects and subjects. Administration define the access policy and usage which cannot 
be modified or change by the user. In policy administrator can define who has access to which files and programs. In 
other words access controls are managed by the administrator only. MAC is the main access control model used by the 
intelligence agencies and military to maintain policy access restrictions. MAC is primary developed for purposes where 
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confidentiality is more important than integrity. MAC is considered a good model and straight forward for commercial 
system that operate in environment like financial institutions where risk of attack is high.  
2.2. Discretionary Access Control (DAC):- At Discretionary Access Control (DAC) is a user-centric access control 
model in the sense that a file owner determines the permissions that are assigned to other users requiring access to the 
file. There is no central control so this model is easy to implement in a distributed applications on the Web. This model 
is based on the resource ownership. File Password might be a simple form of Discretionary Access Control (DAC), 
where password created by file owner requires accessing the file. In Linux, the permission to access the file is general 
form of DAC. DAC is controlled by the root/administrator or owner rather than being hard coded into the system. This 
model is implemented using Access Control List (ACL) associated with resource that identifies the user who can access 
the resources and authority the user is allowed in referencing the resource. This type of control is discretionary in the 
sense that subjects can manipulate it, because the owner of a resource, in addition to the security administrator, can 
identify with what authority who can access the resource. The main drawback of this model is that they fail to recognize 
the difference between computer programs and human users. To provide the safety analysis in DAC there is state 
transition system based meta-formalism control schemes and also presenting the algorithm for deciding safety with 
running time O (n3) in Graham-Denning scheme. 
2.3. Role Based Access Control (RBAC):- RBAC in which permission are associated with roles and users are 
assigned to appropriate roles. Mandatory Access Control (MAC), Discretionary Access Control (DAC)   proved to be 
problematic for distributed systems and managing the access to resources and system become hard so new access model 
is introduced known as Role Based Access Control (RBAC). Role Based Access Control (RBAC) using Reference 
Ontology describes a RBAC model using a role ontology for Multi-Tenancy architecture for specific domain. Ontology 
transformation algorithms are provided to compare the similarities of different ontology. It helps to reduce the 
complexity of system design and implementation. 

 
Three primary rules are defined for RBAC: 
1. Role assignment: A subject can exercise permission only if the subject has selected or been assigned a role. 
2 .Role authorization: A subject's active role must be authorized for the subject. With rule 1 above, this rule ensures that 
users can take on only roles for which they are authorized. 
3. Permission authorization: A subject can exercise permission only if the permission is authorized for the subject's 
active role.  

3. PROBLEM FORMULATION 
Role-based access control (RBAC) is a Ontology and it is a combination of mandatory and discretionary access control. 
It is complete Architecture. In the role-based access control model, a role is typically a job function or authorization 
level that gives a user certain privileges with respect to a file and these privileges can be formulated in high level or low 
level languages. RBAC models are more flexible than their discretionary and mandatory counterparts because users can 
be assigned several roles and a role can be associated with several users. To Create a Architecture which can provide 
the users of this system an access control through which they can access the content of the system. The administrator of 
the system can be providing access control by the users of facility. And then RBAC system has been implemented. Our 
objective and motive is to create an Advance RBAC to enhance the security of entire application. Our objective may 
also include reducing the burden of administrator of the system. By contrast, with the RBAC approach, access 
privileges are handled by assigning permissions in a way that is meaningful, because every operation has a specific pre-
defined meaning within the application. In an RBAC model, a user’s role is not mutually exclusive of other roles for 
which the user already possesses membership. The challenge of RBAC is the contention between strong security and 
easier administration. A RBAC system has two phases in assigning a privilege to a user: in the first phase, the user is 
assigned one or more roles; and in the second phase, the roles are checked against the requested operations. In RBAC, 
permissions are associated with roles rather than users, thus separating the assignment of users to roles from the 
assignment of permissions to roles. Users acquire access rights by their roles, and they can be dynamically re-assigned 
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or removed from roles without changing the permissions associated with roles. The number of roles is typically much 
smaller than the number of users. Roles may have a hierarchical structure, and it reflects the organization’s lines of 
authority and responsibility. Our strategy is to use RBAC model to control MTA in cloud. Intuitively, one may find that 
ontology information can be used to map users to roles and build up the role hierarchy. It proposes a reference ontology 
framework, in which users can search ontology database given a specific domain to find out relevant candidate role 
hierarchy templates, further get the corresponding policies associated with the templates to help with their own designs. 
The authorization to access a file relies on a set of rules that are specified formally and are used to decide which users 
have the permissions required to access a file. Permission allows a user to perform a number of well-defined operations 
on a file. For example, the security administrator of our collaborative web application can choose to schedule automatic 
virus checks with an anti virus application. In this way, the application gets assigned the privilege of scanning all the 
hard disks and memory on the computers on the network (system) with the aim of eliminating viral threats. 
Permissions imply a hierarchy of access rights and so users are assigned roles that define what permissions they can 
exercise and in what context. The MTA has increased the security risk due to the sharing of software, data and data 
schemas by multiple tenants. As these collocated tenants may be competitors, if the barriers between tenants are broken 
down, one tenant may access another tenant’s data or interfere with their applications. The cloud providers are 
responsible for ensuring that one customer cannot break into another customer’s data and applications. To overcome all 
this we can provide role-based access control (RBAC). An added drawback that RBAC faces is that roles can be 
assigned in ways that create conflicts that can open up loopholes in the access control policy. However, in the cloud, 
due to multi-tenancy architecture (MTA), data from multiple clients are stored and managed by the same software. 
When the software makes a mistake, potentially millions of clients may access private data of other clients. 
Furthermore, data stored in a cloud may be available to cloud administrators and they may access or modify data for 
their own benefits.   
 3.1 Problem in current RBAC:- 
1. There is nothing mentioned in current RBAC that how many user would be their per Role. This may lead to a 
hacking environment. Suppose somebody hacks the role which we have generate [although cloud computing is very 
secure]. When the hacker user will try to access the content of the current RBAC, then normal RBAC will not restrict 
him from accessing the content because it allow to do so. 
2.  Suppose we have made some restriction over the generation of new ID of the specific role. Then also there is the 
possibility for the hacker to hack the existing ID and to hack the entire transaction. To overcome this problem we can 
put restriction of number of transaction per day. So that in any case if any existing Id gets hacked a minimum amount 
of damaged.  
3. Third problem is that, RBAC concept sends data directly to the cloud computing sever, he never keeps a copy for any 
kind of backup or so. Suppose if administrator is creating something, he might make a mistake and the data could be in 
incorrect security format which again leads to the data security threat. 
To overcome these problems, we can create “New Advance RBAC Architecture” system which a kind of Ontology 
which can keep a backup of the data which is getting send to the cloud server and to restrict the number of users per 
role. For this purpose we will have to implement security policies to a local cloud sever just to make sure that the data 
which is getting stored over the main cloud server has a backup for restoration, if something goes wrong, also if the 
number of users per role exceeds, the admin of the system should get a alarm or something so that he can come to know 
that security threats has attacked the system.  New features for Advance RBAC are Limit over the number of user per 
role, Limit over the number of transaction per day or per hour, Keep backup data for restoration, Increase the security. 
3.2 Using Ontology For RBAC:- 
Ontology, a conceptual structure which contains knowledge in a domain and their relationships, provides useful and 
valuable information for cloud computing. It specifies a conceptualization of a domain in terms of concepts and their 
relationships, which is used to generate a commonly agreed vocabulary for information exchange without ambiguity. In 
general, according to the semantic in a specific domain, roles are defined as a combination of the official positions, job 
functions, and etc. For example, in an IT company, typical official positions could be that of the ordinary member, 
group manager, regional manager and etc. Functions represent the user’s daily duties such as being a developer, testing 
engineer and etc. Additionally the organizational unit to which a user belongs is used as an access control criterion for 
certain applications. 

4. RESULT & DISCUSSION  
The main purpose of this paper is to examine the Role-Based Access Control security model from a theoretical 
perspective. To make this possible, the basic theory needed to understand the model will be investigated and briefly 
discussed. The theoretical approach should, if possible, discussion an ontology that can be used to express the security 
relations for any system. Such an ontology should be able to describe access restrictions as well provide an abstraction 
from real systems. The specification for interoperation in distributed environment is introduced. The works include a 
definition of ontology to describe the concepts and a declaration of rules to explicit the relationship between concepts. 
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The ontology based approach can express security policy with semantic information and provide a machine 
interpretation for descriptions of policy in open distributed environment. At the restoration of ontology Access control 
generally suggests that there is an active user and/or application process, with a desire to backup the data .For 
simplicity, we will here after refer to an entity as a user and a data object as a file. Access control typically involves two 
steps: authentication and authorization. In order to authentication  can active user, the distributed system needs some 
way of determining that a user is in who he/she claims to be. A password is an example of a standard authentication 
method. On the other hand, A role is a set of operations that a user is allowed to perform on a data object(s). A user can 
have more than one role and more than one user can have the same role. Partial orderings are used to order the 
permissions associated with a set of security policies. And At Information flow control allows the access control system 
to monitor the ways and types of information that are propagated from one user to another. A security system that 
implements information flow control typically classifies users into security classes and all the valid channels along 
which information can flow between the classes are regulated by a central authority or security administrator. 

5. CONCLUSION 
This paper proposes a RBAC model using reference ontology with enhancement in policy control. Firstly it restricts the 
number of user per role and number of transaction per user to enhance the security. Secondly there is concept of backup 
and restoration of data in local server that helps to make the availability of data even if cloud crash. The new 
methodologies and Ontologism has been introduced time to time for the same purpose. One of the ontology is called 
RBAC system. Role Based Access Control is an architecture which provides the authority to restrict the user if he is not 
allowed to go on with the content .It has been affective in a lot of manner. This architecture saves the data from the 
unauthorized use of the data. The admin panel has all the rights to restrict the user of accessing the data and back again 
he can again edit the access rights of the user. 
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