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ABSTRACT 
Security of information has become a popular subject during the last decades. Since matrices have unique powerful concept, 
and can be easily understood, it could be applied as an efficient way of encrypting and storing text. This paper introduces a  
way of using positions of text represented in matrices for cryptography. The encryption system uses a matrix to store the text 
entered by the sender in the form of their positions, using an algorithm to encrypt these values. 
Keywords: Matrices, Encryption, Decryption. 

1. INTRODUCTION 
With the rapid development of network and multimedia technologies, the digital information has been applied to many 
areas in real-world applications. Communication has become a very important aspect in today’s life. So, security plays 
an important role in transferring the data. One such way to secure information is cryptography. In cryptography we 
hide the information from unauthorized users by employing various techniques, encryption is one such technique where 
we transform the data into a form understandable only by the authorized users. We need to hide the data for privacy 
purpose and for ensuring  data  received at the authenticated user end is not modified .We have several encryption and 
decryption algorithms for encrypting the data at sender end and decrypting the same at receiver side ensuring secure 
data transfer [ 1 ].  
An encryption algorithm is used to convert plaintext ( P ) into cipher text ( C ). This requires encryption ( E ) and 
decryption ( D ) functions, such that  
       E( P ) = C,  D( C ) = P 
Encryption algorithms are idempotent. Each encryption creates cipher text that can be decrypted into plaintext. 
Repeated encryptions may generate different cipher text, but the original plaintext can always be recovered by using the 
decryption algorithm the number of times the encryption algorithm has been used. 

2. PROPOSED CRYPTOSYSTEM 
Input of String 
We consider any text S to be encrypted. Let the length of the text be n ( including blank spaces ). Each symbol ( either 
an alphabet or blank space ) in the text is assigned a numerical label ranging from 1 – k ( excluding those numbers 
including 0 like 20, 30,…, 100, 101,… ), k  n. We allow 10 alone since after encryption an entry 100 will mean that 
10 is the index value , the second 0 represents the meaning of the definition as defined in 2 below ( will be used to 
differentiate the entry value of two alphabets ). Consider a 26 x 26 matrix A. The rows and columns of this matrix 
represent the alphabets from A – Z.  
We now construct a diagonal matrix A as follows. 

1. Choose the first symbol in the first word. Suppose it represents alphabet i, then the label value of the first 
symbol is entered in position aii. 

2. Consider the second symbol in the first word. Suppose it represents alphabet j, then 

jj
labelvalueof alphabet jof first word if i j

a
0 labelvalueof alphabet jof first word if i j


   

 

that is a zero between two integer values in any entry for aii, i = 1, 2,…,26 represents the label value of two 
alphabets, that is 0 is used to differentiate the entry value of two alphabets. For example 10230123 means that 
the label of three different alphabets are 1, 23, 123 respectively. 

3. We continue this procedure for each symbol in the first word. 
We now will encounter a blank space. The label for the blank space will not be used anywhere in the matrix. Missing 
labels in the matrix represent blank spaces. 

4. We continue this procedure for all the remaining words 
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We now choose any key matrix B, determine the matrix product AB and transmit it to the receiver as a two 
dimensional array.  
Encryption of text 

1. We take the text S that is to be encrypted from the user.  
2. Determine A as described. 
3. Input any random values in matrix excluding the diagonal values which are obtained. 
4. Let C = AB where B is the key matrix. 
5. Send C to the receiver as a two dimensional array. 

Decryption of text 
1. A = C B – 1 
2. The random values can be ignored and diagonal values are to be considered. 
3. Generate the text from matrix A.  

 
We have also done a program for the proposed algorithm. This algorithm encrypts the message and if the encrypted 
message is obtained, then the program decrypts the message and provides the output of the original message.  
 

3. EXAMPLE 
Suppose we like to encrypt the message “i am a human”. By assigning numerical values to this message we obtain the 
sequence as 123456789111213. When this message is encrypted we obtain the following output matrix 1.  
It can be noted that 2, 5, 7 all represents a blank space and it is nowhere seen along the diagonal in the matrix. Also A 
is repeated three times, in the three different words. So the first row first column entry  306011 represents the different 
occurrence of A. It can be noted that 3, 6, 11 are separated by 0 in between them, so that the index value of the 
alphabets is encrypted proper.  
  

 
Matrix 1 

 
This can be multiplied by any matrix of our choice. We shall choose the following matrix B seen in matrix 2, to 
generate the product matrix AB as shown in matrix 3. 
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Matrix 2 

 
The two dimensional array AB will be send to the  receiver. 
 

 
Matrix 3 

 

4. CONCLUSION 
The use of this proposed algorithm has been studied thoroughly and examined. This paper presents a text encryption 
method based on simple matrix operations like multiplication and inverse. Experiment results have shown that the 
proposed encryption system is reasonably feasible and effective and it can be extensively used for the purpose of secure 
data storage and transmission. 
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Matrices are well known tool for storage of huge data. The proposed scheme is powerful, since it can be used to encrypt 
a message of any length using always a matrix of size 26 x 26, that is for any text of any size, the size of the input and 
output matrix remains the same. We have used basic matrix properties and matrix multiplication for communicating 
any message. So manipulations involved in sending any message is simple, but it is strong since until one knows the 
key matrix, determining A is not possible. Even if one obtains A, still it is not possible to know the message unless the 
way in which the matrix was constructed is known.  
So the proposed encryption scheme is a simple but powerful and efficient one. 
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