
International Journal of Application or Innovation in Engineering & Management (IJAIEM) 
Web Site: www.ijaiem.org Email: editor@ijaiem.org, editorijaiem@gmail.com  

Volume 2, Issue 3, March 2013   ISSN 2319 - 4847 
 

Volume 2, Issue 3, March 2013 Page 338 
 

 

 
 
 

ABSTRACT 
Current era is of networking and communication; people are interested in keeping large data on networks, there exists an 
extensive growth in use of Internet in social networking, healthcare, e-commerce, bank transactions, and many other services. 
On the other hand, computers in the network are under attacks and vulnerable to many threats. Thus, these Internet 
applications need a satisfactory level of security and privacy. Intrusions in an information system are the activities that violate 
the security policy of the system, and Intrusion Detection is the process used to identify intrusions. Intrusion detection systems 
have traditionally been based on the characterization of an attack and the tracking of the activity on the system to see if it 
matches that characterization. Researchers have explored Data Mining as a new valuable approach to the IDS to improve data 
reduction, discovery and detection capabilities covering hidden patterns, deviations of known attacks or new ones; and 
maximizing the cost-benefit relationship for an ID deployment. Data mining is a technique to dig the data from the large 
databases for analysis and executive decision making. The goal of Data Mining based Intrusion Detection Systems is to 
discover patterns of program and user behavior, and determine what set of events indicates an attack. This paper describes 
evolution of intrusion detection systems using various data mining techniques. 
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1. INTRODUCTION 
Network-based computer systems become the targets of enemies and criminals, as it plays increasingly vital roles in 
modern society. Thus, there is a need to find the best possible ways to protect network-based computer systems. The 
security of a computer system is compromised when an intrusion takes place. An intrusion can thus be defined as “any 
set of actions that attempt to compromise the integrity, confidentiality, or availability of a resource” [15]. Intrusions are 
the activities that violate the security policy of the system, and intrusion detection is the process used to identify 
intrusions [3]. Intrusion prevention techniques, such as user authentication (e.g. using passwords or biometrics), are not 
sufficient because such systems become even more complex and there are always system design flaws and programming 
errors that can lead to security holes i.e. the policies that balance convenience versus strict control of a system and 
information access also make it impossible for an operational system to be completely secure [15]. Several layers of 
security are necessary to reduce the potential for malicious attacks on a system. Intrusion detection is therefore needed 
as another wall to protect computer systems and Intrusion Detection System (IDS) is the final layer of defense against 
malicious attacks. An Intrusion Detection System (IDS) is software that detects unwanted behavior and operates within 
a managed network between a firewall and internal network elements. In IDS a stream of data is inspected and rules 
are applied in order to determine whether some attack is taking place [9]. There are two basic varieties of intrusion 
detection: host-based and network-based. Each has a distinct approach for monitoring and securing data and its own 
advantages and disadvantages. Host-based IDSs examine data held on individual computers that serve as hosts, while 
network-based IDSs (NIDS) examine data exchanged between computers or networks [8]. Researchers have developed 
two general categories of intrusion detection techniques. Misuse detection, uses patterns of well-known attacks or weak 
spots of the system to match and identify intrusions. Anomaly detection, tries to determine whether deviation from the 
established normal usage patterns can be flagged as intrusions [16]. But both the intrusion detection techniques have 
several limitations; misuse detection cannot detect novel or unknown attacks, thus the computer systems protected 
solely by misuse detection systems face the risk of being comprised without detecting the attacks. A common problem 
of all anomaly detection approaches, with the exception of the specification-based approach, is that the subject’s normal 
behavior is modeled on the basis of the (audit) data collected over a period of normal operation. If undiscovered 
intrusive activities occur during this period, they will be considered normal activities [3]. Thus researchers have 
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explored Data Mining as a new valuable approach to the IDS to improve data reduction, discovery and detection 
capabilities covering hidden patterns, deviations of known attacks or new ones; and maximizing the cost-benefit 
relationship for an ID deployment [12]. 

1.1 Literature review 
The network attacks were classified, according to the actions and goals of the attacker. Each attack type falls into one of 
the following four categories [16]: 
 Denial of Service (DOS): attacks have the goal of limiting or denying services provided to the user, computer or 

network. A common tactic is to severely overload the targeted system. 
 Probing or Surveillance: attacks have the goal of gaining knowledge of the existence or configuration of a computer 

system or network. Port Scans or sweeping of a given IP-address range typically fall in this category.  
 User to Root (U2R): attacks have the goal of gaining root or super-user access on a particular computer or system on 

which the attacker previously had user level access. These are attempts by a non-privileged user to gain 
administrative privileges. 

 Remote to Local (R2L): an attack in which a user sends packets to a machine over the internet, which the user does 
not have access to in order to expose the machine vulnerabilities and exploit privileges which a local user would 
have on the computer. 

The primary assumptions of intrusion detection are: user and program activities are observable, for example, via system 
auditing mechanisms; and more importantly, normal and intrusion activities have distinct behavior. Intrusion detection 
therefore includes these essential elements [15], [16]: 
 Resources to be protected in a target system, for example, network services, user accounts, system kernels, etc. 
 Models that characterize the “normal” or “legitimate” behavior of the activities involving these resources; 
 Techniques that compare the observed activities with the established models. The activities that are not “normal” are 

flagged as “intrusive”. 
Earlier, many intrusion detection systems (IDSs) have included both misuse and anomaly detection components where 
in misuse detection, well-known attacks or weak spots of the system are encoded into patterns  which are then used to 
match evidence from run-time activities to identify intrusions; on the other hand, in anomaly detection, normal 
behavior of user and system activities are first summarized into normal profiles, which are then used as yardsticks so 
that run-time activities that result in significant deviation are flagged as probable intrusions. These intrusion detection 
systems were generally complex and monolithic [15].  
Data mining is special technical term related with the discovery of new and interesting pattern of data from large data 
sets. Data mining is a technique to dig the data from the large databases for analysis and executive decision making. 
The tools of data mining predict the future trends and behaviors [4], [6]. As the effectiveness and adaptability of 
intrusion detection systems were limited, researchers applied new approach of Data Mining to Intrusion Detection 
System to improve data reduction, discovery and detection capabilities covering hidden patterns, deviations of known 
attacks or new ones. Data mining tools sweep through databases and identify previously hidden patterns in first step; 
these pattern discoveries include detecting fraudulent and identifying anomalous data [6].  

1.2 Common techniques of data mining 
The most common techniques used in the field of data mining are as follows [4], [12], [13],  
 Classification- categorizes the data records in a predetermined set of classes used as attribute to label each record; 

distinguishing elements belonging to the normal or abnormal class, using decision trees or rules. This technique 
has been popular to detect individual attacks but has to be applied with complementary fine-tuning techniques to 
reduce its demonstrated high false positives rate. 

 Association Rules- associations of system features finding unseen or unexpected attribute correlations within data 
records of a data set, as a basis for behavior profiles. 

 Frequent Episode Rules- analyze relationships in the data stream to find recurrent and sequential patterns of 
simultaneous events, to compute them later. Its results have been useful for attacks with arbitrary patterns of noise 
or distributed attacks. 

 Clustering- discovers complex intrusions occurred over extended periods of time and different spaces, correlating 
independent network events. The sets of data belonging to the cluster are modeled according to pre-defined metrics 
and their common features. It is especially efficient to detect hybrids of attack in the cluster, showing high 
performance when are processed features computationally expensive. With other techniques is able to re-train itself 
reclassifying the existing clusters and generating new ones. 

 Meta rules- derive change rules over a period of time, comparing the status of two data sets and describing their 
evolution in time based on their common, modified and new features. 

Specifically two data mining approaches have been proposed and used for anomaly detection: association rules and 
frequent episodes. Association rule algorithm finds correlations between features or attributes used to describe a data 
set. On the other hand, frequent episode techniques are effective at detecting sequential patterns of occurrences in a 
sequence of events [10]. 
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There are a wide variety of data mining algorithms, drawn from the fields of statistics, pattern recognition, machine 
learning, and databases. Several types of algorithms particularly relevant to intrusion detection are as follows [13], 
[15]: 
 Classification: classifies a data item into one of several pre-defined categories. These algorithms normally output 

“classifiers”, for example, in the form of decision trees or rules. An ideal application in intrusion detection would 
be to gather sufficient “normal” and “abnormal” audit data for a user or a program, then apply a classification 
algorithm to learn a classifier that can label or predict new unseen audit data as belonging to the normal class or 
the abnormal class. 

 Link analysis: determines relations between fields in the database records. Correlations of system features in audit 
data, for example, the correlation between command and argument in the shell command history data of a user, 
can serve as the basis for constructing normal usage profiles. 

 Sequence analysis: models sequential patterns. These algorithms can discover what time-based sequences of audit 
events are frequently occurring together. These frequent event patterns provide guidelines for incorporating 
temporal and statistical measures into intrusion detection models. 

  
Figure 1: The Data Mining Process of building Intrusion Detection Models [15] 

Figure 1 above shows the Data Mining Process of building Intrusion Detection Models. Here raw audit data is first 
processed into ASCII network packet information, which is in turn summarized into connection records containing a 
number of within-connection features, e.g., service, duration, flag (indicating the normal or error status according to 
the protocols), etc. Data mining programs are then applied to the connection records to compute the frequent patterns, 
i.e., association rules and frequent episodes, which are in turn analyzed to construct additional features for the 
connection records. Classification programs are then used to inductively learn the detection models. This process is 
iterative. Poor performance of the classification models often indicates that more pattern mining and feature 
construction is needed [15]. 

2. METHODOLOGY 
The goal of Data Mining based Intrusion Detection Systems is to discover patterns of program and user behavior, and 
determine what set of events indicates an attack. Evolution of intrusion detection systems using various data mining 
techniques is given as, 

2.1 Mining audit data 
In this approach framework developed for applying data mining techniques to build intrusion detection models. This 
framework consists of classification or meta-classification, association rule and frequent episode programs, as well as a 
support environment that enables system builders to interactively and iteratively drive the process of constructing and 
evaluating detection models. The end product is concise and intuitive classification rules that can detect intrusions. 
Here the idea is to first compute the association rules and frequent episodes from audit data, which capture the intra 
and inter- audit record patterns. These patterns are then utilized, with user participation, to guide the data gathering 
and feature selection processes [7], [16]. 
After gathering audit data from the target, the patterns from each new audit data set are computed and the new rules 
are merged into the existing aggregate rule set. The added new rules represent variations of the normal behavior. When 
the aggregate rule set stabilizes, i.e., no new rules from the new audit data can be added, it stops the data gathering 
since the aggregate audit data set has covered sufficient variations of the normal behavior. This approach of merging 
rules is based on the fact that even the same type of behavior will have slight differences across audit data sets. 
Therefore, perfect match of the mined patterns is not expected, instead there is need to combine similar patterns into 
more generalized ones [7], [16]. 

2.2 Data Mining-based Misuse Detection and Anomaly Detection 
Data Mining can be applied to misuse detection as well as anomaly detection models. In Data Mining-based Misuse 
Detection each data record is classified and labeled as normal or anomalous activity. This process is the basis for a 



International Journal of Application or Innovation in Engineering & Management (IJAIEM) 
Web Site: www.ijaiem.org Email: editor@ijaiem.org, editorijaiem@gmail.com  

Volume 2, Issue 3, March 2013   ISSN 2319 - 4847 
 

Volume 2, Issue 3, March 2013 Page 341 
 

learning algorithm able to detect known attacks and new ones if they are cataloged appropriately under a statistical 
process. The basic known as discovery outliers, matches an abnormal behavior against an attack patterns knowledge 
base that capture behavioral patterns of intrusion and typical activity. To do this, it is needed to compute each measure 
with random variables implying more updating effort as more audit records are analyzed but with more accuracy with 
more mined data. Although the activity needs to be analyzed individually, complementary visualization and data 
mining techniques can be used to improve performance and reduce the computational requirements. Some researches 
focused on this topic and developed model MADAM ID [12]. 
The goals of Data Mining-based Anomaly Detection are related with searching inherent but previously unidentified 
information from the collected data. A set of records is stored, building a normal profile to be compared with the most 
recent activity (delimited in a time window), determining if it is far from the expected behavior and establishing the 
similarity degree with other historical profiles. The suspicious connection is classified as known, unknown or false 
alarm. The most popular anomaly detection system using data mining is ADAM [12]. 

2.3 MADAM ID 
The central theme of this approach is to apply data mining programs to the extensively gathered audit data to compute 
models that accurately capture the actual behavior (i.e., patterns) of intrusions and normal activities. The meaning of 
MADAM ID is Mining Audit Data for Automated Models for Intrusion Detection, this automatic approach eliminates 
the need to manually analyze and encode intrusion patterns, as well as the guesswork in selecting statistical measures 
for normal usage profiles. MADAM ID consists of classification and meta-classification programs, association rules 
and frequent episodes programs, and a feature construction system. The end products are concise and intuitive rules 
that can detect intrusions, and can be easily inspected and edited by security experts when needed [15]. 
Using MADAM ID, raw audit data is first preprocessed into records with a set of intrinsic features. Data mining 
algorithms are then applied to compute the frequent activity patterns from the records, which are automatically 
analyzed to generate an additional set of features for intrusion detection purposes. This approach introduced several 
extensions, namely, axis attribute(s), reference attribute(s); level-wise approximate mining, and mining with relative 
support, to the basic association rules and frequent episodes algorithms. The extended algorithms use the characteristics 
of audit data to direct the efficient computation of relevant patterns. An encoding algorithm is developed so that 
frequent patterns can be easily visualized, analyzed, and compared. This approach gives an algorithm that 
automatically constructs temporal and statistical features according to the semantics of the patterns. Here the basic 
association rules and frequent episodes algorithms were extended so that relevant patterns can be computed efficiently; 
automatically constructing features from the mined patterns; and efficient real-time execution of detection models [15]. 

2.4 ADAM 
ADAM (Audit Data Analysis and Mining) is essentially a testbed for using data mining techniques to detect intrusions. 
ADAM uses a combination of association rules mining and classification to discover attacks in a TCP dump audit trail. 
ADAM performs its task in two phases. In the training mode, it uses a data stream for which ADAM knows where the 
attacks are located. The attack-free parts of the stream are fed into a module that performs off-line association rules 
discovery. The output of this module is a profile of rules which is called as normal, i.e. it depicts the behavior during 
periods where there are no attacks. The profile along with the training data set is also fed into a module that uses a 
combination of a dynamic, on-line algorithm for association rules, whose output consists of frequent itemsets that 
characterize attacks to the system. These itemsets, along with a set of features extracted from the data stream by a 
features selection module are used as the training set for a classifier. This whole phase takes place once, before the use 
of the system to detect intrusions [14]. 
Then the other phase, i.e. the actual detection of intrusion is implemented. Here the dynamic algorithm is used to 
produce itemsets that are considered as suspicious and along the features extracted by the features selection module are 
fed to the classifier, which labels the events as attacks, false alarms or unknown. When classifier labels connections as 
false alarms, it is filtering them out of the attacks sets, avoiding passing these alarms to the security officer. The last 
class, i.e. unknown, is reserved for events whose exact nature cannot be pinpointed by the classifier, those are 
considered as attacks and include in the set of alarm [14]. 

2.5 Genetic algorithms 
Use of genetic algorithms may result in the tune of the fuzzy membership functions to improve the performance and 
select the set of features available from the audit data that provide the most information to the data mining component. 
These algorithms are often used for optimization problems. Genetic algorithms can be successfully used to tune the 
membership functions of fuzzy sets used by the intrusion detection system [5], [10], [11]. 
Deployment of GA in the intrusion detection field offers number of benefits, namely [8]:  
 GAs are intrinsically parallel, since they have multiple offspring, they can explore the solution space in multiple 

directions at once. If one path turns out to be a dead end, they can easily eliminate it and continue working on 
more promising avenues, giving them a greater chance by each run of finding the optimal solution.  
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 Due to the parallelism that allows them to implicitly evaluate many schemas at once, GAs are particularly well-
suited to solving problems where the space of all potential solutions is truly huge– too vast to search exhaustively 
in any reasonable amount of time, as network data is.  

 System based on GA can easily be re-trained, thus providing the possibility of evolving new rules for intrusion 
detection. This property provides the adaptability of a GA-based system, which is an imperative quality of an 
intrusion detection system having in mind the high rate of emerging of new attacks.  

2.6 Naive-Bayes 
The Naïve Bayes method is based on the work of Thomas Bayes (1702-1761). In Bayesian classification, there is a 
hypothesis that the given data belongs to a particular class. Then the probability for the hypothesis is calculated to be 
true. This is among the most practical approaches for certain types of problems. The approach requires only one scan of 
the whole data. Also, if at some stage there are additional training data, then each training example can incrementally 
increase/decrease the probability that a hypothesis is correct. Thus, a Bayesian network is used to model a domain 
containing uncertainty [1] [11]. 

 
Figure 2: Naive-Bayes Structure [2] 

 As shown in Figure 2, Naive-Bayes structure has the class node as the parent node of all other nodes, no other 
connections are allowed in this structure. Naive-Bayes assumes that all the features are independent of each other. In 
recent years, a lot of effort has focused on improving Naive-Bayesian classifiers [2]. 
Bayes rule expressed by: 

  

Where, ci is a possible value in the session class and A is the total evidence on attributes nodes. The evidence A can be 
dispatched in the pieces of evidence, say a1, a2, . . . , an relative to the attributes A1,A2, . . . , An , respectively [2]. 
Model of Intrusion Detection System developed using Naive-Bayes approach is less time consuming, easy to understand 
and implement, do not contain complex structure and better than existing to find normal packet performance, also 
smaller than the other IDS [1], [2]. 

3. DISCUSSION 
Major data mining techniques that have been applied to preexisting intrusion detection systems i.e. Snort. Snort is a 
popular open source IDS created by Martin Roesch. It monitors network traffic, and uses content searching and 
matching to detect denial of service and buffer overflow, as well as other attacks. One of problems with using Snort is 
the fact that a large percentage of alerts generated were false positives [9]. 
Implementation was attempted with two data sets, KDD and DARPA, and two data mining softwares, WEKA and 
CART. WEKA was chosen because it’s open-source data mining software that was used in the research experiment. 
CART was chosen because its speed and clarity of results is greater than that of WEKA. Several conclusions have been 
drawn from such experiments, that Data mining can be implemented as an added portion to preexisting IDS. When 
implemented properly, data mining can improve the classification process resulting in a lowered number of false 
positive alerts [9]. 
Also it is found that, the IDS built using Naïve-Bayes approach is less time consuming as well as capable to classify all 
data correctly, has better accuracy rate, detection rate and less false positive rate [9]. Data Mining based IDS improves 
the feature extraction and meaningful information from large amount of raw data, getting more accurate models results 
from applying DM techniques and correlation algorithms [12].  

4. CONCLUSION 
The evolution is going on in the field of intrusion detection from many years; it started with simple and traditional 
approach of misuse and anomaly detection from an audit data, reaches to the use of innovative and powerful data 
mining techniques. Limitations of misuse and anomaly detection leads researchers for finding new approaches to built 
powerful, extensible intrusion detection system. As Data mining is very emergent technology in current scenario of 
computer science and information technology. The use of such emergent technology in building Intrusion Detection 
model results into Intrusion Detection System which has better accuracy, detection rate and also has less false positive 
rate. Data Mining based IDS enables the potential to move from a reactive security scheme toward one more preventive 
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against the criminal activity. Data mining will continue to be researched and applied, and more beneficial results will 
come from the implementation of data mining based intrusion detection systems. 
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