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ABSTRACT 
Wireless local area network (WLAN’S) has become increasingly more prevalent in recent years. The IEEE 802.11 is one of the 
most widely adopted standards for broadband wireless internet access. Also, security issues became more complicated in the 
wireless network than wired network. The default IEEE 802.11 standard has defined some security mechanism for securing 
access to its network. To enhance the security in IEEE 802.11, IEEE 802.11i has been proposed. It is proven that by using 
Extensible Authentication Protocol (EAP) IEEE 802.11i support variety of upper layer Authentication methods with different 
advantages and disadvantages of them itself. We can make choice from this available Authentication method for betterment of 
efficiency. We may offer more flexibility for selection of authentication method which have advantages and disadvantages for 
an organization security requirement.  
In this paper an Extensible Authentication Protocol framework is explained. Different authentication methods for WI-FI 
network, which are used most commonly, are explained. And lastly a table which compares the properties and attributes of this 
authentication method is given. 
Keywords: IEEE 802.11, EAP, EAP-MD5, EAP-TLS, EAP-TTLS, EAP-LEAP, WEP, WIRE1x. 

1. INTRODUCTION 
The original IEEE 802.11 standard [7] has defined the following basic security mechanism for securing access to IEEE 
802.11 network: 

1) Authentication of entity, which involves open-system authentication. 
2) Wired Equivalent Privacy (WEP), which are proved to be having vulnerability. 

For enhancing security in IEEE 802.11, IEEE 802.11i has been proposed. It also introduced protocols for key 
management and establishment and further improvement like encryption and authentication. The IEEE 802.11i does its 
management of security key by algorithms and protocols. 
The vulnerability present in authentication method proposed by IEEE 802.11 standard is the main reason for updating 
it, IEEE 802.11x was updated to use in wireless network. As WEP is also vulnerable, IEEE 802.11i has specified 
enhanced encryption algorithm in order to provide strong privacy. Though IEEE 802.11i also includes IEEE 802.11x 
due to authentication improvement. 
 
Mainly IEEE 802.11x divides network environment in 3 parts: 

1) Server, which has to perform authentication decisions. 
2) An Authenticator, which has to controls access. 
3) Supplicate, who wants to be connected to network. 

The working of IEEE 802.11x is based on simple concept, it implement access control at connection point between user 
and network. It provides port security to protect network security. To achieve its goal IEEE 802.11x utilises well known 
protocol such as Extensible Authentication Protocol and RADIUS.” Due to the ranges of different applications for 
WALNs, a single authentication method is not suitable in all cases”, [5]. Currently WIRE1x provides various 
authentication mechanisms including EAP-MD5 (message digests), EAP-TLS (Transport Layer Security), EAP-PEAP 
(Protected Extensible Authentication Protocol), [11]. 

As there are different ranges are available of WLAN’s for different application, a single authentication method is 
not be able to sufficiently overcome all needs of system implementers. The IEEE 802.11 is not able to define the upper 
layer authentication method; it leaves this choice to system implementers to decide which method to use. As we know 
that many methods are available for authentication, which are supported by EAP, among this ideally chosen for a 
specific networking environment.  

  The goal of this paper is to give brief description of Extensible Authentication Protocol (EAP) and different type of 
authentication method provided by it. 
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This paper organised as follows: In section second an overview of EAP protocol is given. In section third the 
authentication methods supported by EAP are presented. In section fourth comparative view of authentication methods 
is presented in tabular form. The section fifth concludes the paper.  

2. EAP OVERVIEW 
The EAP is itself an Internet standard which provides infrastructure for network access and authentication servers. It is 
described detail in RFC 3748. 
We have already explained that EAP is not and does not specify any authentication methods, but by using frame work 
provided by IEEE 802.11x it support various authentication methods. Actually EAP was created as an extension for 
point to point protocol (PPP), which allows for the development of arbitrary plug-in modules for todays, and future 
authentication method and technologies, [8]. 
EAP was originally developed for PPP. It is also a general purposed protocol. EAP support multiple authentication 
methods, for example, one-time password, certificate, public key authentication, smart key, Kerberos (IETF RFC 1510).  
There may be different authentication mechanism in authentication layer. It is based on EAP and also new mechanism 
can be easily added. In general EAP is a protocol that defines how your authentication in network is carried out. But 
actually it is an EAP method such as, EAP-TLS, EAP-PEAP, and EAP-LEAP and so on that actually determines your 
valid existence in network, [5].  
We can summarize the EAP authentication process as: 

1) The authenticator, which sends request of authentication for supplicates. 
2) The user, respond to each request. 
3) After an innings of several Response/Request messages the authentication ends. 

Authentication process is completed with a success or failure message. 

3. AUTHENTICATION METHODS UNDER EAP  
In this section we have explained the most commonly used EAP authentication methods with their properties and 
attributes. 

3.1 EAP-MD5 
The EAP-MD5 generally based on hash-function, which is nothing but a cryptographic checksum. A one way hash 

function takes an arbitrarily long input message and produce a fixed length pseudo-random output called a hash. With 
a hash, it is mathematically difficult to find the actual message that produces the hash. Also it is impossible and 
difficult to find different messages that will generate the same hash. 

MD-5 produces a 128-bit message digest by taking an input message of arbitrary fixed length. Authentication server 
saves users password in clear text, [11].  

When user types password after creating his/her account, the server stores the hash function by a one-way hash 
function. If anyone knows the hash it is completely difficult to retrieve the original password from the hash. The 
authentication server checks hash received with stored hash and user is authenticated if it is same, [8]. 

As MD5 is easy to use so it is very popular in EAP types. A simple challenge /response method is used to 
authenticate user in network.  

One major disadvantage of MD5 is, in wireless LAN’s attackers can easily sniff a user’s identity and password hash.  
So MD5 is more vulnerable than any other authentication method. 

For above mentioned reason MD5 is not recommended to be used as an authentication method. 
 
3.2 EAP-TLS 
EAP-Transport Layer Security (IETF RFC 2710) was developed by Cisco’s systems Netscape Communication 

Corporation. EAP-TLS is based on TLS (IETF RFC 2246), [9]. 
The basic goal of TLS is to provide privacy and data integrity between two network users and tody it is used in most 

of web browsers for secure web transactions. Basically EAP-TLS is designed to overcome the drawbacks of password 
based and challenge based methods, [10]. 

EAP-TLS gives a way to make use of digital certificates for both user and server to authenticate each other. So the 
forged AP’s impact is reduced supplicate and authentication server need to have certificate while doing transaction in 
EAP-TLS. 

The protocol is composed of two layers The TLS Received Protocol and The TLS Handshake Protocol, [6]. 
Connection security provided by both the layers has some basic properties. 
TLS Record Protocol has two properties as: 

1) The connection is private symmetric cryptography used for data encryption. The keys for this symmetric 
encryption are granted uniquely for each connection and are based on a secret negotiated by another protocol. 
The Record Protocol is also be used with encryption. 
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2) The connection is reliable. Message transport includes a message integrity check MAC. Secure hash function 
are used for MAC computation. The record protocol can operate with put a MAC, but is generally only used is 
this mode while another protocol is using the Record Protocol as a transport for negotiation of security 
parameters. 

The encapsulation of various higher level protocols is done by using TLS Record Protocol. The TLS Handshake 
Protocol allows user and client to authenticate each other and to negotiate encryption algorithm and cryptographic keys 
before the application protocol transmits or receives its first byte of data.  

The TLS Handshake protocol also provides connection security has three basic properties: 
1) It uses asymmetric, public key or cryptography to identify peer’s identity. This authentication can be made 

optional but it generally required for at least one of the peer’s. 
2) The negotiation of a shared secret is secure. It means the negotiated secret is unavailable to eavesdroppers and for 

any authenticated connection the secret cannot be obtained. 
3) The negotiation is reliable i.e. no attackers can modify the negotiation communication   without being detected. 
EAP-TLS is application program independent and it is considering as best authentication method in concern with 

security in WALNs. 
 One thing noted about TLS is, it public key infrastructure (PKI) because it uses Digital Certificate to authenticate 

the server to client; the server requires the client to send it a digital certificate if it wishes to authenticate client, [5]. 
 
3.3 EAP-LEAP 

      Cisco’s AR 5.0 the new AAA Cisco proprietary protocol called Light Extensible Authentication Protocol (LEAP) a 
proprietary Cisco authentication protocol designed for use in IEEE 802.11wireless local area environment, [3].  
     The important feature of LEAP includes: 

1) Mutual authentication between network infrastructure and user. 
2) Secure derivation of random user specific cryptographic session keys. 
3) Compatibility with existing and widespread network authentication mechanism. 
4) Computational speed. 

 In EAP-LEAP method, the authentication server sends an authentication challenge to the client. The client uses a 
one-way hash of the user-supplied password to fashion a response to the RADIUS server. The client response is 
decrypted and compared with the challenge sent by the server, [5]. If there is match then the access is granted, 
otherwise the access is denied and as a result an EAP success/failure message is sent to the client and the RADIUS 
server and the client drive the dynamic WEP key, [1]. 

As LEAP uses encrypted challenge and response it is also vulnerable to attacks, but they can be avoided where by the 
users makes a number of failed attempts for authentication, [4]. 

 Also Cisco recommends the use of strong password policy for avoiding these attacks.  
With Cisco’s LEAP, in every communication session security keys changes dynamically, from preventing attackers 

from collecting the packets required to decode data, [1], [2]. 

3.4 EAP-TTLS 
EAP-TTLS is similar to EAP-TLS, but the client authentication is extended after the secure transport has been 

established. EAP-TTLS provides several benefits: 
1) Industry standard authentication of the server using certificates (TLS). 
2) Standardized method for session key generation using TLS PRF. 
3) Strong mutual authentication. 
4) Identity privacy. 
5) Fast reconnect using TLS session caching. 
6) EAP message fragmentation. 
7) Secure support for legacy client authentication methods. 

      EAP-TTLS is a two-phase protocol. Phase 1 conducts a complete TLS session and derives the session keys used in 
Phase 2 to securely tunnel attributes between the server and the client, [9].  
      The attributes tunneled during Phase 2 can be used to perform additional authentications via a number of different 
mechanisms. The authentication mechanisms that can be used during Phase 2 include PAP, CHAP, MS-CHAP, MS-
CHAPv2, and EAP. This is called a tunnel authentication; in short it means client does not need digital certificate only 
the server needs one. The Phase 2 authentication can be performed by the local AAA Server (the same server running 
EAP-TTLS) or it can be forwarded to another server (known as the home AAA Server). In the latter case, the home 
server has no involvement in the EAP-TTLS protocol and can be any AAA service that understands the authentication 
mechanism in use and is able to authenticate the user. It is not necessary for the home server to understand EAP-TTLS, 
[9]. 

 Organizations and system implementers are free to select the authentication method to fulfill their needs with 
respect to networking environment and security. 
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EAP-TTLS offers strong security during authentication while supporting all existing authentication methods 
including legacy authentication methods and avoiding the use of PKI in client‘s side. Avoiding the use of PKI 
significantly reduces the overall implementation cost and eases network management and admiration issues. 
 

3.5 EAP-FAST 
EAP-FAST is one type of hybrid method like TTLS and PEAP for authentication. It uses EMP MSCHAPv2 method 

for credential provisioning and EAP-GTC for authentication. Credential provisioning typically occurs only during the 
client’s initial EAP-FAST authentication. Subsequent authentications rely on the provisioned credential and will 
usually omit the provisioning step. 

EAP-FAST is an authentication protocol designed to address the performance shortcomings of prior TLS-based EAP 
methods while retaining features such as identity privacy and support for password-based protocols. 

The EAP-FAST credential is known as a Protected Access Credential (PAC) and contains information used to secure 
the authentication operations. Parts of the PAC are encrypted by the server and are not visible to other entities. Clients 
are expected to securely store PACs locally for use during authentication, [9]. 

EAP-FAST has three phases. Phase first is optional in this the digital certificate required for server authentication is 
optional. While in phase one using PAC, the client and the RADIUS server establish TLS tunnel, in the second phase, 
the user information is sent by the client across the established tunnel. 

EAP-FAST provides security which is basically depends on its implementation. If it is poorly implemented, the 
security level provided by EAP-FAST could be comparable to EAP-LEAP or even MD5. 

EAP-FAST provides maximum security by using digital certificates at client’s machines but the problem will be in 
the implementation and in this case EAP-FAST will not be easier to use than PEAP, TTLS or even TLS, [8]. 

 
3.6 PEAP 

Protected EAP provides an authenticated an encrypted tunnel based on TLS designed to allow hybrid authentication. 
PEAP can use any other EAP authentication type for client side authentication, for sever side authentication, PEAP 
employs PKI.PEAP in WLANs, typically, an authentication server is authenticated by a supplicant based on the server 
certificate. A secure TLS tunnel is also created. A supplicant is then authenticated using username and password, 
which areprotected by the TLS tunnel. 

There is EAP-MS CHAPv2 authentication implementation which is incompatible with older RADIUS server that 
does not provide EAP support. Due to this fact the tunnel created at server-side authentication phase, legacy and 
unilateral authentication methods can be used for client side authentication, [8]. 

EAP-PEAP is based on server-side EAP-TLS, and it addresses the manageability and scalability shortcomings of 
EAP-TLS. Organizations can avoid the issue associated with installing digital certificates on every client machine as 
required by EAP-TLS and select the method of client authentication that best suits them. 

4. COMPARATIVE APPROACH FOR AUTHENTICATION METHODS 
 EAP-MD5 EAP-LEAP EAP-FAST EAP-TLS EAP-PEAP EAS-TTLS 

Implementation 
n 

Challenge 
Based 

Password 
Base 

PAC Certificate 
Based 

Server 
Certificate 

Server Certificate 

Authentication  
Attributes 

Unilateral  Mutual  Mutual  Mutual  Mutual  Mutual  

Deployment 
Difficulties  

Easy  Easy  Easy to Moderate 
depending on 
security 

Hard  Moderate Moderate 

Dynamic Key 
Delivery 

No  Yes   Yes  Yes  Yes  Yes  

Server 
Certificate 

No  No  Yes for maximum 
security  

Yes  Yes  Yes  

Supplicate 
Certificate 

No  No  Yes  No  Yes  Yes  

Tunnelled No  Yes  Yes  Yes  No  Yes  
WAP 
Compatibility 

Weak  Moderate  Weak to secure 
depending on 
implementation 

Maximum 
Security  

Secure  Secure  

WLAN Security  Weak  Moderate  Weak to secure 
depending on 
implementation 

Maximum 
security 

Secure  Secure  

Vulnerabilities  Identity 
exposed, 

Identity 
exposed, 

Maximum 
security is 

Identity 
exposed 

MITM attack. 
Identity 

MITM 
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Dictionary 
attack, MITM 
attack. 

Dictionary 
attack 

comparable to 
PEAP and TTLS. 

hidden in 
phase 2 but 
potential 
exposure in 
phase 1. 

 

5.  CONCLUSION 
Thus in this paper an Extensible Authentication Protocol framework is explained. Different authentication methods for 
WI-FI network, which are used most commonly, are explained. Also we compare their properties and security 
attributes. This paper Provides the information needed to balance security threads, security level by authentication 
methods, their implementation cost.   By using this comparative study of all authentication method we can potential to 
identify the most suitable authentication solution for an origination’s security requirements and networking 
environments. 
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