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ABSTRACT 

“Combination of cryptography and Steganography for secure communication” is an application, which combines both 
Cryptography methods (i.e. Encryption, decryption) and Steganography techniques to make the communication more secure. 
The outcome of this project is to create a cross-platform tool that can effectively hide a message (i.e. Word document) inside a 
image file. It is concerned with embedding information in a secure and robust manner. In embedding stage, the colour of the 
cover image is separated to its component (RGB) then all are partitioned into non-overlapped blocks using quad-tree partition 
that is called range, and down sampling the range images to quarter its size to generate the domain. The domain pool is 
partitioned in to over-lapped blocks. To find the best range-domain match, the linear affine mapping applied to represent the 
blocks of domain in terms of range blocks using IFS-code. The obtained values of the IFS coefficients the scale (s) and offset 
(o) are used for the embedding process. The characters value of the secret message are taken as an ASCII, after keeping 2 
digits of the fraction part of (s) and (o) values and removing the other digits. The secret message will be added to the fraction 
value in order to occupy the 3rd, 4th and 5th places after the decimal point without affecting the 1st and 2nd places of the 
original fraction and without degrading the image quality. The proposed system depends upon preparing the image data for the 
next step fractal compression through steganographic process and using two levels of security: the hybrid RSA with Knapsack 
algorithm, A hybrid of RSA and knapsack cryptosystem can be represented as a secure system. The results that achieved from 
using this technique is the encrypted message which acquires a higher security and accuracy when compared with RSA and 
knapsack cryptosystem individually in modern communication systems to protect the information transmitted over an insecure 
communication channel.  
Keywords: Image processing , Hiding, Fractal Image Compression, Quadtree, Steganography 
1. Introduction  
With the increases in the number of digital networks and recording devices, digital images appear to be a material for 
steganography and information hiding techniques have been developed to be a strong basis for steganography area.   
This research project produces new information hiding scheme and it   consists of two parts, the first part is fractal 
encoding which needs several stages of operations to be done on the colour image to find out the best approximate the 
affine transform is used to determine the necessary scale coefficient, offset coefficient and the isometric mapping 
needed to achieve best match between the range and domain blocks then the process of embedding the information have 
to be done[1]-[2]. 
 The second part is embedding information in the image. A new scheme has been produced for hiding by using the 
scaling and offset values of the blocks as a cover for hiding by getting secret text (character by character) and 
converting each character into its ASCII representation, then store them in to  
data array and adding the characters to the fraction part of scaling value without affecting the quality of the image. It 
can achieve a very high hiding rate of information. 
 In order to obtain the best approximate for each non-overlapped block of range, all overlapped blocks of the domain 
should be tested, taking into consideration that there are eight isometric possible states for each cover block and all of 
these possible states should be tested when trying to find the closest approximate. In another words good approximate 
can be obtained when many domain blocks are involved in the approximation process taking into consideration that the 
process of searching the pool of domain time consuming process [1].  
 
2. The Proposed Hiding System 
This stage includes two parts; cryptography and steganography. In our research we Proposed a hybrid combination of 
two public-key cryptosystem RSA and Knapsack, which offers extremely good security with less complexity and less 
time required for encryption- decryption process in compression with RSA and knapsack individually. The idea behind 
of this system is to use two stages of encryption. The first stage is a knapsack cryptosystem and the second stage is the 
RSA cryptosystem as shown in the figure. The enciphered text at the output of the first stage is as input message for the 
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second stage. In the receiver, the encipherd transmitted message is decrypted using the RSA algorithm firstly and the 
knapsack algorithm secondly. Thus the decryption order is opposite to the encryption order. The steganography part 
includes hiding the secret message and digital signature after converting them to stream of bits. Figure(1) ilsterated the 
steps of the a hybrid combination of two public-key cryptosystem RSA and Knapsack. Figure (2) presented the  block 
diagram proposed of stage, Figure(3) ilsterated the main steps of the proposed System. 

 
Figure (1): Block diagram of hybrid RSA- Knapsack cryptosystem 

 

 
Figure (2): Block diagram of the Proposed System 

 
RSA Cipher stage 

 Chose prime number  p nd q  
 n= pxq 
 (n)=(p-1) x (q-1) 
 chose, where  1     
 compute d  by using d=e-1  mod  

 n  mod  cc e
)i(k   

Knapsack ciphering stage 
 

 Input knapsack sequence  
 Chose superincreasing sequence which satisfy  

     aa
n

1i
i1i  

 Chose M ,  W , that      aM
n

1i
i , W  

 Compute the public-key, by using the equation:-  

    M)  (mod  .  aa i  
 Convert the message X as a binary string of length n 
 X=x1,x2,x3,………………., xn 
 The ciphering using the equation:- 
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Knapsack deciphering stage 
 

 Calculate  C  .  WC 1
 

 Algorithm - to solve  knapsack problems with  superincreasing vectors:  
     for i  n downto 2 do  
          if     a2C i then terminate  {no solution}  

else if     aC i  then xi  1;     aCC i ;  
else xi = 0;  

      if     aC 1 then x1 = 1 

else if     0C then x1 0;  
else terminate  {no solution}     C   

RSA deciphering stage 

 n mod    CC d
kk  

 
Figure (3): Hybrid RSA – Knapsack Cryptosystem Steps 

 
Example:  (Illustration of the proposed system by small numbers)  

Suppose we chooses p = 5, and q = 7, e = 5  
Compute n = pq =35, and  = (p-1)(q-1) = (4)(6) = 24 
Compute  d as  d=e-1 mod 24=29  
public key is given by (n, e) = (35, 5);  the private key is given by (n, d) = (35, 29) 

 
Suppose that   each letter as a number between 1 and 26.  
That is, a = 1, b = 2, c = 3,…, n = 14,…, z = 26.   
 

 
 
 

Plaintext letter m (numeric representation) m e c = me mod n 
l 12 248832 17 
o 15 759375 15 
v 22 5153632 22 
e 5 3125 10 

   
 
 
 

 Knapsack ciphering stage 
 
Chose  A’ = (1,2,4,9,18,35,75,151,302,606)  ,   M = 1250, W = 41 
  
Compute  public- key     A = (1,82,164,369,738,185,575,1191,1132,1096) 
In order to encrypt an English plaintext, we first encode its letters by 5-bit numbers _ - 00000, A - 00001, B - 00010,… 
and then divide the resulting binary strings into blocks of length 10.  
Cipher text  produce from RSA encryption is: 17152210 = QOVJ     Which is equal to = 10001  01111      10111 01010   
in binary representation. 
 
The encoding by using Knapsack c1=41*1+82*0+164*0+369*0+738*1+185*0+575*1+1191*1+1132*1+1096*1=4773 
c1=41*1+82*0+164*1+369*1+738*1+185*0+575*1+1191*0+1132*1+1096*0=3019 
 

Cipher text  produce from RSA encryption is: 17152210 

Assume plain text is:    Love  
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Decryption the cipher text produce from Knapsack  (4773, 3019) 
By multiplying with W –1 = 61 (mod 1250) we get new cryptotexts (several new c’) 
C’1=61*4773 (mod 1250)=291153 (mod 1250)=1153 
By applying the decryption knapsack algorithm, we obtain  10001  01111       
C’2=61*3019 (mod 1250)=184159 (mod 1250)=409 
By applying the decoding algorithm , we optane  10111 01010 
 
Which is equal to = 10001  01111      10111 01010= QOVJ= 17152210 
 
By applying RSA decryption with d = 29, and n = 35 is as follows: 
 

Ciphertext cd m = cd mod n Plaintext letter 
17 481968572106750915091411825223071697 12 l 
15 12783403948858939111232757568359375 15 o 
22 851643319086537701956194499721106030592 22 v 
10 100000000000000000000000000000 5 e 

   
 
 
 

2.1 Hiding Unit[1] 
The structure of the hiding unit; mainly it consists of seven modules:  

 Loading cover image. 

 Colour separation. 

 Partitioning the cover image. 

 Down sampling. 

 Fractal encoding. 

 Embedding the secret message. 

 Stegoimage data file saving. 

2.1.1 Quad-tree Partition [3], [4]    
Algorithm (1) ) presented pseudo code for the quadtree partitioning process, for the implementing the image quadtree 

partitioning method. 

Algorithm (1): Pseudo code for the quadtree partitioning process 

 

Cipher text  produce from Knapsack encryption is: (4746, 3019) 

Then the plain text produce form combination RSA with Knapsack cryptosystem is Cipher text  produce 
from Knapsack encryption is  1215225=LOVE 
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2.1.2 Fractal Image Compression 
 For more details about fractal image compression[ [4], [3], [5] ] and the figure (10)  for fractal image compression 
and figure (11) for fractal image decompression in[6]. 
2.1.3 Secret Message Embedding 
 For embedding the secret massage, a new method has proposed and in this new method a huge number of characters 
can be embedded, beside the characters or the secret message there may not necessary be a text, it may consist of 
equation or numbers with another language. After the IFS mapping is coming to the end of the last block and the 
parameter values have been set, the process of embedding starts by reading the inputted secret message and converting 
it to its binary representation then store them in a new array separately. 
Next, the secret message (SecData) characters are taken one by one and they are converted to its ASCII representation. 
The length of the secret message is limited to the number of blocks. As the number of blocks increase in tern more 
characters can be embed, in other words this embedding method depends upon the number of blocks. 
Length of secret message (SecData) = (No. of blocks ×2) -1              
Each character is embedded in the scaling value of the blocks by taking the integer part of the scaling using this 
equation 
           V= IFS(I). Scl – Fix (IFS(I).Scl)                                               
Then taking the two digit of the fraction part (2 digit after the decimal point) of the value and neglecting the other 
digits  
         IntFraction = fix( V×100)                                                               
        Fraction =IntFraction ×0.01                                                           
 
Now the secret message will be added to the fraction value in order to occupy the 3rd, 4th and 5th places after the 
decimal point without    affecting the 1st and 2nd places of the original fraction. 
 

IFS(I). Scl = Fix(IFS(I).Scl) + Fraction +SecData(I) ×0.00001    
The output is a set of scale and offset values that contain the secret massage (SecData) is the last stage in hiding unit 
2.2 Information Extraction Unit 
Extraction units are arranged in a reverse order to the hiding unit. It consists of these stages as illustrates in figure (4) 
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2.2.1  Information Extraction 
After the  data file (stego-image) has been loaded, the process of reconstructing SecData is applied to extract the array 
of embedded secret characters, which have been stored in the (IFS) coefficients (s, o) in a reverse way. This stage 
implies the following steps:  
1. Extract the two digit of the fraction part of the coefficient (s and o) with keeping the integer part.  
     V= IFS(I).scl – Fix (IFS(I).scl)   
      Vs = v ×1oo 
2. Convert the extracted data to byte 
          SecData(I) = CByte(( Vs – Fix(Vs)) ×1000 
3. Convert the bytes to string representation 
          recSecData = recSecData & CStr(Chr(SecData(I))) 
4. Display the secret message. 
2.2.2  Saving Reconstructed Image 
When the completion of all the above decoding steps, the secret message reconstructed as an output beside the 
reconstructed cover image.   
 
3. System Implementation 
The goal of this system is to embed or hide information (text, numbers, symbols or equations) in a cover-image (BMP 
format) after compressing the image to produce the stego-image as a data file. 
System implementation accepts six inputs in the embedding stage: 
1. Loading the cover image (BMP.format) as the input file. 
2.  Input control parameters. 
3.  Quad-tree partitioning the colour component.  
4. Domain generating. 
5. Inputting the secret message for embedding. 
6. Fractal encoding which include embedding.      
 
System implementation accepts one input in the extracting stage: 
1. Input the data file which contains the secret message beside image data array. 
2. Extracting the secret message and reconstructing the image in the same time. 
3.1  System Requirements 
The Microsoft Window XP has been used as an operation system and Visual Basic (VB6) as a programming language. 
 
3.2 System Steps 

The proposed system starts operation with the general form interface of the project 

 

 
Figure (5) : General interface of the proposed system 
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 Partitioning the Cover Image [7] 
 After the cover-image has been chosen, control parameter will be entered to perform quad-tree partition for each 
colour component (R component, G component, B component) separately.  
 
  Generating the Domain Image  

Generating the domain image and domain pool is next to the partition step, the domain size taken is quarter the image 
size with overlapped blocks.   

 
Figure (6) : Domain image generating 

 Input Secret Message 
Before starting fractal encoding, the message must be written in order to be embedded after the scale and offset values 
will be stored. 

 
Figure (7) : Entering the secret message for embedding 

 Fractal Encoding 
Searching for similarity is performed between the range and the domain blocks and the information is stored in an 
index, then the image (cover-image) information is stored as a structure array of data containing the secret    message. 
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Figure (8) : Fractal encoded data 

 Fractal Decoding 
      The received data is a collection of data that represent the image with the secret message. The receiver will extract 
the embedded information (secret message) and then reconstruct the cover image. 
 

 
Figure (9) : Secret message extraction and cover image reconstruction 

 
 
3.3 The Effect of Block Size 
 In these sets of tests it is focused on finding out how the quad-tree partitioning is affected when different values of 
control parameters are adopted, Table 1)  shown that the number of blocks produced by quad-tree partition depends on 
the adopted partitioning parameters (maximum block size, minimum block size, inclusion factor and acceptance  ratio). 
For hiding the secret message, the number of blocks determine the length of the secret message, for obtaining the large 
number of blocks small values must be chosen which mean more characters will be hidden (according to the number of 
blocks). 
The increase of the number of blocks increase the encoding time and PSNR but decrease the RMSE also the 
compression ratio.  
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Table (1): The compression results of hiding information using FIC method based on quad-tree partitioning applied on 
Lena image 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

3.4 The Effect of Hiding Secret Message                                  

       The main objective of the proposed hiding scheme is to embed a secret message with a huge number of characters 
as possible with different languages and numbers without degrading the quality of the reconstructed cover image. So to 
evaluate the effect of the secret message embedding on the cover image, a set of tests is applied. Table (2) show the 
result of hiding different message process.  

Table(2) Hiding effect on Lena image 

Max=8, Min=4, StepSize=4, Ra = 0.1, If =0.3, PSNR1= Stegoimage fidelity,PSNR2= After extraction 
fidelity, PSNR3= Without embedding 

N0.char Type Time(sec) RMSE PSNR1(db) PSNR2(db) PSNR3(db) 

9653 Englishtext 99.537037 7.1480366 31.05610 31.05606 31.06429 

10283 Arabictext 99.537037 7.1481766 31.69444 31.05585 31.06429 

11390 Mixed 100.69444 7.1404833 31.06484 31.06484  

    

4. Conclusions  

Max = 8, Min = 4  and Step Size = 4 

Ar   If No.blocks No.Cha
r 

Time(sec) 
9 

C.R. RMSE PSNR(db) 

0.1 

0.3 7928 15849 99.537 7.349 7,14 31.064 

0.5 6489 12975 92.592 8.977 7.689 30.452 

0.7 5538 11072 87.962 10.51
9 

7.999 30.072 

0.2 

0.3 7002 14001 94.907 8.319 7.453 30.687 

0.5 5550 11097 86.805 10.49
6 

7.988 30.084 

0.7 4734 9465 84.49 12.30
5 

8.271 29.781 

0.3 

0.3 6402 12801 91.435 9.099
9

7.698 30.404 

0.5 5130 10257 85.648 11.35
5 

8.142 29.918 

0.7 4251 8499 81.018 13.70
3 

8.517 29.527 

0.9 3702 7401 78.703 15.73
5 

8.682 29.359 

0.4 

0.3 6006 12009 90.277 9.699 7.869 30.314 

0.5 4788 9573 84.490 12.16
6 

8.282 29.769 

0.7 4008 8013 79.861 14.53
4 

8.602 29.441 

0.5 

0.3 5562 11121 87.962 10.47
3

8.029 30.038 

0.5 4398 8793 82.175 13.24
5 

8.442 29.603 

0.7 3747 7491 78.703 15.54
6 

8.662 29.380 
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During the implementation and testing phases of the proposed hiding system, the following remarks have been 
addressed:  

1. The higher compression ratio obtained when the number of stored bits that allocated for the scale and offset are 
reduced. When s=3 the C.R. is 6.889 and, when (o=6 )the C.R. is 6.624. When both allocated (s=3 and o=6) the 
C.R. is 7.176.  

2. From the test results in deferent type of images we conducted that the effect of smax, when smax < 1 is converging to a 
fixed point and has worse PSNR   (31.311db). When smax >1 encoding still converging to fixed point but with 
better PSNR. The higher PSNR obtained when (smax= 3) = 32.299db. Also for smin= 3 =32.289db. But for both 
limmit negative and positive  the higher PSNR obtained= 32.4102db when (smax =3,  smin= -2.5). 

3. Steganography is an effective way to obscure data and hide sensitive information. The effectiveness of 
Steganography is amplified by combining it with cryptography. By using the properties of the FIC-LSB 
Steganography algorithm for image file and combining it with the hybrid RSA-Knapsack cryptography, we 
developed a method, which adds layers of security to the communication. Steganographic methods do not intended 
to replace  

4. Steganography is not intended to replace cryptography but rather to supplement it. If a message is encrypted and 
hidden with a steganographic method it will provide an additional layer of protection and reduce the chance of the 
hidden message being detected. 

5. The proposed system can be defined as asymmetric key Steganography since it uses two keys: a secret key and a 
public key between the sender and the receiver, in this system there is no need for the knowledge of the original 
cover in the extraction process.  

6. Different domain step size tested with fixes value of Ra, If and block size  
 PSNR is inversely proportional with the step size.  
 Encoding time is inversely proportional with the step size. 
 Compression ratio is directly proportional with the step size. 
 RMSE is directly proportional with the step size.  

  
7. After compression and embedding three data files had been obtained with size 36.3, 38.3 and 41.3 so the 

probability of detecting is reduced to minimum duo to there small size. 
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