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Abstract 
Personal identification (or identity identification) is critical in a wide range of applications. Biometrics refers to automatic 
identity authentication of a person on a basis of one’s unique physiological or behavioral characteristics and is inherently more 
suitable for discriminating then traditional methods between an authorized person and an impostor. Under such circumstances 
Biometrics offers the most secure means to automatically identify individuals without requiring them to carry ID cards or 
memorize passwords. There is tremendous interest in improved methods of reliable and secure identification of people. A 
Biometric system provides automatic identification of an individual based on a unique feature or characteristic possessed by the 
individual. One possible alternative is authentication of individual particularly utilizing a physiological characteristic i.e. 
human iris. Interestingly, the spatial patterns that are apparent in the human iris are highly distinctive to an individual. Thus 
Iris is an overt body that is available for remote assessment. This paper explains various Biometric Modalities and how Iris can 
be considered as most secured Biometric Technology. 
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Introduction 
The term Biometrics is derived from the Greek word Bios means “life” and metrics means “measures”. Biometrics 
can be defined as the study of measuring those biological characteristics which include both physiological as well as 
behavioral characteristics that make human beings unique for recognition purposes.[3]A Biometric system provides 
automatic identification of an individual based on a unique feature or characteristic possessed by the individual. 
Various technologies explore, Biometrics have the potential for identification and verification of individuals for 
controlling access to secured areas or materials.[5] Verification and Identification are two possible recognition 
processes which are performed each time when a potential user, attempts to access a system.  
 
Biometric Modalities:  
Several human characteristics have been proposed and evaluated for Biometric applications in the past few decades. 
The term modality in Biometrics refers to the Trait to be recognized by the system. Ex finger print or face. Not all 
human traits can be used for Biometrics.[1] Among all the different traits a human being has, several requirements on 
the traits have been compiled and studied. 
 
Requirements: 
 In order to qualify as a Biometric identifier, the following general requirements must be met: 
Uniqueness: This is directly related to how well the Biometric system can differentiate users. 
Universality: This describes how common a Biometric trait is among users.  
Permanence: which measures how well a Biometric trait can resist aging and other temporal conditions? 
Collectability: or ease of acquisition for measurements. 
Performance: In many aspects, such as accuracy, speed and Robustness. 
Acceptability: degree of approval for the technology  
Circumvention: ease of use of a given substitute. 
 
Classification: 
The definition of Biometrics given by National institute of Standards and Technology divides Biological measurements 
into two categories.[6][7]  
Physical Modalities: These Traits are based on a person’s anatomy such as fingerprint, the DNA, the Retina, the 
Iris or the face of the individual. 
Behavioral Modalities: These traits are based on person’s behavior.ex: signature, voice  
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Face: 
Facial recognition is the most intuitive Biometric modality. Consider the face as a unique organ, and therefore taking 
each face as a unique pattern. Measure important points on the face such as eyes, nose, mouth etc and the distance 
between them. However this modality has several disadvantages mainly in the preprocessing and quality assessment 
block. Potential shadows on the face movement in the surroundings and the user’s posture cause serious problems in 
the recognition or detection of the face. 
It is important to remark that a face is not a univocal trait e.g. twins or people with similar faces can be miss identified. 
Furthermore artificial techniques can be used to change the structure of the face to make them similar to others, such as 
makeup or plastic surgery [8]. These problems as well as changes due to aging, lead to errors and decrease the 
performance of these systems. However the high user acceptance has made these modalities as one of the most 
demanded. 
 

 
Mat lab GUI for Face Detection Database 

 
Finger Print: 
A finger print is defined by a pattern of ridges and valleys on the surface of the finger tip. This pattern is developed in 
the early stage of the fetal development and follows a stochastic process. Therefore it is considered to be unique for 
each person and for each finger. Fingerprint systems can be divided into two different types. Those based on 
macroscopic features and those based on microscopic details [9]. The macroscopic system base their search on the 
comparison on region of interest of the finger print, meanwhile microscopic solution looks for the distance between 
ridges or bifurcations. 
Finally fingerprints are a universal feature. However a small fraction of the population may have fingerprints unsuitable 
for recognition because of genetic factors like aging, environmental or for occupational reasons [10]. This problem is 
usually related to the sensor technology used, as some sensors present problems when acquiring samples from the above 
mentioned populations. 

 
 

Example fingerprint images in CASIA-FingerprintV5 

 
Hand Geometry:  
Infrared thermo gram (facial, hand or hand vein):  It is possible to capture the pattern of heat radiated by the human 
body with an infrared camera. That pattern is considered to be unique for each person. It is a noninvasive method, but 
image acquisition is rather difficult where there are other heat emanating surfaces near the body [10][12]. 
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The technology could be used for covert recognition. A related technology using near infrared imaging is used to scan 
the back of a fist to determine hand vein structure, also believed to be unique. Like face recognition it must deal with 
the extra issues of three dimensional space and orientation of the hand set back is the price of infrared sensors.  

 
Odor: 
Each object spreads around an odor that is characteristic of its chemical composition and this could be used for 
distinguishing various objects [13]. This would be done with an array of chemical sensors each sensitive to a certain 
group of compounds deodorants and perfumes could lower the distinctiveness.  
EAR:  
It has been suggested that the shape of the ear and the structure of the cartilaginous tissue of the pinna are distinctive. 
Matching the distance of salient points on the pinna from a land mark location of the ear is the suggested method of 
recognition in this case; this method is not believed to be very distinctive. 
Retina:  
Retina recognition creates “eye signature” from the vascular configuration of the retina which is supposed to be a 
characteristic of each individual and each eye, respectively.  Since it is protected in an eye itself, and since it is not easy 
to change or replicate the retinal vasculature, this is one of the most secure biometric [15]. Image acquisition requires a 
person to look through a lens at an alignment target; therefore it implies cooperation of the subject.                        
Retinal Scanning:  
The human retina is a thin tissue composed of neural cells that is located in the posterior portion of the eye. Because of 
the complex structure of the capillaries that supply the retina with blood, each person’s retina is unique. The network 
of blood vessels in the retina is so complex that even identical twins do not share a similar pattern [15][6]. Although 
retinal patterns may be altered in cases of diabetes, glaucoma or retinal degenerative disorders, the retina typically 
remains unchanged from birth until death. A biometric identifier known as a retinal scan is used to map the unique 
patterns of a person’s retina. The blood vessels within the retina absorb light more readily than the surrounding tissue 
and are easily identified with appropriate lighting. 
Iris:  
The Iris begins to form in the 3rd month of gestation and the structures creating its pattern are largely complete by the 
eight month [9][12]. Its complex pattern can contain many distinctive features such as arching ligaments, furrows, 
ridges, crypts, rings, corona, freckles and a zigzag collarets. Iris scanning is less intrusive than retinal because the iris 
is easily visible from several meters away.  
Responses of the Iris to changes in light can provide an important secondary verification that the iris presented belongs 
to a live subject. Irises of identical twins are different, which is another advantage. Newer systems have become more 
users friendly and cost effective. A careful balance of light, focus, resolution and contrast is necessary to extract a 
feature vector from localized image. While the iris seems to be consistent throughout adulthood, it varies somewhat up 
to adolescence. 

 
Iris Scanning:  
The iris (plural: irides or irises) is a thin, circular structure in the eye, responsible for controlling the diameter and size 
of the pupils and thus the amount of light reaching the retina [8][12].In response to the amount of light entering the 
eye, muscles attached to the iris expand or contract the aperture at the center of the iris, known as the pupil. The larger 
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the pupil, the more light can enter. Iris recognition is an automated method of biometric identification that uses 
mathematical pattern-recognition techniques on video images of the irises of an individual’s eyes, whose complex 
random patterns are unique and can be seen from some distance [16][12].Hundreds of millions of persons in countries 
around the world have been enrolled in iris recognition systems, for convenience purposes such as passport-free 
automated border-crossings, and some national ID systems based on this technology are being deployed. A key 
advantage of iris recognition, besides its speed of matching and its extreme resistance to False Matches is the stability 
of the iris as an internal, protected, yet externally visible organ of the eye.  
 
DNA: 
DNA is probably the most reliable biometrics. It is in fact a one dimensional code unique for each person exception are 
identical twins [20][21]. This method however has some drawbacks 
1. Contamination and sensitivity since it is easy to steal a piece of DNA from an individual and use it for an 
ulterior purpose. 
2. No real time application is possible because DNA matching requires complex chemical methods involving 
expert’s skills. 
3. Privacy issues since DNA sample taken from an individual is likely to show susceptibility of a person to some 
diseases. All these limits the use of DNA matching to forensic application 
A brief comparison of the above techniques based on several factors described in section. 

 
 

Behavioral Modalities: 
 
Gait:  
This is one of the newer technologies and is yet to be researched in more detail. Basically gait is the peculiar way one 
walks and it is a complex spatial – temporal Biometrics [21][22]. It is not supposed to be very distinctive but can be 
used in some low security applications. Gait is a behavioral Biometric and may not remain the same over a long period 
of time, due to change in body weight or serious brain damage.  
Acquisition of gait is similar to acquiring a facial picture and may be an acceptable biometric since video sequence is 
used to measure several different movements this method is computationally expensive. 
 
Key stroke: It is believed that each person types on a key board in a characteristic way. It is a behavioral biometric for 
some individuals, one could expect to observe large variations in typical typing patterns. Advantages of this method are 
that keystrokes of a person using a system could be monitored unobtrusively as that person is keying information [21]. 
 

 
 
After the recording is made, it is processed through a specialized algorithm, which determines a primary pattern for 
future comparison. Speed & errors help identify the individual.  
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Voice: The features of an individual’s voice based on physical characteristics such as vocal tracts, mouth, nasal cavities 
and lips that are used in creating a sound [22]. These characteristics of human speech are invariant for an individual, 
but the behavioral part changes over time due to age, medical conditions and emotional state.  
 
Voice recognition techniques are generally categorized according to two approaches.  
1. Automatic speaker verification (ASV) and Automatic Speaker Identification (ASI) [24]. Speaker verification 
uses voice as the authenticating attribute in a two-factor scenario. Speaker identification attempts to use voice to 
identify who an individual actually is. Voice recognition distinguishes an individual by matching particular voice traits 
against templates stored in a database.  
2. Voice systems must be trained to be individual’s voice at enrollment time and more than one enrollment 
session is often necessary. Features extraction typically measures formats or sound characteristics unique to each 
person’s vocal tract. The pattern matching algorithms used in voice recognition are similar to those used in face 
recognition. 
 
Signature:  
Signature is a simple, concrete expression of the unique variations in human hand geometry. The way a person 
signature his or her name is known to be characteristic of that individual. Collecting samples for this biometric includes 
subject cooperation and requires the writing instrument. Signatures are behavioral Biometric that change over a period 
of time and are influenced by physical and emotional conditions of a subject [12]. In addition to the general shape of 
the signed name, a signature recognition system can also measure pressure and velocity of the point of the stylus across 
the sensor pad. 
 

 
  
How a Biometric system works: 
Biometric relies on pattern recognition science, which bases its performance on statistics [4][12][21]. Pattern 
recognitions attempts to find new mathematical spaces where different samples from the same object tend to be in the 
same space area, at a distance from other object areas. 
In mathematical terms, we can say that we are trying to establish a new space where the Intra class distance (distance 
between samples from the same object) is significantly lower that the Inter class distance (distance between samples 
from different objects). 

 
 
The first module in the scheme is the sensor module, Biometric reader or scanner. This module is in charge of 
acquiring the raw biometric trait of the user. The next module is required for pre-processing of the sample; this block is 
responsible for two main tasks... 
 
1. To detect whether the quality of the raw sample obtained is sufficient enough to perform further processing. 
2. The preprocessing itself, within the extraction block, may require previous processing to prepare data from 
which our representation is to be extracted. Among the possible functions performed by this block, is the segmentation 
of data to be checked i.e., detect where a face is in an image, isolate the iris from the rest of an image, detect the core 
point.  
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The function of features extraction consists of obtaining data which represents univocally the initial data and that can 
be used for later comparison. The data resulting from this block is generally called a feature vector. This enhancement 
facilitates the comparison between the current vector and those that are previously stored in the following block 
allowing a decision to be made. The result from the comparison is a similarity score. Thus a threshold can be set to 
detect if this value is sufficient to ascertain the data as belonging to one user or another. The choice of thresholds 
depends on system requirements. 
 
Biometric system error rates 
Due to different positioning on the acquiring sensor, imperfect imaging conditions, environmental changes 
deformation, noise and bad user’s interaction with the sensor, it is impossible that two samples of the same biometric 
characters, acquired in different sessions, exactly coincide [22][7].  
For this reason a biometric matching systems response is typically a matching score ‘s’(normally a single number) that 
quantifies  the similarity between the input and the database template representations, the higher the score, the more 
certain the system is that the two samples coincide [25]. A similarity score‘s’ is compared with an acceptance 
threshold‘t’ and if‘s’ is greater than or equal to t compare samples belong to a same person. Pairs of biometric samples 
generating scores lower than‘t’ belong to a different person. The distribution of scores generated from pairs of samples 
from different persons is called an imposter distribution, and the score distribution generated from pairs of samples of 
the same person is called a genuine distribution.  
 
The main system errors are usually measured in terms of  
 
1 FNMR: Mistaking two biometrics measurements from the same person to be from two different persons. 
2. FMR :( false match rate) mistaking biometric measurements from two different persons to be from the same person. 
 
FNMR & FMR 
These are basically functions of the system threshold‘t’: if the systems designers decrease‘t’ to make the system more 
tolerant to input variations and noise, FMR increases. On the other hand if they rise‘t’ to make the system more secure, 
FNMR increases accordingly [12]. FMR and FNMR are bought together in a receiver operation characteristic (ROC) 
curve that plots the FMR against FNMR (or 1-FNMR) at different thresholds. 
 
Iris-An Efficient Biometric Technology: 
Automated iris recognition is yet another alternative for noninvasive verification and identification of people. 
Interestingly, the spatial patterns that are apparent in human iris are highly distinctive to an individual [22]. Like the 
face, the iris is an overt body that is available for remote (i.e. noninvasive) assessment. Unlike the human face however, 
the variability in appearance of any one iris might be well enough constrained to make possible an automated 
recognition system based on currently available machine vision technologies. 
 
The human iris: 
The Iris is a thin circular diaphragm, which lies between the cornea and the lens of the human eye. A front-on view of 
the iris is shown.  

 
The Iris is perforated close to its centre by a circular aperture known as the pupil. The function of the Iris is to control 
the amount of light entering through the pupil, and this is done by the sphincter and the dilator muscles, which adjust 
the size of the pupil[21][1] . The average diameter of the iris is 12mm, and the pupil size can vary from 10% to 80% of 
the iris diameter. 
The iris consists of number of layers. The lowest is the epithelium layer, which contains dense pigmentation cells. The 
stromal layer lies above the epithelium layer, and contains blood vessels, pigment cells and the two iris muscles. The 
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density of stromal pigmentation determines the colour of the iris. The externally visible surface of the multilayered iris 
contains two zones, which often differ in color, an outer ciliary zone and an inner pupillary zone, and these two zones 

are divided by the collarets – which appears as a zigzag pattern. 
Formation of the iris begins during the third month of embryonic life. The unique pattern of the surface of the iris is 
formed during the first year of life, and pigmentation of the stromal takes place for the first few years, formation of the 
unique patterns of the iris is random and not related to any genetic factors, the only characteristic that is dependent on 
genetics is the pigmentation of the iris, which determines its colors [16] [8]. Due to the epigenetic nature of iris 
patterns, the two eyes of an individual contain completely independent iris patterns, and identical twins possess 
uncorrelated iris patterns.  
The iris is an externally visible, yet protected organ whose unique epigenetic pattern remains stable throughout adult 
life. These characteristics make it very attractive for use as a biometric for identifying individuals [11] [18]. Image 
processing can be employed to extract the unique iris patterns from a digitized image of the eye, and encode it into a 
biometric template, which can be stored in a database. 
This biometric template contains an objective mathematical representation of the unique information stored in the iris, 
and allows comparisons to be made between templates. When a subject wishes to be identified by iris recognition 
system, their eye is first photographed, and then a template created for their iris region. This template is then compared 
with the other templates stored in a database until either a matching template is found and the subject is identified, or 
no match is found and the subject remains unidentified. 
State of art:- 
From a conceptual point of view, an iris recognition system has the same block diagram as any other 
biometric modality.                            

 

                                                                          IRIS RECOGNITION SYSTEM 
Image:- 
First an image of the iris is captured by the sensor. This process is done using cameras specifically set up for this 
purpose [11]. After capturing the eye image, a preprocessing block is used to perform the process required for the 
subsequent blocks [22]. Among these processes are  
1. Locating the iris in the image by segmentation, detecting both iris boundaries (iris-sclera and iris pupil). 
2. Those required improving image quality, such as image equalization. 
3. Other processes which reduce the computational load on the system or make it more straight forward to follow block 
tasks, such as image resizing or transformations. 

 

Preprocessing block:- 
Segmenting the iris from the rest of the image is the most important part of this block. Segmenting the iris means 
locating it in the image and discerning which parts of the image belong or not to the iris, eyelids, eyelashes the pupil 
and the sclera [7] [11]. This process is performed in several ways, depending on the initial considerations. 
The first initiative approach is to consider the iris as an annulus. However a later study has shown that the iris cannot 
be approximated by two concentric circles, as the pupil and iris are not perfectly round, various different illness can 
provoke different pupil or iris forms moreover, if the user does not “stop and stare” at the camera, i.e. looks in a 
different directions away from the lens, then the shape of the iris and the pupil are elliptical rather than circular. Initial 
proposals have been made which consider the iris as being surrounded by two non-concentric circles, currently several 
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authors are studying new methods to reconstruct irises which do not fulfill this approach by detecting the gaze angle 
and distance [11][26]. 

 
Feature extraction: 
Consists of transforming the iris into a number of features, denoted as the feature vector or iris code, this represents the 
iris under study. This transformation is the most characteristic part of the algorithm as it strongly determines the 
performance [10]. Different algorithms are presented, but all of them attempt to represent the iris structures ridges and 
valleys using measurable vector. The feature extraction is not used to detect the color or size of the iris as these two 
features change during the life’s span of the user. 
The code obtained from the feature extraction should represent the iris and be sufficiently different for each user. This 
differentiation from the sample to any previous data stored i.e. template, is performed using the comparison algorithm. 
This calculates the distance between the sample and the template and depending on these results determines if the 
sample belongs to the user whose template is being used for the comparison. 
Normalization:- 
The normalization process varies depending on the rest of the processes within this block. The most common and 
accepted method is to perform coordinate changes, form Cartesian to polar [12] [20]. From this change the resultant 
images are more compact then previous ones; and depending on the interpolation performed, little dates are lost. In this 
change it is important to consider that both the pupil and iris are not concentric circles and therefore, the change should 
trace into account this fact: 

{h} I(x(r, θ), y(r, θ))  I(r, θ) 
x (r, θ) = (1-r) xp (θ) + rxs (θ) 
y (r, θ) = (1-r) yp (θ) + rys (θ) 

Where (xp, yp) and (xs, ys) are the coordinates of the pupil and the iris respectively. 
After normaliztion, the phase information is studied by applying different Gabor transforms [15] [25].Both even and 
odd Gabor filters are applied to obtain the phase information delimited by both the real and imaginary parts of the 
Gabor filter. With the resulting data, the information is encoded according to the quadrant it belongs to. The 
codification provides a feature code formed by 2048 bits. 

                                  
The Gabor wavelet demodulation used for iris recognition is defined in the doubly dimensionless polar 
coordinate. 
 
Comparison block:- 
The most commonly used matching technique is performed using the Hamming distance [19]. Where this method 
measures the difference/similarity of two binary format vectors. Most of the algorithms which have been presented 
return a binary vector from the features extraction block which results from the phase information from the zero-
crossing situation [13]. This distance is described by the following formula. 

                      D=  
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Where L is the vector length, Pk and Yk the k-th component of the template and sample vector. If the distance obtained 
is below a predefined threshold, the sample being identified is considered to belong to the user whose template is being 
studied [18]. The threshold value is typically determined empirically. Many researches use this formula or propose 
minimal modifications to increase the separation between inter-class and intra-class distances for massive identification 
applications. 
 
Conclusion:- 
Iris can be considered as the most secured Biometric Technology since it combines Computer Vision, pattern 
recognition. Iris technology is expanding in real time applications of security measures since it is stable, secure and 
authentic. 
 
Future work:- 
Most Research work should be carried out in the area whether the image acquired is from the live subject or not. 
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