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Abstract 

Mobile ad-hoc network (MANET) is a collection of mobile nodes with wireless network capable of communicating with each 
without any centralized administration and network infrastructure. Due to open environment and vulnerable to many types of 
attacks. Therefore, Security is an important issue for mobile ad hoc network to provide secure communication between nodes. 
This paper presents various malicious attacks possibilities, and related security actions for network layer black holeattack as well 
as depth evolution of routing protocols in mobile ad hoc network. 
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1. INTRODUCTION 
Mobile Ad-Hoc Networks are autonomous and decentralized wireless systems. In Mobile Ad-hoc Networks (MANET), 
each mobile node acts as a host as well as a router. These nodes communicate to each other by hop-to-hop 
communication.[1] The dynamic topology of MANET allows nodes to join and leave the network at any point of time. 
Nodes are the systems or devices i.e. mobile phone, laptop, personal digital assistance, and personal computer that are 
participating in the network and are mobile. Wireless MANET is particularly vulnerable due to its fundamental 
characteristics such as open medium, dynamic topology, distributed cooperation and constrained capability. So security in 
MANET is a complex issue. There are a lot of routing protocol for Ad-hoc network like Ad-hoc On Demand Distance 
Vector Routing (AODV), Dynamic Source Routing (DSR), Destination Sequence Distance Vector Routing (DSDV) and 
Temporally Ordered Routing Algorithm. The aim of this paper is to investigate various attacks&security methods for 
mobile ad hoc network.  The rest of this paper is organized as follows. In Section II we briefly describe the different types 
of layered based attacks. Section III provides description of different routing protocols and detail discussion on DSR 
&AODV routing protocol. Section IV describes current security mechanisms. Section V gives the information about our 
proposed work. We conclude future task in Section VI. 
 
2. Attacks in MANET 
Secure communication in MANET is important for secure transmission of information.[2] Absence of any central co-
ordination mechanism and shared wireless medium makes MANET more vulnerable by attacks. Attacks can be classified 
into two types:  
The attacks on ad-hoc networks, which can be broadly classified as:   
1. Attacks on the basic mechanisms of ad-hoc network such as Routing and these attacks can be prevented using 
cryptographic algorithms.   
2. Attack on security mechanisms and key management mechanisms.  
The following Figure-1 shows the exact classification of security attacks for MANETS for different layers of the OSI 
model [4]. 

 
Figure-1: Classification of Security attacks for MANET. 
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Attacks against secure routing are of two types: Internal attacks; External attacks;  
2.1 Internal attacks:  Internal attacks are from compromised nodes that are part of the network.  In an internal attack the 
malicious node from the network gains unauthorized access and impersonates as a genuine node. It can analyze traffic 
between other nodes and may participate in other network activities. 
a. Some malicious nodes agree to forward packets but fail to do so and solution to this can be some entity can be assigned 
the job of identifying the misbehaving nodes (watch dog) and in charge of defining the best route bypassing these nodes 
(path rater).  
b. Routing information can be outdated and the Routing protocol of ad-hoc networks may have to cope with outdated 
routing information to accommodate the dynamic changing topology. False routing information generated by 
compromised nodes may be considered as outdated information.                 
c. An attacker can try to modify the contents of the routing table and may lead to wrong packet delivery. 
2.2 External Attacks:External attacks are carried out by nodes that do not belong to the network. It causes congestion 
sends false routing information or causes unavailability of services. External attacks are further divided in to passive and 
active attacks. 

 Passive attack  

 A passive attack does not actually disrupt the operation of the network.  
E.g. Snooping: Snooping is unauthorized access to another person’s data.   

 Active attack. 

An active attack attempts to alter or destroy the data being exchanged in the network [1], [8].   
2.3 Layer based attack: 
2.3.1 Network Layer Attack:  The list of different types of attacks on network layer is discussed hereby:  
• Wormhole Attack: In wormhole attack, a malicious node, receives packets at one location in the network and tunnels 
them to another location in the network, where these packets are resent into the network. This tunnel between two 
colluding attackers is referred to as wormhole.  
•  Black hole Attack: An attacker listen the requests for the routers in a flooding based protocol .When the attacker 
receives a request for a route to the destination node, it creates a reply consisting of an extremely short route and enters 
into the pathway to do anything with the packets passing between them. 
• Byzantine Attack: In this attack, a compromised intermediate node or a asset of compromised intermediate nodes 
works in collision and carries out attacks such as creating routing loops, forwarding packets on non-optimal paths and 
selectively dropping packets which result in disruption or degradation of the routing services.  
• Resource Consumption Attack: In this attack, an attacker tries to consume or waste away resources of the other nodes 
present in the network. The resources that are targeted are:  
• Battery power 
• Band width  
• Computational power  
• Routing Attack: There are several attacks which can be mounted on the routing protocols and may disrupt the proper 
operation of the network [2].     
 Brief description of such attacks is given below:  
i. Routing Table Overflow: In this case, the attacker create routes to nonexistent nodes, the goal is to create enough 
routes to prevent new routes from being created or to overwhelm the protocol implementation.  
ii. Packet replication: In this case, an attacker replicates stale packets.   
iii. Route Cache Poisoning: In the case the route cache is destroyed or damaged  
iv. Rushing Attack: On-Demand Protocols (such as AODV or DSR) that use duplicate suppression during the route 
discovery process are vulnerable to this attack.  
2.3.2 Transport Layer Attack:  
• Session Hijacking: At first the attacker spoofs the IP address of target machine and determines the correct sequence 
number. After that he performs s DOS attack on the victim. As a result the target system becomes unavailable for some 
time. The attacker now continues the session with the other system as a legitimate system [11].  
2.3.3 Application Layer Attack:   
• Repudiation: In simple term, repudiation refers to the denial or attempted denial by a node involved in a communication 
of having participated in all or part of the communication. 
2.3.4 Multi-Layer Attack:  
•Denial of service (DoS): In this type of attack, an attacker attempts to prevent legitimate and authorized users from the 
services offered by the network.   
•Jamming: In this form of attack, the attacker initially keeps monitoring the wireless medium in order to determine the 
frequency at which the destination node is receiving signals from the sender. It then transmits signals on that frequency 
so that error free reception at the receiver is hindered.  
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•SYN Flooding: In this form of attack, a malicious node sends a large amount of SYN packets to a victim node, spoofing 
the return address of the SYN packets.   
•Distributed DOS Attack: Distributed Denial    of Services is more severe form of DoS. 
 
3. BRIEF OVERVIEW OF ROUTING PROTOCOL FOR MANET 
There are many ways to classify the MANET routing protocols (Figure 1), depending on how the protocols handle the 
packet to deliver from source to destination. But Routing protocols are broadly classified into three types such as 
Proactive, Reactive and Hybrid protocols [3]. 

 
Figure-2 MANETs Routing Protocol 

3.1Proactive Protocols: 
These types of protocols are called table driven protocols in which, the route to all the nodes is maintained in routing 
table. Packets are transferred over the predefined route specified in the routing table. In this scheme, the packet 
forwarding is done faster but the routing overhead is greater because all the routes have to be defined before transferring 
the packets. Proactive protocols have lower latency because all the routes are maintained at all the times. Example 
protocols: DSDV, OLSR (Optimized Link State Routing) 
3.2 Reactive Protocols: 
These types of protocols are also called as On Demand Routing Protocols where the routes are not predefined for routing. 
A Source node calls for the route discovery phase to determine a new route whenever a transmission is needed. This route 
discovery mechanism is based on flooding algorithm which employs on the technique that a node just broadcasts the 
packet to all of its neighbors and intermediate nodes just forward that packet to their neighbors. This is a repetitive 
technique until it reaches the destination. Reactive techniques have smaller routing overheads but higher latency. 
Example Protocols: DSR, AODV 
3.3 Hybrid Protocols: 
Hybrid protocols are the combinations of reactive and proactive protocols and takes advantages of these two protocols and 
as a result, routes are found quickly in the routing zone.    Example Protocol: ZRP (Zone Routing Protocol)   
 
4.Overview of Reactive Routing Protocols: 
4.1Dynamic Source Routing (DSR) Protocol:The Dynamic Source Routing (DSR) is a reactive unicast routing protocol 
that utilizes source routing algorithm [13]. In DSR, each node uses cache technology to maintain route information of all 
the nodes. There are two major phases in DSR such as:  
• Route discovery   
• Route maintenance   
When a source node wants to send a packet, it first consults its route cache [7]. If the required route is available, the 
source node sends the packet along the path. Otherwise, the source node initiates a route discovery process by 
broadcasting route request packets. Receiving a route request packet, a node checks its route cache. If the node doesn’t 
have routing information for the requested destination, it appends its own address to the route record field of the route 
request packet. Then, the request packet is forwarded to its neighbors. If the route request packet reaches the destination 
or an intermediate node has routing information to the destination, a route reply packet is generated. When the route 
reply packet is generated by the destination, it comprises addresses of nodes that have been traversed by the route request 
packet. Otherwise, the route reply packet comprises the addresses of nodes the route request packet has traversed 
concatenated with the route in the intermediate node’s route cache.    
Whenever the data link layer detects a link disconnection, a ROUTE_ERROR packet is sent backward to the source in 
order to maintain the route information. After receiving the ROUTE_ERROR packet, the source node initiates another 
route discovery operation. Additionally, all routes containing the broken link should be removed from the route caches of 
the immediate nodes when the ROUTE_ERROR packet is transmitted to the source. The advantage of this protocol is 
reduction of route discovery control overheads with the use of route cache and the disadvantage is the increasing size of 
packet header with route length due to source routing. 
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4.2Ad Hoc On-demand Distance Vector Routing (AODV) protocol:The Ad Hoc on-demand Distance Vector Routing 
(AODV) protocol is a reactive unicast routing protocol for mobile ad hoc networks [12]. As a reactive routing protocol, 
AODV only needs to maintain the routing information about the active paths. In AODV, the routing information is 
maintained in the routing tables at all the nodes. Every mobile node keeps a next- hop routing table, which contains the 
destinations to which it currently has a route. A routing table entry expires if it has not been used or reactivated for a pre-
specified expiration time.    
In AODV, when a source node wants to send packets to the destination but no route is available, it initiates a route 
discovery operation. In the route discovery operation, the source node broadcasts route request (RREQ) packets which 
includes Destination Sequence Number. When the destination or a node that has a route to the destination receives the 
RREQ, it checks the destination sequence numbers it currently knows and the one specified in the RREQ. To guarantee 
the freshness of the routing information, a route reply (RREP) packet is created and forwarded back to the source only if 
the destination sequence number is equal to or greater than the one specified in RREQ.    
AODV uses only symmetric links and a RREP follows the reverse path of the respective RREQ. Upon receiving the RREP 
packet, each intermediate node along the route updates its next-hop table entries with respect to the destination node. The 
redundant RREP packets or RREP packets with lower destination sequence number will be dropped. The advantage of 
this protocol is low Connection setup delay and the disadvantage is more number of control overheads due to many route 
reply messages for single route request.  
 
5. Current Security Mechanisms 
Be short of well-defined networks boundaries, shared medium, collaborative services, and dynamic nature, all are 
representing some of the key characteristics that distinguish mobile ad hoc networks from the conventional ones. Besides, 
each node is a possible part of the essential support infrastructure, cooperate with each other to make basic 
communication services available. Forwarding packets or participating in routing process, either of each can directly 
affect the network security state. Nevertheless, ad hoc networks are susceptible to the same vulnerabilities and prone to 
the same types of failures as conventional networks. 

 
Figure-3 depicts the classification of security mechanisms for MANET. 

5.1 Proactive Mechanism: It consists of security-aware routing protocols which prevents occurrence of attacks. These 
protocols must take the environment features into consideration and form first line of defense as ―prevention is better 
than cure‖. It includes cryptographic algorithms and trust based mechanism to ensure integrity, authentication and 
confidentiality of the messages. 
5.2 Reactive Mechanism: Existent proactive techniques cannot defend against all types of attacks so reactive 
mechanisms act as a second security wall. Security solutions are typically attack oriented i.e. threats are identified first 
and then existing ad hoc protocols are enhanced or new security aware protocols are designed to thwart those attacks. 
These protocols behave well in the presence of anticipated attacks but collapse under unidentified and unanticipated 
attacks [6]. It consists of detecting routing misbehavior with the help of intrusion detection system and cooperation 
enforcement reducing selfish node misbehavior. 
Following are the security solutions for network layer blackhole attack to ensure cooperation:  
Blackhole:MANETs are vulnerable to various attacks. A black hole has two properties.  
First, the node exploits the ad hoc routing protocol, such as AODV, to advertise itself as having a valid route to a 
destination node, even though the route is spurious, with the intention of intercepting packets.  
Second, the node consumes the intercepted packets. We define the following conventions for protocol representation.   
 
6.BLACKHOLE ATTACK WORKING  
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In Black Hole Attacks malicious nodes never send true control messages initially. To carry out a black hole attack, 
malicious node waits for neighboring nodes to send RREQ messages. When the malicious node receives an RREQ 
message, without checking its routing table, immediately sends a false RREP message giving a route to destination over 
itself, assigning a high sequence number to settle in the routing table of the victim node, before other nodes send a true 
one. Therefore requesting nodes assume that route discovery process is completed and ignore other RREP messages and 
begin to send packets over malicious node. Malicious node attacks all RREQ messages this way and takes over all routes. 
Therefore all packets are sent to a point when they are not forwarding anywhere. This is called a black hole similar to real 
meaning which swallows all objects and matter. To succeed a black hole attack, malicious node should be positioned at 
the center of the wireless network. If malicious node masquerades false RREP message as if it comes from another victim 
node instead of itself, all messages will be forwarded to the victim node. By doing this, victim node will have to process 
all incoming messages and is subjected to a sleep deprivation attack. 

 
Figure-4: Black Hole Attack Working 

In this Figure 4, we assume that Node 3 is the malicious node (Black Hole Node). Here shows node 1 as a sender node 
broadcast the route request packet to all radio range nearest neighbor, here node 3 malicious node certainly respond route 
reply packet to sender node 1 with maximum sequence number that means node 1 (sender node) assume this sequence 
number sends by the genuine receiver node number 4, and sender node 1 sends data packets (UDP, TCP) for node 4 
(receiving node) but middle node 3 (gray hole node ) capture all the UDP data packet , and can’t sends TCP ACK to 
sender node so that TCP has Block via the Black Hole Node (3). 
 
7.Solutions to the Blackhole Attack: 
In [5], the authors discuss a protocol that requires the intermediate nodes to send RREP message along with the next hop 
information. When the source node gets this information, it sends a RREQ to the next hop to verify that the target node 
(i.e. the node that just sent back the RREP packet) indeed has a route to the intermediate node and to the destination. 
When the next hop receives a Further Request, it sends a Further Reply which includes the check result to the source 
node. Based on information in Further Reply, the source node judges the validity of the route. In this protocol, the RREP 
control packet is modified to contain the information about next hop. After receiving RREP, the source node will again 
send RREQ to the node specified as next hop in the received RREP. Obviously, this increases the routing overhead and 
end-to-end delay. In addition, the intermediate node needs to send RREP message twice for a single route request.  
In [6], the authors describe a protocol in which the source node verifies the authenticity of a node that initiates RREP by 
finding more than one route to the destination. When source node receives RREPs, if routes to destination shared hops, 
source node can recognize a safe route to destination.  
Sanjay Ramaswamy, et al [7] proposed a method for identifying multiple black hole nodes. They are first to propose 
solution for cooperative black hole attack. They slightly modified AODV protocol by introducing data routing information 
table (DRI) and cross checking. Every entry of the node is maintained by the table. They rely on the reliable nodes to 
transfer the packets.  
In [8] proposed a solution with the enhancement of the AODV protocol which avoids multiple black holes in the group. It 
was assumed in the solution that nodes are already authenticated and therefore can participate in the communication. It 
uses Fidelity table where every node that is participating is given a fidelity level that will provide reliability to that node. 
Any node having 0 values is considered as malicious node and is eliminated.  
In [9] proposed the solution which discovers the secure route between source and destination by identifying and isolating 
cooperative black hole nodes. This solution adds on some changes in the solution proposed by the S.Ramaswamy to 
improve the accuracy. This algorithm uses a methodology to identify multiple black hole nodes working collaboratively as 
a group to initiate cooperative black hole attacks.   
 
8. Proposed Task of Blackhole Attacks: 
In this paper we are proposing a detection technique for black hole attack named as Black Hole Detection Technique 
(BDT). 
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In BDT algorithm when source node (SN) wants to send real message packet to destination node(DN), firstly it is 
necessary to check path is reliable or not? So SN broadcast RREQ for reliable route by fake packets which contain fake 
destination IP address. This RREQ is received by all immediate neighbors. All the neighboring nodes check their entries 
in the routing table than they forward RREQ to their immediate neighbor only if they are not black hole node.  
If there is a blackhole node available in the route then it will rapidly send RREP to the SN that there is safe reliable path 
through intermediate node. So SN will identify that it is malicious node present in the route. And then the SN sends this 
information to its immediate neighboring node for updating their routing tables and blocking black hole node. 
 
Suppose, SN0, N1, N2, N3…Nn are the nodes between the source node SN0 and the fake destination node DNn which is 
does not exist and Nn as black hole node. 
 
Black Hole Detection Technique (BDT) is based on the following algorithm- 
Step-1 
Source, SN0 
Broadcast RREQ for DNn 
Forward RREQ to neighboring node for DNn 
 
Step-2 
Intermediate Node N1, N2 …Nn-1 
Neighboring node BroadcastRREQ for DNn 
 
Step-3 
Black hole node Nn sends RREP to Previous Next Hop Nn-1 
Previous Next Hop Nn-1 send RREP to Source Node SN0 
 
Step-4 
Source nodeSN0 
Receive RREP from (Nn) through Nn-1 …N2, N1 
 
Step-5 
Block route from SN0 to Nn. 
 
Step-6 
Update Black Hole node entry in routing table. 
Delete Route of Black Hole node. 
Update Neighboring Node. 
 
A technique is given to identify black holes and passes fake packets with each neighboring node to discover the safe 
reliable route by avoiding the attacks.  
 
9. CONCLUSIONS 
The research in the field of security of MANETs is still in its infancy. This paper gave broad analysis of the current 
security attacks, existing solutions for blackhole attack and routing protocols related to MANET security and their pros 
and cons. Blackhole attack is one of the most important security problems in MANET. It is an attack that a malicious 
node impersonates a destination node by sending forged RREP to a source node that initiates route discovery, and 
consequently deprives data traffic from the source node. So developing multi-defense security solution is an area of future 
research.  
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