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ABSTRACT 

Spam is email sent in bulk where there is no direct agreement in place between the recipient and the sender to receive email 
solicitation. To prevent the delivery of this spam, an automated tool named a spam filter is used. In this paper, (OBP) “Optical 
Back Propagation” technique is used as an automated tool to identify whether a message is spam or not based on the content of 
the message. Spam-based dataset-a dataset from UCI “University of California, Irvine” machine learning repository, is used as 
training and testing dataset to train the network and then tested it. The samples of this dataset should be firstly preprocessed 
(normalization or feature selection before normalization) to be suitable to the network. The results OBP spam filtering is 
reasonable in term of accuracy, precision, recall, false Positive, false negative, and speed of the net. 
  
Keywords: Neural Network, Optical Back Propagation, Spam, Spam Filter. 
 
1. INTRODUCTION 
Electronic mail (email) is an efficient form of communication that has become widely adopted by both individuals and 
organizations. Today, more and more people are relying on e-mail to connect them with their friends, family, 
colleagues, customers and business partners. Unfortunately, as email usage has evolved, so too has its threats, in 
particular spam, which is also known as unsolicited bulk email or junk mail, has become an increasingly difficult threat 
to detect and is being delivered in incredibly high volumes [1]. 
Spam is a serious problem that potentially threatens the existence of e-mail services. In particular, it is now a non-
trivial task to find legitimate e-mails in an e-mail inbox cluttered with spam. Spam is also an expensive problem that 
costs service providers and organizations billions of dollars per year in lost bandwidth. Further to the bandwidth cost, it 
is also estimated that each piece of spam costs an organization one dollar in lost employee productivity [2]. 
There are several approaches which try to stop or reduce the huge amount of spam on individuals. These approaches 
include legislative measures such as anti-spam laws over world-wide. Other techniques are known as Origin-Based 
filters which are based on using network information and IP "Internet Protocol" addresses in order to detect whether a 
message is spam or not. The most common techniques are the filtering techniques attempting to identify whether a 
message is spam or not based on the content and other characteristics of the message [3]. 
This paper presents a spam filtering technique based on the content of the message to distinguish whether a message is 
spam or not. 
 
The rest of this paper is structured as follows. Section 2 presents the research publications that cover spam filtering. 
Then, section 3, gives some background on (OBP) “Optical back propagation”. Section 4 presents the proposed 
methodology for solving the spam problem. The results of the proposed OBP spam filtering are evaluated in section 5. 
Finally, Section 6 concludes the presented work. 
 
2. Related Work 
Several attempts in the literature have been suggested for solving the problem of the spam. These are: 
In [4], an investigation the impact of applying more sophistication to lower layers in the filtering process, namely 
extracting information from e-mail is presented. Several types of obfuscation were discussed which were becoming ever 
more present in spam in order to try confuse and circumvent the current filtering processes. The results obtained by 
removing certain types of obfuscation show to improve the classification process. Two classifiers were used (K-NN) "K-
Nearest Neighbor" with three neighbor (k=3) so it called (3-NN), and “Bayesian”.  
In [5], a neural network (NN) approach is applied to the classification of spam. They found out which NN 
configuration will have the best performance and least error to desired output. They considered that NN which was 
trained using 57 email parameters produced the lowest number of misclassifications. 
In [6], an adaptive ontology is used to find an efficient spam email filtering method. Four classification methods: NN, 
(SVM) “Support Vector Machine” classifier, (NB) “Naïve Bayes” classifier, and J48 classifier were evaluated the 
effects based on different datasets and different features. 
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In [7], the techniques involved in the design of the spam filters that include NB, SVM, NN, and (CBART)   “Classifier 
based on Bayes Additive Regression Tree” are discussed. They discuss the effectiveness and limitations of statistical 
filters in filtering out various types of spam from legitimate e-mails.  
In [3], a modification on (ANN) "Artificial Neural Network" in the input layers is applied which allow the input layers 
to be changed over time and to replace useless layers with new promising layers which give promising results. They 
called their work (CLA_ANN) “Continuous Learning Approach Artificial Neural Network” and use a developed 
perceptron learning algorithm approach. Their modifications on CLA_ANN give promising results that could be used 
in the process of fighting against spam.  
In [8], the most popular machine learning methods: Bayesian, K-NN, ANNs, SVMs, (AIS) "Artificial immune system" 
and (RS) "Rough Sets" classification are reviewed. They applied two procedures in the preprocessing stage. Stopping: 
is employed to remove common word and Case-change: is employed to change the (Body) into small letters. The 
experiment is performed with the most frequent words in spam email; they select 100 of them as features.  
In [9], a new technique for filtering spam is presented. The technique consisted of a single perceptron that was 
designed to learn and distinguish legitimate and illegitimate sending server parameter values and messages.  
In [10] a spam filtering system using (HMMs) “Hidden Markov Models” and ANN to filter out spam where word 
obfuscation on the keyword is conducted to evade detection. The use of hidden Markov models is to capture the 
statistical properties of spam variants belonging to the same class. The use of artificial neural network enhanced 
performance measurement of the filtering system especially on the ability of the system to learn more from any new 
spam messages that entered the system. The spam filter classified email basing on spam keyword, hence a list of 
common spam keyword was gathered from this corpus for testing the dataset. 
 
3. Optical Back Propagation 
OPB is a form of back propagation algorithm. This method has been applied to the supervised learning (a machine 
learning paradigm for acquiring the input-output relationship information of a system based on a given set of paired 
input-output training samples) for multi-layer (NN) neural networks (consist of input layer, hidden layer, and output 
layer). It is most often used as training algorithm. The OBP algorithm is designed to overcome some of the problems 
associated with standard (BP) “Back-Propagation”. One of the important properties of this algorithm is that it can 
escape from local minima with high speed of convergence during the training period. The convergence speed of the 
learning process can be improved by adjusting the error, which will be transmitted backward from the output layer to 
each unit in the intermediate layer [11]. This kind of algorithm used for training process that depends on a multilayer 
NN with a very small learning rate, especially when using a large training dataset size [12]. 
In BP, the error at a single output unit is defined as in equation (1). 

   (1) 
Where  is the desired output, and  is the actual output of the sample  
While the error at a single output unit in adjusted OBP will be as in equation 2. 

 (2) 

4. Methodology 
In this paper, the OBP technique is used to filter incoming email. OBP algorithm is applied on training dataset, the 
dataset is selected randomly from publicly available datasets in the (UCI) machine learning repository it called spam-
based dataset. Each sample in the dataset is a 58 attributes (57of them are from the content of email and one attributes 
is a binary label refer to the class of email, 0 for legitimate email and 1 for spam).  
 
4.1 Normalization and Features Selection 
Before applying the algorithm, the dataset need to be preprocessed to transform messages into a uniform format that 
can be understood by the neural networks, the preprocessing is done in two stages: normalization process and the 
second is features selection process. 
The normalization process is applied on values of the dataset to set them in uniform range. The range used to set the 
dataset in it is (0, 1). 
The feature selection process is applied by use (PCA) “Principe Component Analysis” technique to select specific 
features (attributes) from spam-based dataset because the dataset contains a lot of redundancy, where selecting specific 
attributes from those 57 eliminate the redundancy and keep only important attributes. PCA results a dataset with 31 
attributes. Algorithm 1 clarifies how PCA is applied on spam based dataset. 
 

Algorithm 1: Features-Selection by PCA 

Input: Spam-based Dataset Samples with 57 Attributes  
Number of Samples (N) 
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Output: Spam-based Dataset samples with 31 Attributes 
1: For         /*Calculate the mean value for each attribute*/ 

 
2: For   /* Subtract each attribute from its mean to normalize the data*/ 

For  
 

End for 
3: For     /* Calculate the covariance matrix */ 

For  

 
End for 

4: /*Calculate the eigenvalues V and eigenvector D from the calculated covariance.*/ 
 

5: /* Determine what proportion each principle component represents of total variance by 
extracting and normalizing the diagonal of the eigenvalues matrix. The resulted values P 
represent the proportion of the attributes */ 
  

6: Depending on the result of step 5, choose the attributes that have different proportion values in  

 

4.2 OBP for Spam Filtering 
After preprocessing process is done, the OBP is used to train the neural network on set of samples called training samples 
from spam-based dataset to obtain the corresponding adjustment weights needed to produce the correct output.  
The input sample (A) is presented to the input layer of the network. These inputs are propagated through the network 
until they reach the output units. This forward pass produces the actual or predicted output sample. The actual output 
(y) is computed according to equation 4. 

 (3) 

 
And 

 

 (4) 

 
Because optical back propagation is a supervised learning algorithm, the desired outputs are given as part of the 
training vector. An OBP uses  function to calculate the error signal, and there are two form of error signal because 
the  function always returns  or  values as shown in equation (2). This error signal is then the basis 
for the optical back propagation step, whereby the errors are passed back through the neural network by computing the 
contribution of each hidden processing unit and deriving the corresponding adjustment needed to produce the correct 
output. The connection weights are then adjusted and the neural network has just “learned” from an experience. The 
error signal terms of the output layer  is shown in the equation 5. 

  (5)      
The error signal terms of the hidden layer  is formulated in the equation 6. 

 (6) 

 
Finally, output layer weights (V) and hidden layer weights (W) are adjusted as in the equations 7 and 8 respectively. 

 (7)  

 (8)  
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5. OBP Spam Filtering Evaluation  
This section measures the performance of the proposed OBP for solving spam problem. The evaluation is presented in 
terms of accuracy, precision (P), recall (R), false positive (FP), false negative (FN), and speed (no. of iteration), these 
measurement are calculated by the equations 9, 10, 11, 12, and 13 respectively. 

 

 (9) 

 (10) 

 (11) 

 (12) 

 (13) 

Where: 

 

 

 

 

 

 
Two different structures for OBP are used depending on whether the PCA was applied or not. The first structure named 
OBP Structure-1 and the second one is called OBP Structure-2. The results are obtained after setting OBP parameters; 
all these parameters are set experimentally as shown in table 1. 
 

Table 1: Settings Parameters of OBP 
Parameters OBP Structure-1 OBP Structur-2 

Input Nodes 57 31 

Hidden Layer 2 2 

Hidden Nodes 

in each Layer 

30, 20 20,10 

 0.15 0.167 

 0.2 0.2 

 1 0.8 

 
To conduct the experiment, the spam based dataset is divided into two parts training dataset and testing dataset. The 
training dataset is used to adjust the weights while testing dataset is used to evaluate the performance of the proposed 
OBP spam filtering technique 
In this paper, 2500 samples are selected randomly as training dataset and 500 random samples are selected as testing 
dataset. Four experiments are conducted. The first and second experiments (Exp1) and (Exp2) conducted on same 
training dataset using OPB Structure-1 parameters and OBP Structure-2 parameters respectively. The third experiment 
(Exp3) and fourth experiment (Exp4) deals with OBP Structure-1 and OBP Structure-2 respectively when applied on 
testing dataset.  
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The results of these four experiments are shown in table 2. 
Figure (1) depicts the speed of the neural network according to number of iteration and the error signal value of the two 
structures of OBP. For OBP Structure-1, the number of iterations is 9 and the error signal value was 3.525764 at the 9th 
iteration, and the OBP Structure-2 has 60 iterations and the error   was 7.913597 at the 60th iteration. 
 

Table 2: The Performance Evaluation for OBP Spam Filtering Technique 

Measure Exp1 Exp2 Exp3 Exp4 
Accuracy 0.99 0.949 0.948 0.916 

P 0.988 0.948 0.996 0.912 

R 0.992 0.949 0.928 0.92 

FP 0.012 0.051 0.032 0.088 

FN 0.007 0.05 0.072 0.08 

 

 
Figure 1 the Speed (No. of Iteration in) of OBP Structures 

 
6. Conclusions 
This paper addresses a problem of the current email systems called "spam" and offers a solution to deter this problem. 
The solution includes applying an automated tool called OBP spam filter technique. In this technique a neural network 
is train to be able for distinguishes between spams and legitimate emails. The testing of this filter produces different 
results of training and testing datasets when applying the two OBP structures. The result of this paper is reasonable and 
the best result is obtained when OBP structure-1 is used in terms of accuracy of training samples, the same structure is 
also considered the best according to the precision measure of the testing samples. 
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