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ABSTRACT 

The most common computer authentication method is to use alphanumerical usernames and password as well as graphical 
password. Today’s era the users have number of accounts over the internet it is quite difficult for the user to remember his own 
passwords. To address this problem  allocating multiple password to registered user first password will be alphanumerical 
password and second will be a graphical password, if the user forget his text based password then user can use graphical password 
rather than doing exercise like forget password that service convention internet account provide.  In this survey, a comprehensive 
survey of the existing graphical password technique as well as text based password has been done. 
Keywords:  authentication, graphical passwords 
 

1. INTRODUCTION 
1.1 Introduction to problem statement 
The most common computer authentication method is for a user to submit a user name and a text password. The 
vulnerabilities of this method have been well known. One of the main problems is the difficulty of remembering 
passwords. Studies have shown that users always use forget password tool when he forget his own password then web 
admin have to send new password to the user based on email id as well as based on security question answers. This 
process is time consuming also more complex for the user. to address  this problem multiple password authentication  
 
Schema has to implement. in this authentication we provide multiple password to user if user forget text based password 
he has second option to use graphical password rather than using forget password mechanism. 
 
Graphical password schemes have been proposed as a possible alternative to text-based schemes, motivated partially by 
the fact that humans can remember pictures better than text. Pictures are generally easier to be remembered or recognized 
than text. In addition, if the number of possible pictures is sufficiently large, the possible password space of a graphical 
password scheme may exceed that of text based schemes and thus presumably offer better resistance to dictionary attacks  
 
1.2 Overview of the Authentication Methods 
Current authentication methods can be divided into three main areas: 
• Token based authentication 
• Biometric based authentication 
• Knowledge based authentication 
Token based techniques, such as key cards, bank cards and smart cards are widely used. Many token-based authentication 
systems also use knowledge based techniques to enhance security. For example, ATM cards are generally used together 
with a PIN number. 
Biometric based authentication techniques, such as fingerprints, iris scan, or facial recognition, are not yet widely 
adopted. The major drawback of this approach is that such systems can be expensive, and the identification process can be 
slow and often unreliable. However, this type of technique provides the highest level of security. 
 
Knowledge based techniques are the most widely used authentication techniques and include both text-baseband picture-
based passwords. The picture-based techniques can be further divided into two categories: recognition-based and recall-
based graphical techniques. Using recognition-based techniques, a user is presented with a set of images and the user 
passes the authentication by recognizing and identifying the images he or she selected during the registration stage. Using 
recall-based techniques, a user is asked to reproduce something that he or she created or selected earlier during the 
registration stage. 
1.3 Literature Survey 
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1.3.1 The multiple-password problem 
Currently, the use of passwords is the most popular authentication method. Many organizations use passwords to secure 
computer systems, limit access to sensitive information, and safeguard remote or online transactions. More than 25% of 
end-users reported managing more than 13 passwords at work alone (RSA, 2005). In addition, many people also create 
passwords for other purposes such as personal finance, online shopping, gaming, and online communication. Users are 
advised to use unique passwords for different accounts, implement strong passwords, and change passwords from time to 
time. However, if end-users follow this advice, they will be required to memorize more passwords than human memory 
capacity permits. A recent survey conducted by Kaspersky Lab (PCPro, 2007) found that 62% of users had up to 10 
password protected online accounts and 23% of users had more than 20 password-protected accounts. Password overload 
forces users to develop techniques to manage multiple passwords. Some rely on technological aids (e.g., removable 
storage devices, encrypted spreadsheets, or databases) as security vehicles to track their passwords. This, however, 
requires physical security measures and the fragility of the hardware creates a point of failure with potentially 
catastrophic consequences.[1] Password reuse is another technique users employ. Fifty-one percent of users used common 
passwords for multiple accounts. Such behaviors raise security risks that could lead to identity theft. Hackers could obtain 
a password from a less secure application and use that password to access more sensitive accounts such as banking or 
shopping accounts. Hence, having multiple passwords decreases memorability and harms the password mechanism 
(Adams & Sasse, 1999; Ives et al., 2004). 
 
1.3.2 Recognition-based graphical authentication systems 
Recognition-based graphical authentication systems (RBGSs) using images as passwords have been proposed as one 
potential solution to the need for more usable authentication. The rapid increase in the technologies requiring user 
authentication has increased the number of passwords that users have to remember. But nearly all prior work with RBGSs 
has studied the usability of a single password. Soumyadeb Chowdhury  present the first published comparison of the 
usability of multiple graphical passwords with four different image types: Mikon, doodle, art and everyday objects (food, 
buildings, sports etc.). Object images are most usable in the sense of being more memorable and less time-consuming to 
employ, Mikon images are close behind but doodle and art images are significantly inferior. The results of his study 
complement cognitive literature on the picture superiority effect, visual search process and name ability of visually 
complex images [2]. 
 

 
 

Fig.1.3.2 Steps to register with a password in RBGS[2] 
The online study website had 4 links. Each link would correspond to one password (made up of 4 images). The 
participants could register in each of the links by entering a username and selecting 4 images as their password from the 
given collection. Figure 1 shows the registration screens of the RBGS developed for our experiment. Each link had a 
collection of 150 images, presented on the screen as six sets of 25 images in the form of 5X5 grids. The participants could 
browse from one set to other using the ‘change set’ button on the web page. The participants could choose all the 4 
images from a single set or each image from a different set. The experiment was designed such that each of the 
participants would use a different collection of the same image type while registering for each of their passwords. For 
example, each participant in the Mikon condition created 4 passwords, with 1 password selected from the image 
collection of the first link (My jokes), one from the second link (My movies) and so on. The image archive in each link of 
the Mikon website consisted of the same image type (Mikon).  
 
1.3.3 multiple click-based graphical passwords 
The underlying issues relating to the usability and security of multiple passwords are largely unexplored. However, 
{Chiasson Sonia ACM CCS’09 November 9–13, 2009}  know that people generally have difficulty remembering multiple 
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passwords. This reduces security since users reuse the same password for different systems or reveal other passwords as 
they try to log in. he report on a laboratory study comparing recall of multiple text passwords with recall of multiple click-
based graphical passwords. In a one-hour session (short-term), he found that participants in the graphical password 
condition coped significantly better than those in the text password condition. In particular, they made fewer errors when 
recalling their passwords, did not resort to creating passwords directly related to account names, and did not use similar 
passwords across multiple accounts. After two weeks, participants in the two conditions had recall success rates that were  
not statistically different from each other, but those with text passwords made more recall errors than participants with 
graphical passwords. In his study, click-based graphical passwords were significantly less susceptible to multiple 
password interference in the short-term, while having comparable usability to text passwords in most other respects[3]. 
 
1.3.4  A User Identification System  
Syukri, et al. [4] proposes a system where authentication is conducted by having the user drawing their signature using a 
mouse (figure 1.3.4). Their technique included two stages, registration and verification. During the registration stage: the 
user will first be asked to draw their signature with a mouse, 
and then the system will extract the signature area and either enlarge or scale-down the signature, and rotates if needed, 
(also known as normalizing). The information will later be saved into the database. The verification stage first takes the 
user input, and does the normalization again, and then extracts the parameters of the signature. After that, the system 
conducts verification using geometric average means and a dynamic update of the database. According to the paper the 
rate of successful verification was satisfying. The biggest advantage of this approach is that there is no need to memorize 
one’s signature and signatures are hard to fake. However, not everybody is familiar with using a mouse as a writing 
device; the signature can therefore be hard to draw. One possible solution to this problem would be to use a pen-like input 
device, but such devices are not widely used, and adding new hardware to the current system can be  expensive.  
 

 
 

Fig.1.3.4 A signature is drawn by mouse. 
2. Proposed system 

 
While user creating his account on wed he has to register by two password one text based and other one is image based 
and while he is login on his account he has to enter  either text or image based password only one out of two password 
will active at a time. If one attempt of log in fails he has a option to enter other by using second password rather than 
using forget password mechanism.  
 

3. Conclusion 
Our study was specifically interested in how to manage internet account while accessing an account if text based 
authentication fails then we have second alternative to access of graphical password. User have tow password text based 
as well image based if any one attempts to file then second one will be used to access. science if user have number of 
accounts it is quite difficult to remember each and every password, so our research will provide a facility to user that he 
has option either login by text based password or either by image based password.    
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