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Abstract:- In this paper we propose a new algorithm which we call SOCC (Split on Character Choice) algorithm. The proposed 
work is very well suited for storing text type information on cloud storages. The algorithm works on the basic idea of availability 
of several storage areas on clouds. It focuses on splitting the text information based on the choice of a character or series of 
characters in multiple parts. These parts are then stored at random or according to some logical selection of storages to achieve a 
secure and safe storeroom. 
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1. Introduction: 
Security of Data Storage in clouds is always an issue of concern since the pools to store data in clouds are hosted by third 
parties in most of the cases. It is obvious that clients would never want to entrust their confidential information to other 
organizations i.e cloud service providers. When we closely observe the service agreements of cloud providers we can 
clearly see the absence of security related statements. In such situations it becomes the responsibility of 
individual/organization who wants to obtain services to keep the data secure from intruders. There exists a wide range of 
intruders which starts from employees of the client organization and ends at all the persons working at either client site or 
cloud provider site, sometimes extending even further. Cloud service provider itself is considered as the most malicious 
attacker.     
2. Current Scenario:  
Traditionally, organizations use Authentication methods based on user names and passwords which are used at client site 
while accessing stored information. These are of no use when we consider cloud provider a threat. Those cases are being 
dealt with encryption though it is possible to crack the encryption mechanism. After observing these things, we need a 
security algorithm which is 

capable to deal with the situations stated above. Secondly we have formulated the algorithm in such a way that it is easy 
enough to implement as a working program so that even a single trusted programmer in the organization can do the task.  

3.Methodology:  

To proceed with the development of SOCC algorithm we have focused on some common characteristics of cloud service 
providers and storage needs of users and organizations. We have seen the existence of several storage areas at cloud 
provider’s site. After analysis at client’s sites we come to know that the biggest part of confidential data is composed of 
textual type information. After that we have decided to formulate the levels of security for the algorithm. 
At the very basic level, the algorithm (in the shape of working program) itself is secured by Operating system password at 
user’s site. Then the algorithm has its own application level password as the second level of security. The third level is 
the existence of secret character only in user’s mind and nowhere else. Since we have considered the cloud service 
provider as the most malicious attacker, we haven’t proposed any password based securities at provider’s site. In our 
approach, when the information is passed through the algorithm, it is spitted at the occurrences of a special character and 
after that its existence there becomes meaningless for everyone else except its owner. 
4. Strategy:  
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First of all consider example information. The information is “HONESTY IS THE BEST POLICY”. Read in the 
information somewhere like in a file, in a character array or in any temporary storage. This thing can very easily be done 
by a simple C program. 
 
 
 
 
 
 
 
 
 
Then we accept a character of user’s choice. After accepting the character we start to scan the information stored in 
temporary location character by character. On occurrence of the character of user’s choice in the information we copy the 
scanned part of the information somewhere else which may be any other character array. In this way we continue to scan 
and iterate the process until we scan the complete information to be stored. This can be shown as 
For an instance in the given example piece of information, if the character choice is “S”, then after scanning when S 
occurs first time, the scanned part is HONE. We store it somewhere and continue to scan. After scanning the complete 
information, we have obtained 4 different parts stored. These are read at separate temporary locations as: 

 
After that the algorithm moves to cloud servers. Suppose there is N number of storage locations available there. First 
some kind of Identification or Key Value is assigned to each of them. These keys are used to identify the storage locations 
in future.  
Now at client’s site, we have conceded our information through the algorithm. By doing so, we have obtained slices of 
information which are based on the occurrences of secret character entered by user. One thing we can perform at client’s 
site to improve convenience level in storing information is to make different files of stored data at different temporary 
locations. We can assign file numbers to different file for ease of development and implementation of storage 
subprograms. After getting the files ready, we proceed to assign the files to cloud storages. 
For the next level of security, we can use several different kinds of approaches to assign files to the storage locations. For 
that we have to keep a log of storage assignments to further join and retrieve the information in original form.  We can 
use some secret kind of approaches like to store the files at clouds. For an instance we  
The storage areas at clouds can be chosen in some logical manner like storage 1 for file 1, storage 2 for file 2, storage 3 
for file 3 and storage n for file n. This assignment iterates if D>N where D is the number of Divisions and N is the 
number of storage locations.  
5. Discussions:  
As we see that algorithm splits the given information to secure it from attackers. We can further improve the levels of 
security in the algorithm with some simple augmentations. To enforce security with more strength, we would also like to 
suggest some adaptations in the current work. Firstly we would like to put forward the use of series of characters to split 
the information instead of a single character. For instance to split our example information “Honesty is the best policy” 
we have selected the character “s” previously. For better level of security we can use a series such as “sc” for the purpose. 
From our viewpoint the developed program should ask for first character in one turn and then second character in second 
term. We can iterate the process up to “n” number of times. 
If we select a series of two characters which is “sc” the algorithm will work with two levels of security. At the first level 
the information will be divided at the occurrences of “s”, the divisions being similar to the parts specified above. At the 
second level the divided parts are again subdivided into smaller parts at the occurrences of second character “c” in the 
series. If the algorithm applies on the sample information we obtain two more divisions of the word policy as polic and y. 
It is always healthier because as we increase the number of divisions we get better and better shape of information which 
is worthless if obtained by intruders. 
6. Further Developments:  
The proposed algorithm is easy to be shaped as a running program and any simple programming language can be used 
for the purpose. As we can see that when we pass the information from the algorithm we get it in the form of divided 
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parts. These divided parts are secured from attackers and we can easily store them in different storages at cloud servers. 
Further we need to have such a mechanism which can again accept the secret character and then join the divided 
information at the occurrences of the character to construct the required piece of information. For that we need to have a 
log of information which can tell us where the divided parts are stored. The log can be created from this suggested 
algorithm. After this we have to collect the divided parts at one place which may be a temporary memory location. Then 
we need to have such an algorithm which can read the divided parts character by character and   joins them to regenerate 
the original piece of information. For that purpose we are working on our next proposed work, join on character choice 
(JOCC), which will collect the information packets from cloud storages and join them at the occurrences of secret 
character entered by the user.   
7. Conclusion:  
In the algorithm we have seen that how we can divide the information based on the occurrences of a secret character and 
store it safely in the cloud storages. The algorithm mimics the general tendency of human beings to store precious things 
at different places rather than storing them at a single place altogether. The algorithm is quite easy to implement as a 
running program. After storage we only need to retrieve the information and for that we are working on our new 
proposal. 
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