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Abstract 
In this paper, Our main goal is to give new direction on how to secure data and the communication between distributor and the 
agents in computer networks. Because of thisCryptography was introduced for making data secure. But alone cryptography 
cannot provide a better security approachtherefore“The combination of CryptoSteganography is use for improving the security”. 
Nowadays, We know that when the data are send by the distributor (sender) to the agents (recipients) and while transferring these 
data there may be a chance of leakage. Therefore we used Cryptography methods (i.e.  Encryption, Decryption) and 
Steganography techniques for secure and better communication. This make the message detection process much harder for the 
hackers who interrupt between the Sender and Receiver. These two techniques are important that protect the confidentiality, 
integrity and availability of information from unauthorized access.These CryptoSteganography is a well-known procedure for 
secure data transmission. 
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1. INTRODUCTION 
A computer network or data network is a telecommunications network that allows computers to exchange data. Network 
security has become more important to personal computer for security of data. Therefore, security problems become an 
essential issue for the Internet. These CryptoSteganography techniques are helpful for secure communication and to 
improved security. 
Cryptography is the technique of information security. These word is derived from the Greek kryptos, meaning hidden. 
Cryptography is the ability to securely store and transfer sensitive information. Cryptography, to most people, is 
concerned with keeping communications private. Cryptography means “Hiding a message by first converting it into an 
unreadable form by using encryption and then converting back to readable form by using decryption”[1]. 
The word steganography comes from the Greek Steganos, which mean covered or secret and graphy means writing or 
drawing. Therefore, steganography means covered writing. The main goal of steganography is to communicate 
securely.Steganography means“Hiding a secret message within a object in such a way that others cannot understand the 
presence or contents of the hidden message” or Hiding one massage into another (“container”). 
Both of these techniques provide security but greater security can be achieved by using combination of 
CryptoSteganography[2]. 
 
2. CRYPTOGRAPHY 
The art of protecting information by transforming an encrypted message into an unreadable format, called cipher text. 
Only those who possess a secret key can decipher or decryptthe message into plain text. Encrypted messages can 
sometimes be broken by cryptanalysis and is also called code breaking. In, short Using Cryptography data is first 
encrypted into another form and then transmitted. 

Thus, in Cryptography there are different steps which are as follows: 
1. In First, Step message is encrypted. 
2. In Second, Step Processing of message is done whichcontain a private key. 
3. At last the encrypted message is decrypted by using private key[3]. 
 

 
Fig1:Cryptography 

 
Different types of Cryptography methods are as follows: 

1.1 Symmetric Key or Private key Cryptography. 
1.2 Asymmetric or Public Key Cryptography [4],[5]. 
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2.1 Symmetric /Private Key Cryptography 
Symmetric key cryptography is also known as shared-key, single-key, secret-key, and private-key or one-key 
cryptography. That means it is called as Secret-Key Cryptography which uses a single key for both encryption and 
decryption. Examples of Symmetric Key Encryption are AES (Advanced Encryption Standard) , Triple DES (Data 
Encryption Standard), Blowfish Encryption Algorithm ,International Data EncryptionAlgorithm(IDEA) ,Triple Data 
Encryption Standard ,RC5(Rivets cipher#5) etc [10]. 

 
Fig2: Symmetric/Private Key Cryptography 

Advantages 
Simple,Encrypt and decrypt your own file,Fast,Uses less computer resources, Prevents widespread message security 
compromise. 
Disadvantages 
Need for secure channel for secret key exchange, too many keys, Origin and authenticity of message cannot be 
guaranteed. 
 
2.2 Asymmetric/Public Key Cryptography 
Also known as public key encryption, this method of encrypting messages makes use of two keys: a public key and a 
private key. The public key is made publicly available and is used to encrypt messages by anyone who wishes to send a 
message to the person that the key belongs to. The private key is kept secret and is used to decrypt received messages. An 
example of asymmetric key encryption system is RPK(Raike Public Key),DSA, Diffie-Hellman, DH (Diffie-Hellman Key 
Agreement Algorithm), ECDH (Elliptic Curve Diffie-Hellman Key Agreement Algorithm), 
RSA(Rivest,Shamir,Adleman) etc . 

 
Fig3: Asymmetric/Public Key Cryptography 

Advantages 
Convenience, Provides for message authentication, Detection of tampering, Provide for non-repudiation . 
 
Disadvantage 
Public keys should/must be authenticated, Slow, Uses up more computer resources, widespread security compromise is 
possibleand Loss of private key may be irreparable . 
 
Application of Cryptography 

1. Digital Envelope 
1.1  Use Asymmetric encryption for key exchange 
1.2  Use symmetric encryption for message encryption 

2. Digital Signing 
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2.1 Use Hash algorithm and Asymmetric encryption to  provide authentication and data integrity 
3.  Digital Certificate 

3.1 PKI and CA (Certification Authority) 
              3.2 Facilitate the exchange of public key for encryption 

 
3. STEGANOGRAPHY 
Steganography is nothing but” hiding data inside data, it is mostly used to hide text inside pictures or sound files”. An 
example of the Steganography this would be changing the red color of a few pixels on a digital photography for a 
different tone of red that it is not noticeable to the human eye, since a photography can have millions of pixels slightly 
changing a thousand of them would be very hard to notice without the original picture to compare with[10].Thus, in 
steganographythere are different steps which are as follows: 

1. In First Step,Identifying redundant bits in a cover image. 
2. In Second Step,Selecting a subset of the redundant bits to be replaced with the secret message. Thestego image is 

created by replacing these redundant bits with the message bits. 
Information hidden by setting the least significant bits of the image pixels to the bits of the secret data may be invisible to 
the human eye but it is relatively easy to detect and remove by a third party who suspect the presence of the embedded 
data[6],[9]. 

 
Fig4:Steganography 

 
Different types of Stegnatography methods are as follows  

2.1 Pure Steganography. 
2.2 Symmetric Key or Private key Steganotography. 
2.3 Asymmetric or Public Key Steganotography [7]. 

 
3.1 Pure Steganography 
Pure Steganography is the process of embedding the data into the object without using any private key . 

 
Fig5:Pure Steganography Process 

Advantage 
It reduce the difficulty in key sharing . 

 
Disadvantage 
This process can’t provide the better security because it is easy for extracting the message if the unauthorized person 
knows the embedding method [8]. 
 
3.2 Symmetric /Private Key Steganotography 
Secret key Steganography is the process of steganography which uses the same procedure other than keys.It uses the 
individual key for embedding the data into the object which is similar to symmetric key.For decryption it uses the same 
which is use for encryption . 



International Journal of Application or Innovation in Engineering & Management (IJAIEM) 
Web Site: www.ijaiem.org Email: editor@ijaiem.org, editorijaiem@gmail.com  

Volume 3, Issue 2, February 2014   ISSN 2319 - 4847 
 

Volume 3, Issue 2, February 2014 Page 266 
 

 
Fig6: Symmetric/Private Key Steganography Process 

Advantage 
Provide better security as compare to pure Steganography. 

 
Disadvantage 
Difficulty in sharing the secret key because if attacker knows the secret key then it will be easier to decrypt and access 
original information. 

 
3.3 Asymmetric /Public Key Steganography 
Public key Steganography uses two types of key one for encryption and another for decryption. The key used for 
encryption is a private key and the key use for decryption is a public key and it is a ‘public key’ and is stored in a public 
database . 

 
Fig7: Asymmetric/public Key Steganography Process 

Advantage 
Provide better security as compare to pure Steganography. 

 
Disadvantage 
Difficulty in sharing the secret key because if attacker knows the secret key then it will be easier to decrypt and access 
original information. 
 
Application of steganography 

1. To have secure secret communications where cryptographic encryption methods are not available. 
2. To have secure secret communication where strong cryptography is impossible. 
3. In some cases, for example in military applications, even the knowledge that two parties communicate can be of 

large importance. 
4. The health care, and especially medical imaging systems, may very much benefit from information hiding 

techniques. 
 
4. COMMBINATION OF CRYPTOGRAPHY AND STEGANOGRAPHY 
Cryptography scrambles messages so it can’t be understood. Steganography on the other hand, hide the message so there 
is no knowledge of the existence of the message. The main aim in Steganography is to hide the message into another 
medium. An advantage of Steganography over Cryptography is that message does not attract attention to themselves, to 
messenger, or to the recipients. As we know that there is an exponential growth in the used of multimedia data over the 
internet. This include Digital image, Audio and Video files. Steganography is not the same as cryptography Data hiding 
techniques have been widely used to transmission of hiding secret message for long time. Ensuring data security is a big 
challenge for computer users. To makes a steganographic communication even more secure the message can be encrypted 
first. Cryptography and Steganography can be used together. The random looking message which would result from 
encryption would also be easier to hide a message than a with a high degree of regularity. Therefore encryption is 
recommended in conjunction with Steganography.  
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Fig8:Combinationof Steganography and Cryptography 

 
Business men, professionals, and home users all have some important data that they want to secure from others. The 
combination of these two methods will enhance the security of the data embedded. This combined chemistry will satisfy 
the requirements such as capacity, security and robustness for secure data transmission over an open channel. However, it 
is always a good practice to use Cryptography and Steganography together for adding multiple layers of security[3],[6] . 
 
CONCLUSION 
In this paper two layers of security i.e. CryptoSteganography are used which makes it difficult to detect the presence of 
hidden message. But in some cases if the attacker has attacked the carrier of message then he will not be able to get the 
original message as all the relevant data here is in encrypted form. Because of this we used the combination of 
CryptoSteganography technique for this he has to spend a lot of time and effort for trying several attacks and getting the 
original message. Although both of these techniques are easy to implement but there combination will provide much 
efficient and reliable security. 
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