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ABSTRACT 

Today we are living in the heterogeneous world. In this, data privacy and confidentiality is the major issue. Many algorithms are 
used for data privacy and confidentiality, which are not well-organized because resulted dataset can be simply linked with public 
database so it reveals user identity. Suppose person-A having his own k-anonymous database and person-B wants to insert a tuple. 
So, the problem is to check after inserting a tuple whether database retains its k-anonymity or not. If allowing person-A to read 
content of tuple directly, it breaks the privacy of person-B and on the other hand database confidentiality violated once person-B 
has access to the contents of the database, so privacy and confidentiality of the database are considered to be a major challenges. 
If the database is not anonymous with respect to a tuple to be inserted, the insertion cannot be performed and updation is not 
possible. There are various anonymization technique provides privacy protection which can be used such as data encryption, 
randomization and k-anonymity. Proposed system uses two manipulation techniques, suppression and generalization which are 
used to check that if new tuple is being inserted to the dataset it does not affect anonymity of database. The proposed system uses 
commutative homomorphic encryption scheme to improve data privacy of the database and provides security of data by using AES 
algorithm. When new tuple is being inserted, updation of database is done easily. It creates kACTUS based server side database 
for improving k-anonymity. It deals with privacy in anonymous database and on devising private update techniques to database 
systems that supports notions of anonymity.  
 
Keywords: Privacy, Confidentiality, k-Anonymization, Suppression. 
 
1. INTRODUCTION 
The extent of sensitive information about the citizens enrolled in the databases of government agencies and private 
organizations, such as census data, banks, student information and health care providers, has been increasing 
continuously in the past decades. It has recently become apparent that the information needs to be properly secured in 
case of transition and storage from unauthorized disclosure throughout the process of testing newly developed 
applications that utilize the databases. Now a day there is a great need of privacy of the users in the society. As we know 
that the use of computers is increasing in great amount, the requirement of privacy of each user and the confidentiality of 
the database are of the primary importance to the respective organization. There are huge numbers of databases stored in 
the system and by correlating these databases, private information of any specified user can be obtained. Hence, the 
database confidentiality and privacy of user is a big concern. In this paper, a method is proposed by which it is possible to 
maintain the privacy of each and every individual and simultaneously devise a method to preserve the confidentiality. 
Privacy is the data that can be securely shown to the valid owner without leaking the sensitive information from the 
database. Data confidentiality is the difficulty experienced by the third party to know any sensitive information stored in 
the database. Privacy is an essential issue in case of transpose sensitive information from one location to another location 
through internet. This issue is arising in different areas such as census, medical, financial transactions, governmental 
organizations and industries etc. Confidentiality can be termed as the preservation of information against unauthorized 
disclosure and limiting data access to authorized users. Data confidentiality is the nondisclosure of certain information 
except to authorize person [1], [2].  
Microdata can be referred as data about individual, business, person or other entity and it can be collected by surveys, 
censuses or obtained from administrative records. It is stored in a table and each record (row) corresponds to one 
individual [3]. Microdata is an important issue in the public and the private sectors. Data anonymization enables 
transferring of information between two organizations by converting text data into unreadable form using encryption 
method. While the revealed data gives useful information to researchers which presents disclosure risk to the individuals 
whose data are present in the data [4], [5]. One of the methods used for protecting the privacy of user is to apply 
anonymization algorithms. k-anonymization technique is used for privacy preservation. A database is k-anonymous with 
respect to quasi-identifier attributes if there exist at least k transactions in the database having the same values according 
to the quasi-identifier attributes. The database is said to be k-anonymous where attributes are generalized or suppressed 
uptil each row is identical with at least k-1 other rows. Thus k-anonymity prevents distinct database linkages. It 
guarantees that the data released is accurate. If the value of k is large then better privacy is protected. It can also 
assurance that individuals cannot be uniquely identified by linking attacks [14]. Overall a database is called k-anonymous 
if it contains k identical tuples. 
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Table 1: Raw Medical Data Set 
AI QI SA 

Name Gender Age Postcode Illness 

Litesh M 20 425001 Flu 

Dhruv M 24 425002 Cold 

Hemangi F 26 400038 Fever 

Vrushali F 28 400039 Cold 

 
Table 2: 2-Anonymos Data Set of Table 1 

AI QI SA 

Name Gender Age Postcode Illness 

Litesh M [20,24] 42500* Flu 

Dhruv M [20,24] 42500* Cold 

Hemangi F [26,28] 40003* Fever 

Vrushali F [26,28] 40003* Cold 

 
For example we have a raw medical data set as in Table 1. Two unique patient records Litesh and Dhruv may be re-
identified easily because their combinations of Gender, Age and Postcode are unique. The table is generalized as a 2-
anonymous table as in Table 2. This table makes the two patients less likely to be re-identified. The idea is to form subsets 
of identical tuples by masking the values of selected attributes.  
In a suppression-based anonymization method, the special value is masked with *, # or ?. In generalization-based 
anonymization method, original values are replaced by more general ones in the database according to value 
generalization hierarchies (VGHs) [1].  
Classification is one of the important data mining technique with broad applications. It classifies data of various forms. 
There are several basic techniques for data classification. The basic algorithm for decision tree induction is a greedy 
algorithm that constructs decision trees, from the dataset in a top-down recursive divide and conquer manner [6], [7]. J48 
algorithm is a version of the C4.5 decision tree learner which is used in this paper for generating k-anonymous database 
at server side. Decision tree models are produced by J48 implementation. The decision trees are built using greedy 
technique and analyzing the training data. The nodes in the decision tree estimate the significance of the features. 
Classification of input is performed by following a path from root to leaves in the decision tree which result in a decision 
of the inputs class. The decision trees are built in a top-down fashion by selecting the most suitable attribute every time.  
Cryptography is one of the main categories of computer security that converts information from its normal form into a 
non readable form by using encryption and decryption techniques. We are using AES cryptography technique. AES 
supports a data block length of 128 bits and uses 10, 12, or 14 rounds depends on key size. The key size can be 128,192 or 
256 bits [8], [9]. In proposed system AES cryptography technique is used to provide privacy to user and k-anonymity of 
classification tree using suppression algorithm is used at server side to produce k-anonymous database. [13] 
This paper is organized as follows. Literature survey is discussed in Section II. In Section III, Problem Statement is 
presented. Methodology is given in Section IV. In Section V Implementation is presented. Experimental results are 
presented in Section VI. Section VII concludes this paper and outlines areas for future work. 
 
2. LITERATURE SURVEY 
Trombetta et al. [10] suggested method deals with problems regarding the users without revealing the contents of tuples 
and database, how to protect data integrity by implementing the anonymity of database and if the anonymity is authorized 
then there is a concern of updating the data. It deals with algorithms for database anonymization.  
In paper [22] Trombetta et al. checked whether the database adjoined with the tuple remains k-anonymous or its 
anonymity is violated. But these protocols do not support generalization-based updates which is the main approach 
adopted for data anonymization. Therefore if the database is not anonymous with respect to a tuple to be inserted, the 
insertion cannot be performed and so updation of database is also not possible. 
Wortmann et al. [11] deals with algorithms for Database anonymization. Idea of protecting database through data 
suppression or data perturbation has been extensively investigated in 1989. Problem of security-control methods is not 
suitable when multiple attribute databases are used [4].  
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Yehuda Lindell et al. [12] proposed a Secure Multi-party Computation (SMC) technique in 2009. SMC technique 
encrypts the data sets, while still allowing data mining tasks. It is not supposed to disclose any new information other 
than the final result of the computation to a participating party. These techniques are usually based on cryptographic 
protocols and are applied to distributed data sets. It suffers from the limitations that this method becomes complicated 
when more than two parties are involved and it does not address the question of whether the disclosure of the final data 
mining result may violate the privacy of individual records. 
Fung et al. [15] proposed Top-down Specialization (TDS) approach for handling both categorical and continuous 
attributes of data. This approach focuses on exploitation of the fact that data usually contains redundant structures for 
classification. They claimed that TDS is much more effective than genetic algorithm and it scales well with large data 
sets and complex anonymity requirements. But effectiveness of TDS decreases in handling.    
 LeFevre et al. [16] presented a greedy top-down specialization algorithm for finding a minimal k-anonymization in the 
case of the multidimensional generalization scheme. The greedy algorithm used for multidimensional partitioning 
performs better than the other optimal algorithm but it is expensive algorithm. 
Top-down refinement method for k-anonymization solution for classification was suggested by Benjamin & Fung et al in 
2007 [17]. TDR is capable of suppressing a categorical attribute with no taxonomy tree. In TDR each refinement 
increases the information and decreases the anonymity since records with specific values are more distinguishable. They 
use a single dimension recoding. . This "over-suppression" reduces the quality of the anonymous datasets. 
 Arik Friedman et al. [18] proposed a decision tree induction algorithm is guaranteed to maintain k-anonymity in 2008. It 
differs from other methods such as TDS and TDR by letting the data owners share with each other the classification 
models extracted from their own private datasets, rather than to let the data owners publish any of their own private 
datasets. Therefore the output of kADET is an anonymous decision tree rather than an anonymous dataset. 
 In 2006, S. Zhong et al. [19] prove that it does not reveal any additional information and protocols improve the privacy 
of k-anonymization by maintaining end-to-end privacy from the original customer data to the final k-anonymous results. 
G. Aggarwal et al. [20] present an approach in 2005 in which it has the problem of releasing tables from a relational 
database containing personal records is considered and how it can be resolved, ensuring personal privacy and also 
maintaining integrity. 
 E. Bertino et al. [21] present an approach privacy preserving incremental data dissemination in 2009. This paper is to 
identify and prevent cross- version inferences so that an increasing dataset can be incrementally disseminated without 
compromising the imposed privacy requirement.  Disadvantage is updation of record is not possible and also they not 
used any cryptography method so does not guarantee about privacy. 
There are various techniques like data perturbation, query processing, anonymizing tables, TDS, TDR, kADET and SMC 
provides confidentiality and privacy to anonymous database. But the main problem is that, a result does not deal with the 
updations in the database, which results in the privacy break. Therefore none of the work resulted in achieving the 
privacy and confidentiality. 

 
3. PROPOSED SYSTEM 
There are various methods have been developed for anonymity of database and number of approaches proposed but existing 
works has some serious limitations. The main approach adopted for data anonymization is generalization-based updates 
which they do not support.  Therefore, if the database is not anonymous with respect to a tuple to be inserted, then the 
insertion cannot be performed. Existing system does not produce k-anonymous database dynamically and provides 
unnecessary information loss. Existing anonymous databases do not have proper security and can be invade by a variety of 
forces. The existing system with cryptographic techniques does not grant access rights to the users. 
Suppose hospital has some private data which has important details of every patient. Now hospital want to send these 
details to research institute for some specific reason with a primary concern that privacy of each patient should not violated 
by disclosing his or her data to researchers. If each patient is permissible to add data directly into the database then 
confidentiality of database will be broken and if researchers are allowed to read every detail of patient then privacy of 
patient will breach. To ensure privacy preserving and confidentiality during updating of database two methods are proposed 
for solving this problem. Suppression-based and generalization-based k-anonymous methods are proposed. The meaning of 
anonymity is to remove identifying entity from the database. In both the methods, AES algorithm is used at front end and k-
Anonymity of classification tree using suppression (kACTUS) algorithm at server side to produce k-anonymous database.  

 
4. METHODOLOGY 
In proposed system Diffie-Hellman cryptographic technique is use to provide security and because of using AES 
techniques there is no information loss about data so confidentiality is also given to people. k-anonymous database is 
produce dynamically using kACTUS algorithm. 
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Figure 1 Block Diagram 

 
The flow of steps followed in the proposed system is shown in Figure 1. User has facility to insert a record in the database 
but before inserting a record user encrypts the data using shared secrete key by using AES algorithm. k-anonymity 
method  provide privacy preservation by ensuring that data cannot be displayed to an individual. The main purpose is to 
protect individual privacy. It starts with verification of user. Each user is provided with username and password. The 
authentication user has access to the database and system has particular access rights for every user. The anonymous 
database suppresses and generalizes the data according to data value.  
In suppression based approach, Diffie-Hellman key exchange algorithm is used to generate private secure key and 
replacing each record with value “?”, signifying that any value can be placed instead.  Suppression is used to reduce the 
size of the database. The Diffie-Hellman key exchange algorithm allows the exchange of private encryption key and used 
for key agreement not for encryption and decryption. This algorithm is used to agree on shared secret key to interchange 
data between two parties. Then applying Advanced Encryption Standard (AES) algorithm [9] to encrypt and decrypt data 
by using the key generated by the Diffie-Hellman key exchange algorithm. In this approach we are dealing with encrypted 
data not directly with the original data. When user enters his information then proposed system encrypting his 
information by using AES and also encrypting all data in table using same algorithm. If information from user matches 
with table information this tuple will decrypted and inserted into table.   
In generalization based approach replacing the value in table with the more general values. If the data entered by the user 
matches with the value in table then this record will replaced by the general value and these general values being inserted 
into table and this is done by C4.5 classification tree inducer. Then the inserted tuple compares with existing data if any 
match found then the tuple is inserted in the database otherwise it is rejected. This multidimensional suppression and 
generalization is done using classification algorithm. The aim is checking already existing data with new inserted data for 
avoiding no repetition and solving the data integrity problem. The database is anonymous using suppressed and 
generalized technique in k-anonymization which is much secured. The cryptography technique is used to secure the saved 
data in database safely such that the information is encrypted, stored and can be retrieved and decrypted back to original 
with specific authorization. Here we apply kACTUS (k-anonymity of classification tree using suppression) algorithm 
which is used to create a k-anonymous dataset at server side. The proposed method requires no prior knowledge regarding 
the domain hierarchy taxonomy and new multidimensional approach which is based on suppression of attribute 
depending on values of other attributes. Server side suppression and generalization is done using C4.5 classification tree 
inducer and it shows suppressed and generalized form data to system. kACTUS method wraps decision tree inducer 
which is used to induce a classification tree from the original dataset. So it generates a k-anonymous dataset.  
 
4.1 Classification Model 
J48 classification algorithm which is based on decision tree in which C4.5 inducer is used. C4.5 used to handle both 
continuous and categorical attribute. It begin with a root node that represents the entire given dataset and then recursively 
split the data into smaller subsets by testing for a given attribute at each node. The sub trees denote the partitions of the 
original dataset that satisfy specified attribute value tests. In this process all instances in the subset fall in the same class, 
at which time the tree growing is terminated. C4.5 is an algorithm used to generate a decision tree developed by Ross 
Quinlan. 
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4.2 Attribute Selection Measure 
The information gain measure is used to select the test attribute at each node in the tree. Such a measure is referred to as 
an attribute selection measure. The entropy is used to measure the amount of uncertainty in a set of data. If all data in a 
set belong to one class then the entropy is zero. The value for entropy is between 0 and 1 and reaches a maximum when 
the probabilities are all the same. 

 
Entropy(D) =                                  

 
4.3 Information Gain 
Information gain used as an attribute selection is measure. Pick the attribute that has the highest Information Gain. This 
is measured by 
 

                    
 
D: A given data partition 
A: Attribute 
v: Suppose we were partition the tuples in D on some attribute A having v distinct values 
D is split into v partition or subsets, {D1, D2 … Dj}, where Dj contains those tuples in D that have outcome aj of A. 
The term |Dj|/|D| acts as the weight of the jth partition. EntropyA(D) is the expected information important to classify a 
tuple from D based on the partitioning by A. The smaller the expected information required, the greater the purity of the 
partitions. Information gain is defined as the difference between the original information requirement and the new 
requirement that is obtained after partitioning on A. 

 
Gain(A) = Entropy(D) - EntropyA(D)                               (3) 

 
Gain(A) is how much would be gained by branching on A. It is the expected reduction in the information requirement 
which is caused by knowing the value of A. It is choose as the splitting attribute at node N. This is equal to saying that we 
want to partition on the attribute A that would do the best classification so that the amount of information still required to 
finish classifying the tuples is minimal. [23] 

 
 

5. IMPLEMENTATION 
Proposed Algorithm for Privacy Preservation 
Step1:-   Select Quasi Identifiers   
Step2:-   Enter Data of Quasi Identifiers. 
Step3:- 
a) Alice sends generated encrypted key to Bob. 
b) Bob  sends generated encrypted key to Alice. 
c)Bob Generates shared key using alice encrypted key. 
d)Alice Generates shared key using bobs encrypted key. 
Step4:- 
 if( Alice shared key = = Bob shared key) 
 {     
         Aed =  Encrypts Alice data with his private key using AES Algorithm. 
          Bed =  Encrypts Bobs data with his private key using AES Algorithm. 
          If(Aed = = Bed) 
          {     
             Check k = = Aed Count   //k- Value entered      by user 
             If(k = = Aed Count) 
             {        
                  Get Bobs Data and insert into database. 
                           DataBase administrator :- 
                   Input :- Quasi Identifiers and k-value. 
                            Procedure:- 

a) Perform Suppression                                  Call(kACTUS Algorithm); 
b) Perform Generalizaiton    Call(kACTUS Algorithm); 

                    Output :-   
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                    1] Anonymous Generalized Dataset for server side. 
                    2] Anonymous Suppresed Dataset for server side. 
               } 
            } 
            Else 
            { 
                Anonymity not satiesfies; 
              } 
  } 
  Else 
  { 
         Data Can’t inserted; 
   } 
 
kACTUS Algorithm 
kACTUS algorithm is applied to generate anonymous data set where performance of classifier trained over anonymous 
data set is similar to classifier trained on the original dataset. We proposed an approach which works in two stages. In 
first stage classification tree is generated and in second stage anonymization is applied to classification tree to generate 
anonymous data set.  
Stage 1: Produce Classification Tree  
Classification tree is generated from original dataset in this stage. To generate classification tree various decision tree 
inducers can be applied.  Here C4.5 algorithm uses to generate classification tree for k-anonymization process. In this 
algorithm, classification tree is trained over only on quasi-identifiers and each internal node of classification tree 
represents one attribute which is quasi-identifier.  
Stage 2: Apply k-Anonymization  
For anonymization method, generated classification tree is given as an input in this method. Following are the steps in 
anoymization process.  
1.  Find list of all nodes with height equal to 1.  
2.  For every child node of a height one node in that list check the number of instances associated with every child of that 

node. If instances are greater than k value then suppress all quasi-identifiers attributes that are not present in the path 
from the root for current child node. 

3. If value of k is less than k then prune that leaf   node or add extra instances of complying node and update the height 
one node with that instance value that is number of uncomplying instances. 

4. Repeat step 1 till tree is not fully prune.  
 

6. RESULTS AND DISCUSSION 
WEKA 3.6.3 environment to test the performance of the algorithm is used. J48 as a classifier is used which is java 
version of C4.5 to generate tree. In this experimental study, census data sets used in which 500 tuples are present which 
and they are widely used for evaluating learning algorithms. In proposed system various values of k-anonymity threshold 
is used to find out effect of suppression and generalization on classification task, count and execution time. C4.5 decision 
tree can be used to generate a reasonably small and very accurate decision function. 
Census Dataset with Quasi - identifiers = {age, education, maritalstatus, relationship, sex} is taken. 
 
Accuracy of Suppression and Generalization Method 
For Suppression  
In suppression method comparison of accuracy for C4.5, PART and logistics inducers are shown. 

 
Table 3: Comparison of Accuracy for C4.5, PART and Logistics Inducers 

 
 
 
 
 
 
 
 

Inducer k = 2 k = 5 k = 10 k = 15 

C4.5 78.00
% 

81.00
% 

80.80
% 81.00% 

PART 76.44
% 

78.32
% 

77.22
% 78.00% 

Logistic 77.56
% 

79.55
% 

79.44
% 80.00% 
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Figure 2 Comparison of Accuracy for C4.5, PART and Logistics Inducers using Suppression Method 

For Generalization  
Comparison of accuracy for C4.5, PART and logistics inducers are shown in generalization method 
 

Table 4: Comparison of Accuracy for C4.5, PART and Logistics Inducers 
 
 
 
 
 
 
 

 

 
Figure 3 Comparison of Accuracy for C4.5, PART and Logistics Inducers using Generalization Method 

 
Table 3 and Table 4 represent the values of k and classification accuracy in percentage for suppression and 
generalization.  
Accuracy can be calculated as 
 

 
 
The effect of the value of k (anonymity level) on the accuracy analyzed. Accuracy varies with C4.5, PART and Logistics 
inducers are shown in Figure 2 and Figure 3. But using C4.5 inducer accuracy gets increased when compared with PART 
and Logistics inducer.  
 
Suppression and Generalization Count with Different k-Value  
For Suppression  
Suppression count with different k-value is given in this method.  
 

Table 5: Suppression Count with Different Threshold (=k) Value 
 
 
 
 
 
 

Inducer k = 2 k = 5 k = 10 k = 15 

C4.5 78.00% 79.40
% 77.20% 77.60% 

PART 77.34% 78.10
% 76.21% 76.33% 

Logistic 76.45% 77.00
% 75.50% 75.68% 

Inducer k = 2 k = 5 k = 10 k = 15 

C4.5 1259 1285 1319 1329 
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Figure 4 Suppression Count using Different k-Value 

 
For Generalization  
Generalization count with different k-value is given in this method.  
 

Table 6: Generalization Count with Different Threshold (=k) Value 
 
 
 
 

 
Figure 5 Generalization Count using Different k-Value 

 
Figure 4 and Figure 5 shows Suppression Count and Generalization Count respectively. In both the figure as the k 
threshold value increases suppression count and generalization count increases using C4.5 decision tree induction. 
 
Execution Time in Suppression and Generalization Method using Different k-Threshold 
For Suppression  
Execution time with k = 2, 5, 10, 15 values are shown in suppression method. 
 

Table 7: Execution Time of Suppression Method with Different Threshold (=k) Value 
 

 
 
 

 
Figure 6 Execution Times in Suppression Based Technique 

Inducer k = 2 k = 5 k = 10 k = 15 
C4.5 258 289 336 353 

Algorithm k = 2 k = 5 k = 10 k = 15 
C4.5 55776 50193 46826 42024 
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For Generalization    
Execution time of generalization method with k = 2, 5, 10, 15 values are shown. 
  

Table 8: Execution Time of Generalization Method with Different Threshold (=k) Value 
 

 
 
 

 
Figure 7 Execution Times in Generalization Based Technique 

 
We are tested several times the insertion of a new tuple in such anonymized databases with the values of parameter k 
equal to 2, 5, 10 and 15. We observe and perform actually insertion of record into database at that time proposed system 
calculates the average execution times means how many time spent in insertion or updation of database (calculated in 
milliseconds) of both suppression and generalization-based approaches. Figure 6 and Figure 7 shows Execution times in 
suppression and Generalization based techniques respectively. In the figure it is noted that time spent by both techniques 
in testing whether the tuple can be safely inserted in the anonymized database decreases as the value of k increases. 
 
7. CONCLUSION AND FUTURE SCOPE 
The generalization and suppression methods help to preserve data for confidential databases and also help to maintain 
data privacy. This method used to verify that if new record is being inserted to the database, it does not affect anonymity 
of database using AES technique. Moreover a new method kACTUS method is presented to produce k-anonymous 
database at server side. kACTUS method is used for preserving the privacy in classification tasks which requires no prior 
knowledge regarding the domain hierarchy taxonomy. If addition of record satisfies the k-anonymity then such record is 
inserted in table and suppression and generalization methods are used to maintain the k-anonymity in 
database. Thus such k-anonymity in table makes difficult for unauthorized user to identify the record. The future work 
can be enhancing the redundancy of operations and also introducing new private updates to databases that support notions 
other than k-anonymity. 
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