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Abstract  
Cloud storage empowers clients to remotely store their information and like the on-interest high caliber cloud requisitions without 
the trouble of nearby fittings and programming administration. In spite of the fact that the profits are clear, such an 
administration is likewise giving up clients' physical ownership of their outsourced information, which unavoidably postures new 
security chances to the effectiveness of the information in cloud. Keeping in mind the end goal to address this new issue and 
further accomplish a secure and steady cloud storage administration, the existing system is an adaptable appropriated storage 
uprightness reviewing system, using the homomorphic token and conveyed deletion coded information. The reviewing outcome not 
just guarantees solid cloud storage accuracy surety, and yet at the same time attains quick information failure confinement, i.e., 
the Id of making trouble server. Acknowledging the cloud information are dynamic in nature, the existing system further backings 
secure and effective dynamic operations on outsourced information, incorporating square adjustment, cancellation, and add. 
Dissection shows the existing plan is greatly proficient and versatile against Byzantine flop, malignant information change strike, 
and even server plotting ambushes. The Proposed System which enables them to have service level agreements to be applied 
automatically. It does mean that when service level agreements change in future between the cloud client and cloud service 
provider, the system should automatically adopt to the new changes without the source code being modified by a technical person. 
The changes in service level agreements also can be made in a user-friendly interface which does not need technical expertise. 
The proposed system will be capable of tracking misbehaved servers where data inconsistencies occurred. This will help to have 
ready information about the prior problems and helps in making decisions faster. 
 
Keywords: Cloud, misbehavior tracking, Security, Secure data Transmission, SLA. 
 
1. Introduction 
A few patterns are opening up the period of cloud processing, which is an Internet-based improvement and utilization of 
machine innovation. The ever shabbier and more capable processors, together with the Software as a Service (Sass) 
figuring structural engineering, are converting server farms into pools of figuring administration on a gigantic scale. The 
expanding system transfer speed and solid yet adaptable system associations make it even conceivable that clients can 
now subscribe high caliber administrations from information and programming that live exclusively on remote server 
farms. Moving information into the cloud offers extraordinary accommodation to clients since they don't need to think 
about the complexities of immediate equipment administration. The pioneer of cloud processing specialists, Amazon 
Simple Storage Service (S3), and Amazon Elastic Compute Cloud (Ec2) [2] are both well-known illustrations. While 
these web based online administrations do furnish colossal measures of storage space and customizable processing assets, 
this figuring stage shift, then again, is taking out the authority of nearby machines for information upkeep in the 
meantime. Subsequently, clients are at the benevolence of their cloud administration suppliers (Csp) for the accesability 
and respectability of their information [3], [4]. On the one hand, in spite of the fact that the cloud foundations are 
substantially more effective and solid than particular figuring mechanisms, expansive run of both inward and outer 
threats for information uprightness still exist. Cases of blackouts and information misfortune occurrences of significant 
cloud storage benefits seem occasionally [5], [6], [7], [8], [9]. Additionally, since clients may not hold a neighborhood 
duplicate of outsourced information, there exist different motivators for Csp to carry on unfaithfully to the cloud clients 
noticing the status of their outsourced information. For instance, to expand the benefit edge by lessening cost, it is 
conceivable for Csp to toss infrequently gained entrance to information without being caught in an opportune form [10]. 
Correspondingly, Csp might even endeavor to cover up information misfortune occurrences to uphold notoriety [11], [12], 
and [13]. In this way despite the fact that outsourcing information into the cloud is financially alluring for the expense 
and unpredictability of lifelong great scale information storage, it needs of offering solid confirmation of information 
honesty and accesability may hinder its wide reception by both undertaking and single cloud clients. To realize the 
certifications of cloud information trustworthiness and accesability and implement the nature of cloud storage 
administration, proficient routines that empower on-interest information rightness verification in the interest of cloud 
clients must be planned. Be that as it may, the way that clients no more extended have physical ownership of information 
in the cloud restricts the immediate selection of conventional cryptographic primitives with the end goal of information 
honesty assurance. Thus, the verification of cloud storage accuracy must be led without unequivocal learning of the entire 
information indexes [10], [11], [12], [13]. In the interim, cloud storage is not simply a third gathering data warehouse. 
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The information saved in the cloud may not just be gained entrance to and yet be regularly upgraded by the clients [14], 
[15], [16], incorporating insertion, cancellation, alteration, attaching, and so forth. Accordingly, it is additionally basic to 
underpin the joining of this dynamic characteristic into the cloud storage rightness certification, which makes the 
framework outline considerably all the more testing. Last yet not the slightest, the arrangement of cloud figuring is fueled 
by server farms running in a concurrent, collaborated, and disseminated way [3]. It is more points of interest for 
distinctive clients to store their information repetitively crosswise over numerous physical servers to diminish the 
information respectability and accessibility threats. Consequently, appropriated orders for storage rightness confirmation 
will be of generally vitality in attaining vigorous and secure cloud storage frameworks. On the other hand, such critical 
range stays to be completely investigated in the written works. 
 
2. Related Work: 
The existing system is an effective and lithe distributed scheme with unambiguous dynamic information support, 
including block update, delete, and append. It relies on erasure-correcting code in the document distribution preparation 
to provide redundancy parity vectors and assure the information reliability. By utilizing the homomorphic token with 
scattered confirmation of erasure-coded information, our scheme accomplishes the integration of storage accuracy 
assurance and information error localization, i.e., whenever information fraud has been recognized throughout the storage 
correctness verification across the distributed servers, It can almost guarantee the simultaneous recognition of the 
misbehaving server(s).Considering the time, computation resources, and even the related online burden of users, we also 
provide the extension of the proposed main scheme to support third-party auditing, where users can carefully hand over 
the integrity checking tasks to third-party auditors and be worry-free to use the cloud storage services. Through detailed 
security and extensive experiment results, we show that our scheme is extremely competent and flexible to Byzantine 
malfunction nasty information modification attack, and even server conspiring attacks. The existing system only supports 
a service level agreement “continuous data correctness”. It does not have any explicit provision for adding and 
manipulating new service level agreements with flexible adaptability.There is not explicit tracking mechanism of 
misbehaving servers or the servers where data inconsistency occurs. 
2.1 ENSURING CLOUD DATA STORAGE: 
In cloud information space framework, clients store their information in the cloud and no more drawn out own the 
information mainly. Therefore, the rightness and accessibility of the information indexes being saved on the circulated 
cloud servers must be ensured. One of the nexus issues is to viably discover any unauthorized information adjustment and 
defilement, potentially because of server bargain or alternately arbitrary Byzantine inadequacies. Also, in the 
disseminated situation when such inconsistencies are successfully distinguished, to find which server the information 
lapse lies in is likewise of extraordinary importance, since it can dependably be the first stage to quick recoup the space 
failures or recognizing potential threats of outside ambushes. To address these issues, our principle plan for guaranteeing 
cloud information space is exhibited in this segment. The main part of the area is committed to a survey of fundamental 
devices from coding hypothesis that is wanted in our plan for record circulation crosswise over cloud servers. At that 
point, the homomorphic token is presented. The token reckoning capacity we are recognizing fits in with a group of all 
inclusive hash capacity decided to protect the homomorphic lands, which could be immaculately coordinated with the 
verification of erasure coded information [24], [28]. Hence, it is demonstrated to determine a test reaction order for 
verifying the space rightness and also recognizing acting mischievously servers. The methodology for document recovery 
and failure recuperation dependent upon deletion remedying code is likewise laid out. At long last, we depict how to 
amplify our plan to third gathering examining with just slight alteration of the prevailing outline. 
2.1.1. Challenge Token Pre-computation: 
In order to attain guarantee of information storage rightness and information fault localization simultaneously, our design 
exclusively relies on the pre-computed verification tokens. The main idea is as follows: earlier than file sharing the client 
pre-computes a definite number of short verification tokens on entity vector G (j) (j ∈ {1. . . n}), each token wrapping an 
arbitrary division of information blocks. Later, when the client desires to make confident on the storage rightness for the 
information in the cloud, he confronts the cloud servers with a set of arbitrarily created block indices. Upon accepting 
confront, each cloud server computes a short “signature” over the stipulated blocks and proceeds them to the client. The 
standards of these signatures should go with the equivalent tokens pre-computed by the client. For the time being, as all 
servers run over the similar separation of the indices, the appealed response standards for reliability ensure have to be also 
a suitable secret word decided by secret matrix. 
2.2. Correctness verification and Error Localization: 
Error localization is a key precondition for eradicating faults in storage systems. It is also of significant importance to 
recognize probable threats from exterior assaults. This design does better than those by assimilating the rightness 
verification and misbehaving server classification in the confront-response protocol. The cloud server calculates a tiny 
signature over particular blocks. The pre calculated token should be similar with server signatures otherwise information 
is said to be despoiled in the particular server.  
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2.3. File Retrieval and Error Recovery: 
From the time when our design of file matrix is organized, the client can rebuild the original file by downloading the data 
vectors from the first m servers, assuming that they return the correct response values. Notice that our verification scheme 
is based on random spot-checking, so the storage correctness assurance is a probabilistic one. However, by choosing 
system parameters (e.g., r, l, and t) appropriately and conducting enough times of verification, we can guarantee the 
successful file retrieval with high probability. On the other hand, whenever the data corruption is detected, the 
comparison of pre-computed tokens and received response values can guarantee the identification of misbehaving 
server(s) (again with high probability), which will be discussed shortly. Therefore, the user can always ask servers to send 
back blocks of the r  rows specified in the challenge and regenerate the correct blocks by erasure correction, shown in 
Algorithm 3, as long as the number of identified misbehaving servers 
is less than k. (otherwise, there is no way to recover the corrupted blocks due to lack of redundancy, even if we know the 
position of misbehaving servers.) The newly recovered blocks can then be redistributed to the misbehaving servers to 
maintain the correctness of storage. 
2.3.1. Towards Third Party Auditing: 
If the user does not have the time, feasibility or resources to perform the storage correctness verification, he can optionally 
delegate this task  to  an  independent    third party auditor, making the cloud storage publicly verifiable. However, as 
pointed out by the recent work to securely introduce an effective TPA, the auditing process should bring in no new 
vulnerabilities towards user data privacy. Namely, TPA should not learn user’s data content through the delegated data 
auditing. Now we show that with only slight modification, our protocol can support privacy-preserving third party 
auditing. The new design is based on the observation of linear property of the parity vector blinding process. Recall that 
the reason of blinding process is for protection of the secret matrix P against cloud servers. However, this can be achieved 
either by blinding the parity vector or by blinding the data vector. Thus, if we blind data vector before file distribution 
encoding, then the storage verification task can be successfully delegated to third party auditing in a privacy-preserving 
manner.  
The existing system supports the data dynamic operations like delete, append, update and insert. Since data do not reside 
at users’ local site but at cloud service provider’s address domain, supporting dynamic data operation can be quite 
challenging. On the one hand, CSP needs to process the data dynamics request without knowing the secret keying 
material. On the other hand, users need to ensure that the entire dynamic data operation request has been faithfully 
processed by CSP. 
 
3. Proposed Scheme: 
The proposed system is an extension to existing system which enables the system to have service level agreements to be 
applied automatically. Service level agreements are applied between the cloud client and cloud service provider. The 
system will adapt to the new changes without the source code being modified by a technical Person. The changes in 
service level agreements are made in a user-friendly interface. It enables explicit provision of service level agreements 
that facilitate adding new SLAs and modifying SLAs. This makes the cloud application robust and maintainable.  The 
proposed system will be capable of tracking misbehaved servers where data inconsistencies occurred. This will help to 
have ready information about the prior problems and helps in making decisions faster. 
The proposed System enables the end users to add and manage SLAs without waiting for a technical expert. It does mean 
that the application makes it simple. When the SLAs are voilated, the system tracks all the details of the same. This will 
help sysem administrators to know the voilations and take necessary steps to resolve issues. This functionality is 
implemented as two separate modules. The first modules focuses on managing SLAs while the second throws light into 
tracking misbehavior that violates the service level aggreements. It also tracks all the relevant details like date and time 
where the violations occurred. This information is used by respective authorities to resolve issues. Besides tracking of 
voilations, it also tracks the misbehavior exhibited by users. For instance, it can track the illegal modifications of user's 
files by adversaries. Thus it can track such issues with all data dynamics as well.  
The ability to add and remove SLAs on the fly makes the system robust and needs zero maintenance. This is because the 
alterations in SLAs are implicitly applied to the system without any modifications in the underlying logic. This will make 
the system very flexible and effective. The management of SLAs can be done in user-friendly manner. The results of 
tracking misbehavior can be viewed graphically. These functionalties are built using C# programming language. The 
application is finally integrated with a cloud platform by name Aneka. It supports the three service models such as PaaS, 
IaaS, and SaaS. It supports three types of programming models they are task model, thread model and MapReduce model.  
 
4. Analysis: 
The results reveal that the proposed system has highest true positives. True positive does mean that when there is an 
inconsistency in storage it is detected correctly. False positive means even when there is no inconsistency it is detected as 
consistency. The same is depicted in the fig 2. 
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Fig 2: True positives & false positives 

 
5. Conclusion: 
The proposed scheme studied the usage of Service Level Agreements (SLAs) and tracking misbehaving cloud servers 
besides auditing data dynamics for any inconsistencies. We improve the security model presented by Wang et al. to 
incorporate SLAs and misbehavior tracking. We have built user-friendly interface for managing SLAs. They are built in 
such a way that users without technical expertise can also work on it. The ability to add and remove SLAs at runtime 
makes the system robust and needs zero maintenance. This is because the alterations in SLAs are implicitly applied to the 
system without any modifications in the underlying logic. This will make the system very flexible and effective. The 
management of SLAs can be done in user-friendly manner. The results of tracking misbehavior can be viewed 
graphically. The proposed system also tracks servers in which violations occurred and the date and time with all relevant 
details. This information is used by respective authorities to resolve issues. Besides tracking of violations, it also tracks 
the misbehavior exhibited by users. We built a prototype application that simulates the functionalities of the proposed 
system using the cloud platform Aneka. The empirical results reveal that the proposed system is effective.  
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