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ABSTRACT
In today’s materialistic world, security holds an indispensible place. There is a need of security in almost every sector of society viz.
offices, houses, banks etc. as thefts and robberies are increasing day by day. To overcome this security threat, a security system has
been proposed using RFID (Radio Frequency Identification) and GSM technology. In our proposed technique, a security system is
implemented specially for bank locker security. This system is basically an RFID based access-control system which allows only
authorized person to access the locker with GSM technology. This system activates, authenticates and validates the user and then
unlocks the door. . It is a low cost, low in power consumption, compact in size and standalone system. RFID technology is used to
read the customer information whereas GSM technology is used to send the password to the authorized person’s mobile phone via
SMS. Also in this method two passwords are referred thereby enhancing security by a great extent.
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1. INTRODUCTION

The traditional methods employed in security systems in various sectors such as banks, offices, houses etc. are mechanical
key method or single password method. These traditional methods are not fully secure due to robbery of keys or knowledge of
password. The proposed technique is implemented for bank locker security. For long, lockers have been the first choice to
safeguard valuables for most people and they continue to be the safest option.

Bank locker security is most important for the safety of the valuables. Present day bank security systems deploy
mechanical key method wherein a user possesses one of the two keys whereas an authorized bank official possesses the other.
The user has to tag the bank official along with him/her to access his/her locker. The user key along with the bank official's key
can provide access to the user. The conventional method has many drawbacks such as –

 Both the bank employees must have to present with the keys to open the locker.

 There is possibility of losing the key which makes the system insecure.

 The system is unable to match with today fast pacing digital world

 The keys can be duplicated
Due to the above mentioned drawbacks, a need has arose to develop a more secure, reliable and faster technique which

would overcome the drawbacks and provide full security to the customer. . Hence, we have proposed a more secure system
which employs RFID and GSM technologies. The proposed technique activates, authenticates and validates the user and then
unlocks the locker.

Our proposed system consists of a microcontroller, RFID reader, GSM modem, keyboard and LCD. The RFID reader reads
the ID number from a passive RFID tag and sends it to the microcontroller where it checks whether it belongs to a valid person
or not (from stored data in memory of microcontroller). If the ID number is valid, then microcontroller sends an SMS with
details of the activity and a randomly generated password.  The user then enters the same password through a matrix keyboard.
If the two passwords match (if the person at the locker site possesses the authorized mobile phone), the locker opens and the
user is provided access. However, if the passwords do not match (in case the mobile or the RFID tag is stolen), the locker
remains shut. This system can also create a log containing check-in and check-out of each user along with basic information of
user. [1]
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The paper consists of six sections. Section II discusses the working of our proposed technique. Section III discusses the
core components that are used in the proposed method. Section IV focuses on the advantages of the method and section V
discusses the limitations of the method. Section VI focuses on the future scope of development of the proposed method.

2. PROPOSED METHOD

2.1 BLOCK DIAGRAM
The block diagram of two way password verification system is shown in figure(1). It comprises of power supply section,

keyboard, RFID Reader, AT89C51 microcontroller, MAX232driver, relay driver, GSM modem and LCD. The GSM board has
a valid SIM card with sufficient recharge amount to make outgoing calls. The circuit is powered by regulated +5v dc.

Figure 1 Block diagram of proposed technique

The customer displays the RFID tag in front of  RFID reader within the range of 10-12 cm. An RFID tag is a microchip
combined with an antenna in a compact package. The packaging is structured to allow the RFID tag to be attached to an object
to be tracked. The tags antenna picks up signals from an RFID reader or scanner and then returns the signal, usually with some
additional data (like a unique serial number or other customized information). The tag used in the proposed method is a passive
tag. A passive tag is an RFID tag that does not contain a battery .The power is supplied by the reader. [2]

An RFID reader is then used to interrogate an RFID tag. When radio waves from the reader are encountered by a passive
RFID tag, the coiled antenna within the tag forms a magnetic field. The tag draws power from it, energizing the circuits in the
tag. The tag then sends the information encoded in the tags memory. The RX and TX pins of RFID reader connected to TX and
RX pins of AT89C51 microcontroller respectively. Then the reader senses the data from the tag and transmits the sensed data
to microcontroller via serial port.

The MAX232 IC is used to convert the TTL/CMOS logic levels to RS232 logic levels during serial communication of
microcontrollers with PC. The controller operates at TTL logic level (0-5V) whereas the serial communication in PC works on
RS232 standards (-25 V to + 25V). This makes it difficult to establish a direct link between them to communicate with each
other. MAX232 is a dual driver/receiver that includes a capacitive voltage generator to supply RS232 voltage levels from a
single 5V supply. Each receiver converts RS232 inputs to 5V TTL/CMOS levels. These receivers (R1 & R2) can accept ±30V
inputs. The drivers (T1 & T2), also called transmitters, convert the TTL/CMOS input level into RS232 level.

If the card is valid, then the microcontroller will then generate a random password using combination of mid-square and
linear congruential method random number generation algorithm and then sends this randomly generated password to the
mobile phone of the authenticated user using GSM.

The LCD is used to display the necessary information. Port pins P3.7 and P3.6 of the microcontroller are connected to
register-select (RS) and enable (E) pins of the LCD, respectively. Read/write R/W pin of the LCD is grounded to enable for
write operation. All the data is sent to the LCD in ASCII format for display. Only the commands are sent in hex form.
Register-select (RS) signal is used to distinguish between data (RS=1) and command (RS=0). Preset RV1 is used to control the
contrast of the LCD. Resistor 10k limits the current through the backlight of the LCD. [3]
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A SIM card is inserted in GSM module. The microcontroller will communicate with GSM module via RS232. The signal at
pin 11 of the microcontroller is sent to the GSM modem through pin 11 of max232. This signal is received at pin2 (RX) of the
GSM modem. The GSM modem transmits the signal from pin3 (TX) to the microcontroller through MAX232, which is
received at pin 10 of IC1. The MAX232 is an integrated circuit that converts signals from an RS-232 serial port to signals
suitable for use in TTL compatible digital logic circuits, so that devices works on TTL logic can share the data with devices
connected through Serial port (DB9 Connector). [4][5]

Then the account holder needs to enter the randomly generated password that is received by his mobile phone through the
keyboard. The microcontroller then compares the password entered by keyboard and the password that was send to the mobile
phone. If these passwords are matched the microcontroller provides high signal to port pin P3.2, transistor Q2 drives into
saturation, and relay RL1 energizes to open the locker. Simultaneously, the LCD shows “access granted” message. If the
password is not valid, the LCD shows “access denied” and the locker doesn’t open. This method is simple and more secured
than other systems.

2.2 RANDOM NUMBER GENERATION

Random password generation is one of the most striking feature of the proposed technique. The password to be distributed
among every user must be random so that the system remains secure. Thus every time a user accesses the locker, he/she will
get an eight digit random number as a password.

Random number generation technique used in our project is Mid-square method and Linear Congruential Method.

2.2.1 MID SQUARE METHOD
The middle-square method is a method of generating pseudorandom numbers. The method was first described in a

manuscript by a Franciscan friar (known only as Brother Edvin) sometime between 1240 and 1250. It was reinvented by John
von Neumann, and was notably described at a conference in 1949.

To generate a sequence of eight-digit pseudorandom numbers, a 4-digit starting value is created and squared, producing an
8-digit number. If the result is less than 8 digits, leading zeroes are added to compensate. The middle 4 digits of the result
would be the next number in the sequence, and returned as the result. This process is then repeated to generate more numbers.

2.2.2 LINEAR CONGRUENTIAL METHOD[6][7]
A linear congruential generator (LCG) is an algorithm that yields a sequence of randomized numbers calculated with a

linear equation. The method represents one of the oldest and best-known pseudorandom number generator algorithms. The
theory behind them is easy to understand, and they are easily implemented and fast, especially on computer hardware which
can provide modulo arithmetic by storage-bit truncation.

The generator is defined by the recurrence relation:

Xn+1 ≡ (aXn + c) (mod m) (1)

where X is the sequence of pseudorandom values, and
m, 0 < m — The "modulus"
a, 0 < a < m — the "multiplier"
c, 0 ≤ c < m — the "increment"
X0, 0 ≤ X0 < m — the "seed" or "start value"
are integer constants that specify the generator. If c = 0, the generator is often called a multiplicative congruential generator
(MCG), or Lehmer RNG. If c ≠ 0, the method is called a mixed congruential generator.

3. FLOWCHART
The flow of operation of our proposed technique is as follows:-
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Figure 2 Flowchart of proposed  method

4. ADVANTAGES AND DISADVANTAGES

4.1 ADVANTAGES

 The proposed method is not mechanized in nature which makes it more secure.

 In the proposed method, one does not need to remember the password as every time a user tries to access one’s
locker, a randomly generated password is made available to them.

 The system is more secure due to two way password verification of the authenticated user.

 The strength of the system lies in its robustness, randomness and the fact that no other person(bank official) but you
possess the parameters required to provide access to your locker.

4.2 DISADVANTAGES

 Our prototype employs GSM Modem to communicate with the authorized mobiles to avail to them their passwords.
However, GSM network is prone to phenomenon called "Deep Fade". The bank locker site is usually devoid of
GSM network facilities which inhibit our system to communicate with the end user. This leaves the user without a
password which is serves as a severe drawback to a system which boasts of robustness and randomness. Without a
password, the user cannot access his locker.

 Maintaining the Database of Registered or Authorized users by storing their mobile numbers using a microcontroller
and a memory chip can be a tedious job. The system demands for a solution which boasts of access to unlimited
memory for data management like a cloud or computer.

 The password generated by the system cannot compromise with the randomness of its value. The system demands a
strong algorithm to serve as Pseudo-random Number Generator (PRNG). Our proposed system uses an algorithm,
which though cannot be easily broken, produces a finite value of random numbers i.e. with a finite period.
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5. RESULTS

5.1 KEYS GENERATED USING MSLC (MIDDLE SQUARE LINEAR CONGRUENTIAL) ALGORITHM

Figure 3 Keys generated using MSLC Algorithm [8]

We have implemented the MSLC algorithm using Turbo C IDE and the results include 16 randomly generated keys
without any relationship between them.

5.2 RFID INTERFACING USING VIRTUAL TERMINAL

Figure 4 RFID interfacing using Virtual Terminal

This is the Proteus Simulation of RFID interfacing using Virtual Terminal. The RFID tag communicates serially and sends
the tag ID which can be viewed in the PROTEUS window using Virtual Terminal.

5.3 LCD AND KEYBOARD INTERFACING

Figure 5 LCD and Keypad interfacing

This is the Proteus Simulation of LCD and Keyboard interfacing with microcontroller generating Random Number which
is displayed on LCD.
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6. CONCLUSION
Although the proposed method suffers from a few drawbacks, it almost entirely overcomes all the drawbacks of the

existing mechanical two-key method. Our proposed method employs RFID module for authentication and validation of the
user and sends the randomly generated password generated by using MSLC algorithm to the user's mobile phone using GSM
module.

7. FUTURE SCOPE
 The problem of “Deep Fade" and Database Management can be resolved by using a centralized system to overlook

the operation of the lockers. Instead of maintaining an array of information using a microcontroller, one can think of
maintaining a database on a centralized server. The RFID tag ID can fetch an appropriate mobile number from the
server and send an SMS to the end user. The server room cannot be thought of without a network which resolves the
issue of Deep Fade.

 Algorithms with a large value of period such as Linear feedback shift register (LFSR), RC4 PRGA,
Naor-Reingold Pseudorandom function can be thought of to replace our algorithm.
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