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ABSTRACT 
Wireless Sensor Network is emerging technology with their limited energy, computation, and communication capabilities. In 
contrast of traditional network, wireless sensor networks are deployed in accessible areas, presenting a risk of physical attacks. 
Sensor networks interact closely with the physical environment because of these reasons current security approaches are 
inadequate in WSN .In order to facilitate applications that require packet delivery from one or multiple senders to one or 
multiple receivers must need proper security mechanism. Here we presented different types of security issues in WSN. 
Keywords: challenges, Attacks, Routing protocols, WSN 

1. INTRODUCTION 
The main basic goals of wireless sensor network are to gather information from the surrounding environment in which 
they are deployed. WSN have attracted much attention due to its great potential to be used in various applications.WSN 
consist of battery-operated sensors devices with computing, data processing, and communicating components. The 
sensors networks are generally deployed where monitoring and surveillance are required. 
Sensors are deployed in large numbers which are often impractical to gather from the individual sensors, particularly 
from the energy consumption point of view. The prime challenge for sensor networks consists of two facts. First, 
sensors are extremely resource constrained. Second, in many applications sensor nodes will be randomly deployed. This 
random deployment raises issue of dimensioning the network. Scattering too few nodes may result in lack of field 
coverage and disconnection in the network. On the other hand, scattering many nodes may result in an efficient 
network due to increased medium access control (MAC) collision and interference. 
Because of the limited resource on sensor nodes, size and density of the networks, unknown topology prior to 
deployment, and high risk of physical attacks to unattended sensors, it is a challenge to security of the wireless sensor 
networks. The security requirement is to provide confidentiality, integrity, authenticity, and availability of all 
information in limited resource constraints. 

2. SECURITY REQUIREMENT 
A sensor network is a special type of ad hoc network. Sensor network is quiet similar to ad hoc networks .The security 
requirement [1] of a wireless sensor network can be defined in following ways: 

 Authentication: As WSN communicates sensed data that is going to help us in making important decision. The 
receiver needs to ensure that the data used in any decision making process originates from the correct source. 
Similarly authentication is necessary during exchange of control information in the network. 

 Integrity: Data in transit can be changed by the attacker. Data loss or damage can even occur without the 
presence of a malicious node due to the harsh communication environment. Data integrity is to ensure that 
information is not changed in transit either due to malicious intent or by accident. 

 Data  Confidentiality: Application like surveillance of information, industrial secrets and key distribution need 
to rely on confidentiality. The standard approach for keeping confidentiality is through the use of encryption. 

 Data Freshness: Even if confidentiality and integrity are assured, we also need to ensure the freshness of each 
message. Data freshness suggests that the data is recent, and it ensures that no old messages have been 
replayed. To ensure that no old messages replayed a time stamp can be added to the packet. 

 Availability: Sensor nodes may run out of battery power due to excess computation or communication and 
become unavailable. It may happen that an attacker may jam communication to make sensors unavailable. The 
requirement of security not only affects the operation of the network, but also is highly important in 
maintaining the availability of the network. 
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 Secure localization: The sensor network often needs location information accurately and automatically. 
However an attacker can easily manipulate non-secured location information by reporting false signal 
strengths and replaying signals, etc. 

3. SECURITY CLASSES 
Attacks on the computer network can be broadly classified [2] as interruption. Interception, modification, and 
fabrication 

 Interruption is an attack on the availability of the network, for example physical capturing of the nodes, 
message corruption, insertion of malicious code etc. 

 Interception is an attack on confidentiality. The sensor network can be compromised by the attacker to gain 
unauthorized access to sensor node or data store within it. 

 Modification is an attack on integrity. Modification means unauthorized party not only accesses the data but 
tampers it, for example by modification the data packets being transmitted or causing a denial of service attack 
such as flooding the network with bogus data.  

 Fabrication is an attack on authentication. In fabrication an attacker injects false data and compromises the 
trustworthiness of the information. 

 

 

Figure 1 Security Classes 

4. CLASSIFICATION OF ROUTING PROTOCOLS IN WSN 
Depending on the network architecture and information used while taking routing decision, routing protocol in WSNs 
can be classified into  

 Flat-based routing  
 Hierarchical-based routing 
 Location-based routing 
 Network flow or quality of service 

4.1 Flat based routing protocol: 
Flat routing [3] assumes that nodes have uniform responsibility in the network. Sensor nodes relying on some short of 
flooding mechanism to spread query request in the network for gathering information. As a huge number of nodes are 
deployed in WSN, data is usually transmitted from every sensor node with significant redundancy. This type of 
protocols consumes more energy than others and therefore in order to minimize energy consumption, nodes aggregates 
data during transmission. Protocols that may be classified under this category are: flooding [4], gossiping [4], directed 
diffusion [5], SPIN [6], Rumor routing [7], The Minimum Cost Forwarding protocol, Energy Aware Routing. 
4.2 Hierarchical protocol: 
In hierarchical based routing [3], nodes in the network play different roles in different instance of time. The 
hierarchical routing conserves energy by adopting multi hop communication, data aggregation and fusion in WSN. In 
this architecture low energy nodes perform the sensing and communication in a short range where as higher energy 
nodes process and send the information in long range. Hierarchical routing increases overall system scalability, 
lifetime, and energy efficiency of WSN. It also reduces number of transmission. Hierarchical routing is usually a two 
phase routing where one phase is used to used select the cluster-heads and the other one is used for routing. Few 
protocols coming under this category are LEACH [8], PEGASIS [9], TEEN [10], APTEEN [11], SOP [12], TREPSI 
[13], TCDGP [14], QCCA [15], TTDD [16], etc. 
4.3 Location based protocol: 
In location based routing [3], sensor nodes are addressed by their locations. Most of the routing protocols conserve 
energy by transmitting to the nodes within area. The distance between neighboring nodes can be estimated on the basis 



International Journal of Application or Innovation in Engineering & Management (IJAIEM) 
Web Site: www.ijaiem.org Email: editor@ijaiem.org, editorijaiem@gmail.com  

Volume 2, Issue 3, March 2013   ISSN 2319 - 4847 
 

Volume 2, Issue 3, March 2013 Page 167 
 

of incoming signal strengths or accurately with the help of GPS. Coordinates of neighboring nodes can also be obtained 
by exchanging location information between neighbors. Here entire network is divided into small grids. In case there is 
no activity in a grid, nodes within that grid enter in to sleep mode to conserve energy. If the region to be sensed is 
unknown, using the location of sensors, the query can be diffused only to that particular region which will eliminate the 
number of transmission significantly. Location based routing protocols are well applicable to sensor networks where 
there is less mobility or no mobility. Some of the location based routing protocols are MECN [17], SMECN [18], GAF 
[19], GEAR [20], and SPAN [21] etc. 
4.4 Network flow and Qos aware protocols: 
In Qos based routing protocols [6], route setup is designed as a network flow problem. The sensor network paths are 
obtained by balancing energy consumption and data quality. The network has to satisfy certain Qos metrics, e.g., delay, 
energy, bandwidth, etc. When delivering data to the BS. To avoid single route failure in Qos- based routing protocol, 
multi-path approaches as well as localized path restoration schemes are used. Some of protocols categorized under this 
category are SAR [22], CEDAR [23], SPEED [24], etc. 

   5.  ATTACKS IN WSN 
Most of the routing protocols proposed for sensor networks and ad hoc network are not designed to handle security 
related issues. Therefore there is a lot of scope for attacks on them. Different types of attacks on WSN are: 

 Spoofed, altered, or replayed routing information  
 Selective forwarding attack 
 Sinkhole attacks 
 Sybil attack 
 Wormholes attack 
 HELLO flood attack 
 Acknowledgement spoofing 
 Sniffing attack 
 Energy drain attack 
 Black hole attack 
 Node replication attack 

 5.1 Spoofed, altered, or replayed routing information  
It is the most common attack on routing protocols. In this attack the attacker target the information that is going to be 
exchanged between the nodes. The attacker may be able to create routing loop, attract or repel network traffic, extend 
or shorten source routes, generate false error messages, partition the network, and increases end to end delay. The 
standard solution for the attack is authentication i.e., routers will only accept routing information from valid routers. 
These types of attack generally occur at physical layer. These attacks possible on hierarchical based routing protocols. 
Figure 2 (i) & (ii) show how attacker can attract and repel the network traffic respectively, by advertising a false path. 
Figure (iii) presents a scenario in which an attacker node creates a routing loop in the network.  

 
Figure 2: Spoofed attack, altered, replayed routing information 

 
5.2 Selective forwarding attack  

In wireless sensor network data is generally gather in multi hop mode. Multi hop network assume that participating 
nodes in faithfully forward and receive data packets. The attacker may introduce any malicious node in the network. 
This malicious node may refuse to forward data packets and simply drop them, ensuring that they do not propagate 
further in the network. The solution to this attack is to check the sequence number properly. Addition of data packet 
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sequence number in packet header can reduce this attack. This attack occurs at network layer in the wireless sensor 
network. This type of attack is possible on hierarchical based routing protocols; location based routing protocols, 
Network flow and QoS aware protocols. 
Figure 3(i) and (ii) show scenarios of selective forward its data forward attack. In figure (i), source node ‘S’ forwards 
its data packets D1, D2, D3, D4 to node ‘A’ and ‘A’ forward these received packets to node ‘B’. On other hand an 
attacker node AD selectively forwards packets D1, D3 while dropping packet D2 and D4. In another scenario shown in 
figure (ii) , an attacker may selectively drop packet originated from one source and forward that of others. 

Figure 3: Selective Forward attack 
5.3 Sinkhole attack 
In the sink hole attack [1], the attacker try to attract the nearly all the traffic from a particular area through a 
compromised node. A compromised node which is placed at the centre of some area creates a large “influence”, 
attracting all traffic destined for a base station from the sensor nodes. The attacker targets a place to create sinkhole 
where it can attract the most traffic, possibly closer to the base station so that the malicious node could be perceived as 
a base station. This may be very difficult for an attacker to launch such an attack in a network where every pair of 
neighboring nodes uses a unique key to initialize frequency hopping or spread spectrum communication. Sinkholes are 
difficult to defend in protocol that use advertised information such as remaining energy or an estimate of end to end 
reliability to construct a routing topology because this information is hard to verify. This attack occurs at network layer. 
This type of attack is possible on flat based routing protocol, hierarchical routing protocols, Network flow and QoS 
aware routing protocols. 
The figure 4 demonstrates sinkhole attack where ‘SH’ is a sinkhole. The sinkhole attracts traffic from nearly all the 
nodes to route through it. 

 
Figure 4: Sink hole attack 

 
5.4 Sybil attack 
In the WSN the routing protocols assume that every node in the network has a unique identity. In the Sybil attack [1], 
the attacker can appear to be in multiple places at the same time. This can be done by creating fake identities of nodes 
located at the edge of the communication range. Multiple identities can be occupied within the sensor network either by 
fabrication or stealing the identities of legitimate nodes. Sybil attack is threat to geographic routing protocols. Location 
aware routing often requires to exchange coordinate information with their neighbors to form a network. So it expects 
nodes to be present with a single set of coordinates, but through Sybil attack an attacker can” be more than one place at 
a time”. Since identity fraud leads to Sybil attack, proper authentication can defend it. This attack occurs at network 
layer. This type of attack is possible on flat based routing protocols, hierarchical routing protocols, location based 
routing protocols. The figure 5 demonstrates Sybil attack where an attacker node ‘AD’ is present with multiple 
identities. ‘AD’ appears as node ‘F’ for ‘A’, ‘C’ for ‘B’ and ‘A’ as to ‘D’ so when ‘A’ wants to communicates with ‘F’ 
it sends the message to ‘AD’. 
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Figure 5: Sybil attack 
 

5.5   Wormhole attack 
In this attack an attacker could convince nodes who would normally be multiple hops from a base station that they are 
only one or two hops away from away via the wormhole. The simplest case of the attack is to add a malicious node 
forwarding data between two legitimate nodes. Wormhole [1] often convinces distant nodes that they are neighbors, 
leading to quick exhaustion of their energy resources. An attacker situated close to a base station may be able to 
completely disrupt routing by creating a well placed wormhole. Wormhole can be effective even if the routing 
information is encrypted or authentication. This attack can be launched by insider as well as by outsider. When this 
attack is combined with selective forwarding and the Sybil attack it is very difficult to defend. The solution requires 
clock synchronization and accurate location verification, which may limit its applicability to WSN. This attack occurs 
at network layer of wireless sensor network. This type of attack is possible on flat based routing protocols, Hierarchical 
routing protocols, location based routing protocols, Network flow and QoS aware routing protocols. 

Figure 6 demonstrates wormhole attack where ‘WH’ is the attacker node which creates a tunnel between nodes ‘E’ 
and ‘I’. These nodes are presents at most distance from each other.                           

                                            
                                                Figure 6: Wormhole attack 
 

5.6 HELLO flood attack  
Many protocols require to broadcast HELLO packets for neighbor discovery, and a node receiving such a packet may 
assume that it is within radio range of the sender. An attacker with large arrange transmission power could convince 
every node in the network that the attacker is its neighbor, so that all the nodes will respond to the HELLO message 
and waste their energy. The result of a HELLO flood is that every node thinks the attacker is within one-hop radio 
communication range. If the attackers subsequently advertise low cost routes, nodes will attempts to forward their 
message to the attacker. Protocols which depends on localization information exchange between neighbors nodes for 
topology maintenance or flow control are also subjected to this attack. HELLO flood can also be thought of as one-way, 
broadcast wormhole. This attack can be prevented by verifying the bi-directional of local links before using them is 
effective if the attacker possesses the same reception capabilities as the sensor devices. Another way by using 
authenticated broadcast protocols. This attack occurs at network layer in WSN. This attack is possible on flat based 
routing protocols, hierarchical routing protocols; location based routing protocols, Network flow and QoS aware 
routing protocols. 

The figure 7 demonstrates how the attacker node ‘AD’ broadcast hello packets to convince nodes in the network as 
neighbor of ‘AD’. Though some nodes like I, H, F are far away from ‘AD’ they link ‘AD’ as their neighbor and try to 
forward packets, through it which results in wastage of energy and data loss. 



International Journal of Application or Innovation in Engineering & Management (IJAIEM) 
Web Site: www.ijaiem.org Email: editor@ijaiem.org, editorijaiem@gmail.com  

Volume 2, Issue 3, March 2013   ISSN 2319 - 4847 
 

Volume 2, Issue 3, March 2013 Page 170 
 

 

 
 

Figure 7: HELLO flood attack 
 

5.7 Acknowledgement spoofing [25] 
In WSN there are many routing protocols that rely on implicit or explicit link layer acknowledgments. Due to the 
inherent broadcast medium, an attacker can spoof link layer acknowledgement for “overhead” packets addressed to 
neighboring nodes. Protocols that choose the next hop based on reliability issues are susceptible to acknowledgment 
spoofing. This result in packet being lost when travelling along such links. The goal includes convincing the sender 
that a weak link is strong or that a dead or disabled node a alive. Since packet sent along weak or dead link are lost, an 
attacker can effectively mount a selective forwarding attack using acknowledgement spoofing by encouraging the target 
node to transmit packet on those links. Acknowledgement spoofing attacks can be prevented by using good encryption 
techniques and proper authentication for communication. This attack occurs on link layer of wireless sensor networks. 
This attack is possible on hierarchical routing protocol, location based routing protocols, Network flow and QoS aware 
routing protocols. 
In figure 8 node E sends data to node G. However, node G is down and an attacker node AD, knowing that node G is 
dead, acknowledges on behalf of G. This convene E that G is still actively receiving the packets. 

 
       

Figure 8: Acknowledgement spoofing 
 
5.8 Sniffing attack 
Sniffing attack [1] is good example of interception or listen-in channel attack. In this attack an attacker node is placed 
in the proximity of the sensor grid to capture data. The collected data is transferred to the intruder by some means for 
further processing. This type of attack will not affect the normal functionality of the routing protocols. An attacker can 
launch this attack for gather valuable data from the sensors. This type of attack is performed on military or industrial 
secrets. This attack is based on the inherit vulnerability of the wireless networks of having unsecured and shared 
medium. Sniffing attacks can be prevented by using proper encryption techniques for communication. This attack 
occurs on physical layer in WSN. This attack is possible on flat based routing protocols, hierarchical routing protocols; 
location based routing protocols, Network flow and Qos aware routing protocols. 
In this figure 9 sniffing attack is shown. Suppose it is an object tracking system. Node ‘A’ traces the object and finds a 
path to base station through nodes B, C and D. Node D is responsible to send the data to base station. An attacker node 
AD which is placed nearer to the node ‘D’ captures the data and sends to its data processing centre without disturbing 
the network. 
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Figure 9: Sniffing attack 
 

5.9 Data integrity attack 
Data integrity attacks [26] compromise the data travelling among the nodes in WSN by changing the data contained 
within the packets or injecting false data. The attacker node in WSN must have more processing, memory and energy 
than the sensor nodes. The goals of this attack are to falsify sensor data and by doing so compromise the victim’s 
research. It also falsifies routing data in order to disrupt the sensor network’s normal operation, possibly making it 
useless. This is considered to be a type of denial of service attack. This attack can be defended by adapting asymmetric 
key system that is used for encryption or we can use digital signatures, but this requires a lot of additional overhead and 
is difficult to adapt in WSN.This attack occurs on physical layer. This attack is possible on flat based routing protocols, 
hierarchical routing protocols, Network flow and Qos aware routing protocols. 
Figure 10 shows an example of data integrity attack. In figure node A sends data packets to B. This packet contains 
destination id (B), data (10) and packet sequence number (1). An attacker node AD modifies this data as 5 forwards it 
to node B. 

 
 

Figure 10: Data integrity attack 
 

5.10 Energy drain attack 
One of the constrained resources of WSN is energy. It is difficult to replace or recharge sensor nodes batteries. Because 
there is limited amount of energy available, the attackers may use compromised nodes to inject fabricated reports into 
the network or generate large amount of traffic in the network. Fabricated reports will cause false alarms that waste real 
world response effort, and drain the finite amount of energy in a battery powered network. However, the attack is 
possible only if the intruder’s node has enough energy to transmit packets at a constant rate. The aim of this attack is to 
destroy the sensor nodes in the network, degrade performance of the network and ultimately split the network grid and 
consequently take control of part of the sensor network by inserting a new sink node. To minimize the damage caused 
by this attack fabricated reports should be dropped en-route as early as possible. This attack occurs on physical layer in 
WSN. This attack is possible on flat based routing protocols, hierarchical routing protocols; location based routing 
protocols, Network flow and Qos aware routing protocols. 
 
In figure 11 attacker node ‘AD’ generates false data continuously. Its immediate neighbor nodes ‘D’, ‘F’ and ‘G’ 
responds to ‘AD’ and finally drains there battery. 
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Figure 11: Energy drain attack 
 

5.11 Black hole attack 
The black hole attack [1] position a node in range of the sink and attracts the entire traffic to be routed through it by 
advertising itself as the shortest route. The attacker drops packets coming from specific sources in the network. This 
attack can isolate certain nodes from the base station and creates a discontinuity in network connectivity. This attack is 
easier to detect than sink hole attack. This attack generally targets the flooding based protocols. Another interesting 
type of attack is homing. In a homing attack, the attacker looks at network traffic to deduce the geographic location of 
critical nodes, such as cluster heads or neighbors of the base station. The attacker can then physically disable these 
nodes. This leads to another type of black hole attack. This attack aims to block the traffic to the sink and to provide a 
better ground for launching other attacks like data integrity or sniffing. This attack can be prevented if we can restrict 
malicious node to join the network. Network setup phase should be carried out in a secure way. This attack is possible 
at physical layer. This attack is possible on flat based routing protocols, hierarchical protocols, location based routing 
protocols and Network flow and Qos aware routing protocols. 
In the figure 12, BH is the black hole which first convenes the network that it is the nearest node to base station and 
attracts the network to route data through it. When it receives data from neighboring nodes it drops them. 

 

                                
 
                                      Figure 12: Black Hole attack 
 

5.12   Node replication attack 
This is an attack where attacker tries to mount several nodes with same identity at different places of existing network. 
There two methods for mounting this attack. In first method the attacker captures one node from the network and 
creates clone of a captured node and mounts in different places of the network. In second method attacker may generate 
a false identification of a node then makes clone nodes tries to generate false data to disrupt the network. Node 
replication attack is different form Sybil attack. In Sybil attack a single node exists with multiple identities but in node 
replication attack multiple nodes present with same identity. 
Therefore in Sybil attack an attacker can succeed by monitoring only a single node where as node replication attack 
requires more nodes to be mounted throughout the network this increases the chance of detection. This attack can be 
avoided if we centrally compute the data gathering path by the BS then multiple place occurrence of the node can be 
detected. The other way to detect the attack is verifying the identities of nodes by a trustworthy node. This attack occurs 
on application layer. This attack is possible on flat based routing protocols, hierarchical routing protocols and Network 
flow and QoS aware routing protocols. 
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In this figure 13, N is the identity of cloned nodes which are mounted in multiple places in the network to bias the 
entire network. 

                            
 
                                Figure 13: Node replication attack 

6. CONCLUSION 
Security in sensor network has been an increasingly important issue in both in industry as well as in academics. 
Physical security in WSN is not possible because of the reason of the broadcast nature and resource limitation on sensor 
nodes and uncontrolled environment where they are left unattended; hence there are many security threats in WSN. In 
this paper we enumerated different category of routing protocols, among which none of the protocol is designed to take 
care of security issues in WSN. Even some of the protocols are vulnerable to every security attack. Hierarchical routing 
protocol and Network flow and QoS aware routing protocols are vulnerable to almost every attack. Attacks like 
wormhole, HELLO flood, sniffing, energy drain, and black hole are possible on every type of routing protocols. In 
Table 1 various security schemes are summarized for wireless sensor networks. 

Table 1 Summary of Various Security Schemes for Wireless Sensor Network 
     
     ATTACKS 

 
NETWORK 
ARCHITECTURE 

 
LAYERS 

 
SECUTITY SCHEMES 

 
PROTOCOLS 

Spoofed, altered, 
replayed routing 
information 

Traditional wireless 
sensor network 

Physical layer On communication security Hierarchical 

 
Selective forward 

Traditional wireless 
sensor network 

Physical layer Packet sequence numbers Hierarchical, location 
based, network flow 

 
Sinkhole attack 

Traditional wireless 
sensor network 

Physical layer Unique  key to initialize 
frequency hopping 

Flat based, hierarchical, 
network flow and Qos 
aware 

 
Sybil attack 

Traditional wireless 
sensor network 

Network Layer Strong authentication 
mechanism, Radio resource 
Testing, Random key 
distribution 

Flat based, hierarchical, 
location based 

Wormhole attack Traditional wireless 
sensor network 

Network Layer Clock Synchronization and 
accurate location verification 
and TIK 

Flat based, hierarchical, 
location based, 
Network flow and Qos 
aware 

HELLO flood attack Traditional wireless 
sensor network 

Transport Layer Bi-directional verification, 
multi path multi base station 
routing. 

Flat based, hierarchical, 
location based, 
Network flow and Qos 
aware 

Acknowledgement 
spoofing 

Traditional and 
distributed wireless 
sensor network 

Physical layer SNEP, TESLA, Random key 
distribution 

Hierarchical, location 
based, Network flow 
and Qos aware 

 
Sniffing attack 

Traditional wireless 
sensor network 

Physical layer Encryption of data properly Flat based, hierarchical, 
location based, 
Network flow and Qos 
aware 

 
Energy drain attack 

Traditional wireless 
sensor network 

Transport Layer Fabricated reports should be 
dropped en-route as soon as 
possible 

Flat based, hierarchical,  
Network flow and Qos 
aware 

 Traditional wireless Network Layer REWARD Flat based, hierarchical, 
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Black-hole attack sensor network location based, 
Network flow and Qos 
aware 

 
Node replication 
attack 

Traditional wireless 
sensor network 

Network Layer Central computing of data 
and authentication 

Flat based, hierarchical,  
Network flow and Qos 
aware 
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