
International Journal of Application or Innovation in Engineering & Management (IJAIEM) 
Web Site: www.ijaiem.org Email: editor@ijaiem.org, editorijaiem@gmail.com  

Volume 2, Issue 3, March 2013   ISSN 2319 - 4847 
 

Volume 2, Issue 3, March 2013 Page 344 
 

 

ABSTRACT 
This seminar works on approach for obtaining optimal number of features to build an efficient model for intrusion detection 
system (IDS). Most Intrusion Detection Systems (IDSs) are designed to handle specific types of attacks. It is evident that no 
single technique can guarantee protection against future attacks. To handle large scale network access traffic and 
administrative control of data and application in cloud, a new multi-threaded distributed cloud IDS model has been proposed. 
Facing new application scenarios in cloud computing, the IDS approaches yield several problems since the operator of the IDS 
should be the user, not the administrator of the cloud infrastructure. Extensibility, efficient management, and compatibility to 
virtualization-based context need to be introduced into many existing IDS implementations. 
Keywords: Cloud computing, IDS, SaaS, IaaS, PaaS, Protection tools  

1. INTRODUCTION 
Cloud computing is internet based computing where virtual shared servers provide software, infrastructure, platform, 
devices and other resources and hosting to customer as a service on pay-as you-use basis. Figure 1. Shows the concept 
[7].  With Cloud Computing becoming a popular term on the Information Technology (IT) market, security and 
accountability has become important issues to highlight. There are a number of security issues/concerns associated with 
cloud computing but these issues fall into two broad categories: Security issues faced by cloud providers (organizations 
providing Software-, Platform-, or Infrastructure-as-a-Service via the cloud) and security issues faced by their 
customers.[12] In most cases, the provider must ensure that their infrastructure is secure and that their clients’ data and 
applications are protected while the customer must ensure that the provider has taken the proper security measures to 
protect their information.[3].Cloud computing also describes applications that are extended to be accessible through the 
Internet. These cloud applications use large data centers and powerful servers that host Web applications and Web 
services. Anyone with a suitable Internet connection and a standard browser can access a cloud application. Cloud 
computing is a concept put forward by Google, which is a new way to play with computer and Internet. It is a kind of 
computing which is based on the internet. Shared information is provided to computers and other devices on demand, 
like the electricity grid.  

 
Figure 1: Cloud Computing. 

As shown in Figure. 1, Cloud services are offered in terms of Infrastructure-as-a-service (IaaS) Compute resources 
(processors, memory, storage, bandwidth, etc.) are provided in an as-needed, pay-as-you-go model. IaaS is able to 
provide from single server up to entire data centers [17].    
Platform-as-a-service (PaaS) Applications are built in the ‘cloud’ on the platform using a variety of technologies [9]. 
and Software-as-a-service (SaaS) Applications (word processor, CRM, etc.) or application ser-vices (schedule, calendar, 
etc.) execute in the ‚cloud‛ using the interconnectivity of the internet to propagate data [9]. 
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It follows a bottom-up approach wherein at the infrastructure level; machine power is de- livered in terms of CPU 
consumption to memory allocation. On top of it, lies the layer that delivers an environment in terms of framework for 
application development, termed as PaaS. At the top level resides the application layer, delivering software outsourced 
through the Internet, eliminating the need for in-house maintenance of sophisticated software.  At the application layer, 
the end users can utilize software running at a remote site by Application Service Providers (ASPs). Here, customers 
need not buy and install costly software. They can pay for the usage and their concerns for maintenance are removed. 

The deployment models, depending on how resources are organized and how they are available to users can be 
classified as: 
 Public cloud, where access is available to the general public and may be owned and managed by a private, academic, 

government, or any combination. 
 Private cloud infrastructure is provisioned for exclusive use by a single organization. 
 Community Cloud, infrastructure is provisioned for exclusive use of a specific user community (organizations with 

common interests). 
 Hybrid cloud, where the cloud infrastructure is made up of any combination of different infrastructures (private, 

public or community), becoming a single cloud. 
The advantage of using cloud computing is to allow hiring new features as they are needed, reducing costs in 
infrastructure and maintenance. 

 
2. INTRUSION DETECTION SYSTEM 

Intrusion detection systems (IDS) are an essential component of defensive measures protecting computer systems and 
network against harm abuse. It becomes crucial part in the Cloud computing environment. The main aim of IDS is to 
detect computer attacks and provide the proper response. An IDS is defined as the technique that is used to detect and 
respond to intrusion activities from malicious host or network. 
Intrusion Detection Intrusion detection is the process of monitoring the Events occurring in a computer system or 
network and analyzing them for signs of intrusions. Intrusions are defined as attempts to compromise the 
confidentiality, integrity or availability of computer or network or to bypass its security mechanisms [16]. 

2.1. Types of IDS: 
There are two main categories of intrusion detection technique 
 Misuse detection  

Misuse Detection model refers to detection of intrusions that follow well-defined intrusion patterns. It is very useful 
in detecting known attack pattern [10].  

 Anomaly detection  
Anomaly detection refers to detection performed by detecting changes in the patterns of utilization or behavior of the 
sys-tem. It can be used to detect known and unknown attack. Anomaly Detection identifies abnormal behavior 
(anomalies) [2].There are mainly two categories of IDSs, network based and host based. In addition, the IDS can be 
defined as a defense system, which detects hostile activities in a network. 

 
2.2. IDSs can be further classified according to the data collection: 

    NIDS (Network Intrusion Detection-based) detection systems based on network data capture network traffic for 
analysis, looking for signatures of known attacks and abnormalities in the activities of monitored hosts on the 
network. The IDS should be located in a point with full visibility of network traffic monitor. Fig 2 shows the 
Network Based Intrusion Detection System. 

 
Fig 2.NIDS 

   HIDS (Host-based Intrusion Detection): detection systems, host-based monitor the activity of a local host. It 
can use log files of operating system events or databases for analysis. The goal is to identify attacks and 
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attempts of unauthorized access to the machine itself. In this case, the IDS is located on the machine monitor. 
Fig 3 shows the Host-based Intrusion Detection. 

 
Fig 3.HIDS 

3. INTRUSION DETECTION SYSTEM IN CLOUD COMPUTING ENVIRONMENT. 
In [4], architecture for intrusion detection in cloud computing environments is proposed. The proposed solution creates 
separate instances of IDS for each user and uses a single controller to manage the instances. In this IDS architecture, 
signature as much learning can be used as a detection method.  Figure shows the proposed architecture. 

 

Figure 4 . Intrusion Detection System in Cloud Computing Environment [4]. 
 

In the proposed architecture, the IDS is composed of instances classified as "mini IDS" created by a central IDS 
controller. The instances are deployed between each user and the cloud service provider. According to the authors, the 
main advantage is the reduction in workload because this one is split between multiple instances of the IDS to carry out 
their work in a better way than with single IDS for the whole cloud. Thus, whenever a user wants to access cloud 
services an instance of the IDS is provided by IDS Controller, with the responsibility monitoring and achieving 
protection. 
 

4. PROTECTION TECHNIQUES 
4.1. Intrusion Detection System: 

The Intrusion Detection System (IDS) is used to detect many kinds of attacks behavior that can compromise the security 
of the web application system. These kinds of attacks that can be detected by the IDS include Worms, Viruses, 
unauthorized logins, access to sensitive files and folders, increase access privileges [13]. 

 

 
Fig. 5: Intrusion Detection/prevention Systems 
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4.2. Intrusion Prevention System: 
Another automated protection tools is called the Intrusion Prevention System (IPS). The IPS is usually a device that 
monitors the network in order to study the behavior of the authorized user in the network. Therefore, the IPS will 
prevent unauthorized users from access the web application and the network resources. [5]. 

4.3. Passwords: 
The passwords strength of security is depending on the users who create them and the combination of characters, letters 
and numbers. Generally, the easiest method to access a password of web application defenses is with inside knowledge. 
The attacker may track someone profile of social web site in order to get information about him to guess his 
organization web application password [6]. Nowadays, most of the web application that server clients try to show the 
clients the complexity level of their password when creating their accounts or after that. Other web application also 
choose a default random password that is very complex and hard to remember from the users themselves, which make 
them write it down anywhere cause another threat possibility. Password itself cannot be the only protection technique 
that a company uses. 

4.4. SSL and Data Encryption:  
The Socket Secure Layer (SSL) protocol and data encryption may secure the customer data during the transmission of 
these data from the web server to the client machine. However, the server and the client system need to decrypt these 
data once they want to read it or modify it [7]. Data encryption same as password cannot be work alone without other 
protection technique. Usually this encryption and decryption are based on shared key that both the client and the server 
need to know. Therefore, distribution of this shared key should be also run through a secure process. 

4.5. Firewalls: 
As shown in Figure 5 the firewall is like a barrier inside the network to allow only the people who have authorized 
access to pass through this gate. Firewall can be either hardware device or software tool that can be configured to allow 
and block certain users, packets, ports, or even Internet Addresses (IPs). The attacker may make a huge process in order 
to convince the firewall that he is an authorized user to pass through it and this is what usually happens in the Trojan 
horse virus [2]. In the computer networks, a firewall is working with a router. The firewall scans each network packet 
to decide whether to forward it toward its destination inside my company network or forbidden its pass. A firewall also 
includes or works with a proxy server that creates network requests on behalf of the users systems. A firewall is often 
installed in a specially designated computer separate from the rest of the network so that not any arrived packet can get 
directly at the servers system in the company network. 

4.6. Standard Scanning Programs: 
The known attacks and security threats are stored in automated tools to scan all the programs and packet sent or 
received on the clients system. Most of these automated scanners protect the organizations network from known attacks 
made before on hardware devices and software. Most of these scanners secure your systems from fixed list of threats. 
Therefore, there is no guarantee to protect your applications and systems from new expected kind of attacks that did not 
happen before. Sometimes they can alert they users that doing some actions or accessing some file will be vulnerable 
and security risk. Usually these applications require daily update for its libraries in order to update the list of threats to 
include the new threats that just happen to other computer systems [11]. 

4.7. Internet Service Provider: 
Most of the protection techniques is mainly to guarantee securing the systems and data inside an organization. 
However, what about the internet service providers (ISPs). Most of the ISPs do not care about security same as the 
application productions companies. Security is not their business. Nevertheless, nowadays most of these third parties 
start looking for security improvements in order to enhance or keep their reputation in the IT markets [14]. 

4.8. Code Implementation: 
Programmers are not security experts that why they do not consider that much the security threats while developing an 
application. Some huge development companies apply security testing for their applications after the development 
phase. While the most of these companies only deals with security after their applications face an attack. However, in 
order to protect your system you should not only test the code but you need to implement all the validation and 
verification required in the code development phase. In addition, to secure all the servers and databases that is worked 
in the background of these applications. Tester mainly are not attacker that why he cannot imagine the complete way of 
attacking the system. Therefore, companies should start looking for hiring attacker in their quality assurance 
departments [15, 8]. 
 

5. CIDS: A FRAMEWORK FOR INTRUSION DETECTION IN CLOUD SYSTEMS 
A framework for cloud-based IDS is proposed in [1]. The goal is to deal with attacks like masquerade attacks (where 
threats pose as legitimate users), Host-based attacks (which may be a consequence of masquerade attacks) and Network-
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based attacks. CIDS also summarizes the intensive network IDS alerts by sending summary reports to the administrator 
of the cloud. 
The CIDS framework components are: 
 Cloud node: contains the resources that are accessed uniformly through the cloud middleware. 
 Guest Task: sequence of actions and commands submitted by the user to an instance of VM. 
 Logs & audit collector: It is located inside the VM and acts as a sensor for both the CIDS detector as well as the 

HIDS detector for collecting logs, audit data and action sequences and user commands. 
 Instance VM: encapsulates the system to be monitored using VMM (Virtual Machine Monitor). The detection 

mechanisms are implemented outside the VM, staying away from attackers. A single instance of VM monitoring 
can observe multiple VMs. 

 Type II VMM: CIDS uses VMM of type II, implemented as a process in the host operating system on the physical 
machine. 

 The audit System: it implements three main functions which are: monitoring messages exchanged between nodes by 
extracting their behavior; monitoring the logging system of the middleware itself and collecting all audit data and 
events in middleware such as user login and submitted tasks. 

 CIDS correlator and detector: correlates and analyzes user behavior according to its own heuristic. 
 HIDS correlator and detector: correlates log users and subscriptions collected from various sources. 
 Behavior-based database: database and historical profiles of cloud users. 
 Knowledge-based database: the database of rules and signatures of known attacks. 
 Alert System: uses the mechanisms of middleware communication to alert other nodes in the case of components of 

(HIDS or CIDS) find some pattern of attack. 
 Parser and Summarizer: summarizes the alerts sent by the NIDS. 
 Report producer: collect any cloud IDS alerts and sends a report on the attack to the cloud scheduler. 
 

6. CONCLUSION 
In this paper we mainly concentrate on Analysis of Intrusion Detection System (IDS) For Cloud Computing. The 
concept is still evolving, and new methodologies are nowadays considered to belong to cloud computing. The main 
advantage in using virtualization in IDS is the isolation of the monitored environment, providing an added layer of 
security and preventing threats having access to user information or to disable protection in the underlying system. As 
the cloud environment provides more resources for users, the IDS can increase the number of sensors to monitor the 
growth of the cloud. With this elasticity, the IDS becomes more effective in detecting intrusion in cloud computing 
environments. 
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