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Abstract 
In Mobile Ad Hoc Network (MANET), Multimodal Biometric technology plays an essential role in giving security between 
user-to-device authentications Multimodal biometrics are deployed to work with Intrusion Detection Systems (IDS) to alleviate 
the shortcomings of unimodal biometric systems. Since each device in the network has specific measurement and estimation 
limitations, more than one device needs to be chosen, and observations can be fused to increase observation accuracy using 
Dempster–Shafer theory. Based on the security posture, system concludes which biosensor (IDS) to select and whether user 
authentication (or IDS input) is essential. 
Keywords-Authentication, biometrics, intrusion detection, mobile ad hoc networks (MANETs), security. 

1. INTRODUCTION 
In high-security MANETs, user authentication is critical in preventing unauthorized users from accessing or modifying 
network resources. Because the chance of a device in a hostile environment being captured is extremely high, 
authentication needs to be performed continuously and frequently [1]. The frequency depends on the situation severity 
and the resource constraints of the network user authentication can be performed by using one or more types of 
validation factors: knowledge factors, possession factors, and biometric factors. Knowledge factors (such as passwords) 
and possession factors (such as tokens) are very easy to implement but can make it difficult to distinguish an authentic 
user from an impostor if is no direct connection between a user and a password or a token. Biometrics technology, such 
as the recognition of fingerprints, irises, faces, retinas, etc., provides possible solutions to the authentication problem 
[2]. Using this technology, individuals can be automatically and continuously identified or verified by their 
physiological or behavioral characteristics without user interruption [2], [3].User authentication can be performed by 
using one or more types of validation factors: knowledge factors, possession factors, and biometric factors. Knowledge 
factors (such as passwords) and possession factors (such as tokens) are very easy to implement but can make it difficult 
to distinguish an authentic user from an impostor if there is no direct connection between a user and a password or a 
token. Biometrics authentication is strong technology certainly far superior to the password  approach that is by far  the 
most common form of authentication  the technology is mature the product exist standard products interfaces reliability 
rates are acceptable and cost are reasonable. 
Intrusion detection system or IDS are relatively recent development in information security the purpose of IDS is to 
detect attack before during and after they have occurred [Deven shah] intrusion detection systems (IDSs) are important 
in MANETs to effectively identify malicious activities and so that the MANET may appropriately respond. IDSs can be 
categorized as follows [4]: 1) network-based intrusion detection, which runs at the gateway of a network and examines 
all incoming packets; 2) router-based intrusion detection, which is installed on the routers to prevent intruders from 
entering the network; and 3) host-based intrusion detection, which receives the necessary audit data from the host’s 
operating system and analyzes the generated events to keep the local node secure. For MANETs, host-based IDSs are 
suitable since no centralized gateway or router exists in the network. 

2. BOIMETRIC-BASED USER AUTHENTICATION 
There are many different type of biometrics including such traditional such traditional example are fingerprints and 

handwritten signature more recently, biometric based on automated facial recognition, speech recognition gait 
(walking) recognition and even a “digital doggie “ (odor recognition)among many other have been introduced. The 
field of biometrics is currently a very active research area. In the  information security arena, the main impetus behind 
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biometrics is as a replacement for password usable biometric authentication system exist, include the thumbprint 
mouse, palm print system for secure entry into restricted space ,the use of fingerprints to unlock car door 
In the proposed system, the biometric systems operate in authentication mode (one-to-one match process) to address a 
common security concern: positive verification (the user is whoever the user claims to be). Based on a comparison of 
the matching score between the input sample and the enrolled template with a decision threshold, each biometric 
system outputs a binary decision: accept or reject. In most real-world implementations of biometric systems, biometric 
templates are stored in a location remote to the biometric sensors. In biometric authentication processes, two kinds of 
errors can be made:  
1) False acceptance (FA)  
2) False rejection (FR).  
FAs result in security breaches since unauthorized persons are admitted to access the system/network. FRs result in 
convenience problems since genuinely enrolled identities are denied access to the system/network, and maybe some 
further checks need to be done. The frequency of FA errors and of FR errors is called FA rate (FAR) and FR rate 
(FRR), respectively. The FAR can be used to measure the security. The equal rate is the rate at which the fraud  and 
insult rate are the same. Fingerprint are routinely used for identification particularly in criminal case. Fingerprints 
biometrics works by first capturing an image of the fingerprint. the image then enhance using various image processing 
techniques the shape of the hand is carefully measured including width and length of the fingers and hand. One 
advantage of hand geometry system is that they are fast, taking less than one minute. 
 

3. INTRUSION DETECTION SYSTEMS 

The primary focus of computers security is intrusion prevention where the goal is to prevent intrusion and firewall are 
certainly form of intrusion prevention intrusion prevention. Can be viewed as the information security analog of 
locking the doors on your car.IDS Intrusion detection system or IDS are relatively recent development in information 
security the purpose of IDS is to detect attack before during and after they have occurred Intrusion detection is a process 
of monitoring computer networks and systems for violations of security and can be automatically performed by IDSs. 
Two main technologies of identifying intrusion detection in IDSs are given as follows: Signature based IDS detection 
and Anomaly based IDS detection [8]. Missed used is the most common signature-based technique, where 
incoming/outgoing traffic is compared against the possible attack signatures/patterns stored in a database. If the system 
matches the data with an attack pattern, the IDS regards it as an attack and then raises an alarm. The main drawback of 
misuse detection is that it cannot detect new forms of attacks. Anomaly detection is a behavior-based method, which 
uses statistical analysis to find changes from baseline behavior. This technology is weaker than misuse detection but 
has the benefit of catching the attacks without signature existence[8].There are two basic architecture for IDS Host 
based IDS: apply their detection method or method to activity that on host. these system are designed to detect attack 
such as buffer overflow  and escalation of privilege. host based system have little or no view of network activity. 
Network based IDS apply their detection method to network traffic these system are designed to detect attack such as 
denial of  service, network probe these system may have overlap with firewall. network based system have little or no 
direct  view of host based attack.   
Multiple algorithms have been applied to model attack signatures or normal behavior patterns of systems. Three 
common algorithms are [9] naive Bayes, artificial neural network (ANN), and decision tree (DT). A naive Bayes 
classifier is based on a probabilistic model to assign the most likely class to a given instance. ANN is a pattern 
recognition technique with the capacity to adaptively model user or system behavior. DT, which is a useful machine 
learning technique, is used to organize the attack signatures into a tree structure. Most of the IDSs only use one of the 
preceding algorithms. IDSs can make two kinds of errors: false positive (FP) and false negative (FN). FNs result in 
security breaches since intrusions are not detected, and therefore, no alert is raised. The false negative rate (FNR) can 
be used to measure the secure characteristics of the IDSs since a low FNR implies a low possibility that intrusion occurs 
without detection. 
 

 
Figure 1 Example framework for a MANET with biosensors and IDSs 
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4. DATA FUSION OF BOIMETRICS SENSOR 
L sensors are chosen for authentication and intrusion detection at each time slot to observe the security state of the 
network. To obtain the security state of the network, these observation values are combined, and a decision about the 
security state of the network is made. It can be quite difficult to ascertain which observers are compromised. Therefore, 
choosing an appropriate fusion method is critical for the proposed scheme. Existing fusion methods can be classified as 
follows based on the output information level of the base classifiers:  
Type-I  
Classifiers output single-class labels (SCLs). Majority voting and behavior-knowledge space are two most 
representative methods for fusing SCL classifiers. Majority voting can operate under the assumption that most of the 
observing nodes are trustworthy.  
Type-II  
Classifiers output class rankings. Two major fusion methods of type-II classifiers’ outputs are based on either a class set 
reduction (CSR) or a class set reordering (CSRR). CSR methods try to find the minimal reduced class set, in which the 
true class is still represented. CSRR methods try to increase the true class ranking as high as possible.  
Type-III  
Classifiers produce so-called soft outputs, which are the real values in the range [0, 1]. Fusion methods for type-III 
classifiers try to reduce the uncertain level and maximize suitable measurements of evidence. Fusion methods include 
Bayesian fusion methods, fuzzy integrals, Dempster–Shafer combination, fuzzy templates, product of experts, and 
ANNs. The Dempster–Shafer evidence theory was originated by Dempster and later revised by Shafer. 
1) It has a relatively high degree of theoretical development for handling uncertainty or ignorance.  
2) It provides a convenient numerical procedure for combining disparate data obtained from multiple sources.  
In a Dempster –Shafer reasoning system, a set of mutually exclusive and exhaustive possibilities is enumerated in the 

compromised}, are used to demonstrate how to use Dempster –Shafer theory in the fusion of biometric sensors and 
IDSs. Note that the theory can be applied for nodes with more than two security states. In the proposed scheme, the 
frame of discernment consists of two possibilities concerning the security state of an arbitrary node a. That is, 

}, which presents that node a has two security states: 1) Secure state & 2) Compromised state. 
If these biometric sensors observe with different accuracies, the weighted Dempster-Shafer evidence combining rule is 
used in Dempster–Shafer evidence combination. Based on the historical performances of the sensors in similar 
situations, their corresponding correctness rates are used as the references to decide how much the sensors’ current 
estimations should be trusted from their current observation. Let wbandwcbe the corresponding estimation correctness 
rates in history for b and c, respectively. Then, the combined belief of biometric sensors b and c can be calculated. If 
more than two sensors are chosen at each time slot, the evidence can be computed by combining any pair of arguments 
and then combining the results with the remaining arguments. Since inaccurate detection is the main characteristic of 
untrustworthy sensors, only detection errors are considered in the proposed scheme.  
 

5. CONCLUSION 
Continuous authentication and intrusion detection jointly improve the security performance of the Manet. This paper, 
presented a distributed scheme combining authentication and intrusion detection. Dempster–Shafer theory has been 
used for IDS and sensor fusion since more than one device is used at each time slot. The distributed multimodal 
biometrics and IDS scheduling process can be divided into offline and online parts. In the structural result method , the 
optimal policy can be chosen based on the gittins index. Structural result method used for calculating the Gittins 
indices of the sensors in a large network with a variety of distributed nodes. Intrusion detection is modelled as noisy 
sensors that can detect the system security state (safe or compromised). Continuous authentication is performed with 
multimodal biometrics. This paper presents the comparative study of different techniques which is used to combine 
authentication and intrusion detection. 
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