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Abstract 
 Information is one of the most important intangible assets. Information security had become an important issue. The Hill 
cipher algorithm is one of the symmetric key algorithms that have several advantages in data encryption but sometimes 
encrypted text can’t be decrypted. This is the main disadvantage of this algorithm.  So, there is a need to enhance this 
algorithm to solve this problem. In this work, an advance Hill cipher algorithm has been proposed which is the combination of 
Hill cipher and Affine Hill cipher. This advance Hill cipher helps to enhance the security and also help to overcome this 
problem. 
 
Keywords— Cipher, Encryption, Decryption,  Affine cipher, cryptography theory, hill cipher, polygraph cipher, 
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1. INTRODUCTION 
Cryptography is the study of Secret Writing. Cryptography is methods used to protect data from unauthorized access 
and being stolen .It is the science or art of encompassing the principles and methods of transforming an intelligible 
message into one intelligible and transforming the message   back to its original form. There are two types of 
cryptosystem   symmetric or private and asymmetric or public key cryptosystem numbers, according to the scheme A=0, 
B=1 and z=25.. It is one of the methods used to protect data   from unauthorized access and being stolen. There are two   
types of cryptosystem, which are symmetric cryptosystem and asymmetric cryptosystem. These are a few cryptosystem 
which are widely implemented such as Advanced Encryption Standard (AES), Twofish, River Cipher 4 (RC4) and Data 
Encryption Standard (DES). The classical  cipher such as Caesar Cipher, Hill Cipher act as the foundation for the 
cryptology’s world today.  
Cryptographic systems are generally classified along three independent dimensions [2]: 
1. Type of operations used for transforming plaintext to cipher text: All encryption algorithms are based on two 
general principles. Those are substitution, in which each element in the plain text is mapped into another element and 
transposition in which elements in the plaintext are rearranged. The fundamental requirement is that no information be 
lost. Most systems referred to as product systems, involved multiple stages of substitution and transposition. 
2. The number of keys used: If sender and receiver use the same key, the system is referred to as symmetric, single 
key or secret key conventional encryption. If the sender and the receiver each uses a different key the system is referred 
to as asymmetric, two key, or public-key encryption. 
3. The way in which the plaintext is processed: A block cipher processes the input on block of elements at a time, 
producing an output block for each input block. A stream cipher processes the input elements continuously, producing 
output one element at a time, as it goes along. 
 
2. RELATED WORK 
Dharmendra Kumar Gupta et al (2012) is described that the hybrid approach of Caesar cipher and Columnar 
transposition, the combination of the two have been discussed  [2]. 
Rushdi A.Hamamreh and Mousa Farajallah (2009) is design of robust cipher for non-invertible matrices based on hill 
cipher .The noninvertible key matrix problem is solved by converting each plaintext character into two cipher text 
characters. This algorithm solved the non-invertible key problem; it is time-consuming as the decryption process 
involved the computation of an inverse key matrix. It will definitely delay the decryption process especially when it 
involved high dimensional key matrix [3]. 
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A.F.A.Abidin (2011) is described that the extended system proposed a method in which matrix inverse computation. 
The hill cipher can be improved with the combination of   Affine cipher. Affine hill cipher mixes the hill cipher with a 
nonlinear affine transformation [4]. 
Prof.K.Govinda and Dr.E.Sathiyamoorth [(2011) is described that the proposed method suggests the idea of converting 
a given plaintext characters into two cipher text characters. The method also suggested the use of RSA algorithm for 
encrypting the key used for encryption and decryption. A cryptographic technique using graceful codes has been 
proposed and this method is useful for small amount of data [5]. 
 
3. CLASSICAL ENCRYPTION TECHNIQUES 
 The technique enables us to illustrate the basic approaches to conventional encryption today. The two basic 
components of classical ciphers are substitution and transposition.  Then other systems described that combines both 
substitution and transposition. In Substitution techniques letters of plaintext are replaced by or by numbers and 
symbols. If plaintext is viewed as a sequence of bits, then substitution involves replacing plaintext bit patterns with 
cipher text bit patterns. 
a) Caesar Cipher 
b) Mono-alphabetic Cipher 
c) Play fair Cipher  
d) Hill cipher 
 
CaesarCipher:With  a  Caesar  cipher,  you  replaceeach  letter  in  a  message  with  a  letter  furtheral
ong  in  the  alphabt.  A  Caesar  cipher  shifts  the  alphabet  and  is  therefore  also  called  a  shift 
cipherThe  Caesar  cipher  is  a  good  cipher  to  use  to  introduce  cryptography.  The  key  is  the 
number  of  letters  you  shift. 
Mono-alphabetic Cipher: The Caesar cipher uses only 26 rotations out of the 26 permutations on the alphabet. The 
mono-alphabetic cipher uses them all. A key k is an arbitrary permutation of the alphabet. EK(m) replaces each letter 
of a of m by k(a) to yield c. To decrypt Dk(c) replaces each letter b of c by k-inverse (b). The size of the key space is 
26!> 2 pow(74), which is too large for a successful brute force attack. However, mono-alphabetic ciphers can be easily 
broken down using letter frequency analysis, given a long enough message. 
 
Play fair Cipher: The Play fair Cipher was developed for telegraph secrecy and it was the first literal digraph 
substitution cipher. This method is quite easy to understand and learn but not easy to break, because you would need to 
know the “keyword” to decipher the code. The system functions on how letters are positioned in a 5*5 alphabetic 
matrix. 
 
Hill Cipher:  The core of Hill-cipher is matrix manipulations. It is a multi-letter cipher, developed by the 
mathematician Lester Hill in 1929. Hill Cipher is the first polygraph cipher. It has a few advantages in data encryption 
such as resistant towards frequency analysis, high speed and high through put [10]. It is 786 linear algebra equation is 
C = K × P (mod m), where C represents cipher text row vector, K represents key matrix and P represents plaintext row 
vector respectively. For decryption, an inverse key matrix is needed. This is the major drawback of Hill cipher since not 
every key matrix is invertible. Another vulnerability of the Hill cipher is it compromised to the known-plaintext attacks. 
This means the message encrypted can be broken if the attacker gains enough pairs of plaintexts and cipher texts [11].  
In this study, a modified version of Hill cipher is proposed to overcome all the drawbacks mentioned above. The 
proposed algorithm is an extension from Affine Hill cipher.  
 
4. CRYPTOGRAPHY TECHNIQUE 
Cryptography is considered a branch of both mathematics and computer science, and is affiliated closely with 
information theory, computer security, and engineering. Cryptography is used in applications present in technologically 
advanced societies; examples include the security of ATM cards, computer passwords, and electronic commerce, which 
all depend on cryptography [12]. Until modern times, cryptography referred almost exclusively to encryption, the 
process of converting ordinary information (plain text) into unintelligible gibberish (i.e., cipher text). Decryption is the 
reverse, moving from unintelligible cipher text to plaintext. A cipher is a pair of algorithms which creates the 
encryption and the reversing decryption. The detailed operation of a cipher is controlled both by the algorithm and, in 
each instance, by a key. This is a secret parameter for a specific message exchange context. Keys are important, as 
ciphers without variable keys are trivially breakable and therefore less than useful for most purposes.  
 
4.1 Symmetric   Key   Cryptography: 
Symmetric-key cryptography [13] refer to encryption methods in which both the sender and receiver share the same key 
The modern study of symmetric-key ciphers relates mainly to the study of block ciphers and stream ciphers and to their 
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applications. A block cipher take as input a block of plaintext and a key, and output a block of cipher text of the same 
size. Since messages are almost always longer than a single block, some method of knitting together successive blocks 
is required.  
 
4.2 Public Key Cryptography  
Symmetric-key cryptosystems use the same key for encryption and decryption of a message, though a message or group 
of messages may have a different key than others. A significant disadvantage of symmetric ciphers is the key 
management necessary to use them securely. Each distinct pair of communicating parties must, ideally, share a 
different key, and perhaps each cipher text exchanged as well.  
The three types of algorithms are described: 
(i) Secret Key Cryptography (SKC): Uses a single key for both encryption and decryption 
(ii) Public Key Cryptography (PKC): Uses one key for encryption and another for decryption  
(iii) Hash Functions: Uses a mathematical transformation to irreversibly "encrypt" information. 
 
5. MATERIALS AND METHODS 
The proposed algorithm: The proposed algorithm is based on Hill Cipher and advanced Hill Cipher This algorithm 
produces an involutary key matrix which can be used for both encryption and decryption process. Obviously, it reduces 
the computational complexity in decryption. It enhances the security of the proposed algorithm as it increased the 
resistance of the algorithms to known plaintext attack. 

The usual steps involved in Hill Cipher techniquese: 
STEP1:Select the image for encryption. 
STEP2:Use RSA algorithm and input the password for   image . 
STEP3:Input the bit rotation and retrieve the image . 
STEP4:Send the message for decryption and output image. 
 
6. CONCLUSION 
In this paper, Advance Hill cipher also implemented key generation algorithm where the same key matrix can be used 
for both encryption and decryption. Hill++ does not require any additional operation to compute an inverse key, which 
is definitely more time-saving. The comparison showed that Hill++ is the only algorithm which full filled both 
comparison factors, which are inverse key needed and not vulnerable if there are all-zeroes block advanced Hill cipher 
introduces a reverse key  and bit rotation which is computed based on the previous cipher text blocks and a multiplying 
factor. 
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