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ABSTRACT 
This paper proposes a technique called uncoordinated frequency hopping to counteract the jamming attack without using any 
shared keys. With the use of node cooperation this proposal achieves communication efficiency and stronger jamming 
resistance.  In this network the nodes are acting as relay nodes i.e., it will broadcast the message to all nodes. This paper 
proposes collaborative broadcast protocol which analyses the successful packet reception rate and node cooperation.  In these 
schemes the broadcast message is subdivided into multiple short packets and each packet is transmitted over a selected channel 
which is known to the sender.  Such channel switching over a large frequency range effectively eliminates jamming attack. 
Further enhance the same in uncoordinated direct sequence spread spectrum, in which each transmitter sends the message 
with the help of spreading sequence randomly selects from a set. The receiver can retrieve the message only by choosing the 
same synchronised message chose by the transmitters. So the jamming effect eliminated with the use of UDSSS and 
collaborative protocol. 
   
Keywords: Anti-jamming communication, collaborative broadcast, frequency hopping, spread spectrum. 
 
1. Introduction 
 In wireless networks the jamming attack is most vulnerable attack, in which the main aim of the jammers is to 
interrupt our transmission by sending their jamming signal. Jamming attacks are easily happened and it can’t be 
identified by cryptography. 
The existing methods to overcome the jamming attacks are spread spectrum techniques which include direct sequence 
spread spectrum and frequency hopping. Anti-jamming techniques should support the device communication during 
the key establishment that requires devices have to share a key or code before start of the communication. This creates a 
circular dependency between the communication and key establishment. In this work, proposes an Uncoordinated 
Frequency Hopping (UFH) scheme that breaks this dependency and enables key establishment in the presence of a 
communication jammer. [Mario   strasser., et al.,2008; ]. 
The jamming attack is detected and eliminated by the jamming mitigation and jamming detection. The jamming 
detection and mitigation is not effective for reactive jammers so the lightweight decentralised algorithm is developed 
which identifies the jamming attack with the help of trigger node. [ Ying  Xung et al., 2009] 
Uncoordinated frequency hopping is one of the techniques to overcome the jamming attacks, in which two 
communicating nodes hop on different channel when the lies on same channel the transmission will be successful. 
Before transmission of the message it has to be split. The problem is reassembly of the message at the receiver because 
there is possibility of additional fragments added by jammer. This problem is achieved by linking all the fragments and 
it forms a hash chain in that each fragment is linked to its successor with a hash. [ Mario  strasser et al.,2009]. 
Uncoordinated spread spectrum techniques provide a solution to the problem of anti-jamming broadcast and key 
establishment. This randomizes the selection of spreading code such that neither jammer nor malicious receivers are 
able to jam the communication in a targeted way. Authorised receivers only know the public information so that cannot 
be misused for targeted jamming. [ Christina popper et al., 2010]. 
Existing anti jamming broadcast communication, in which the jammer may know the key from a compromised receiver 
and they can disrupt the communication. This paper develops a novel called Delay Seed Disclosure and it achieves the 
jamming attack by generating the spreading codes randomly for each message by the use of random seed and disclose 
the seed at the end of the message. [ an Liu, Peng Ning et al., 2010]. 
This proposes a novel which uses uncoordinated seed disclosure in FH to create a shared secret in the presence of 
jammers. The main idea of this technique is to send each DH key establishment message by using one time pseudo 
random hopping pattern and disclose the seed in an uncoordinated manner. The difference between these approaches 
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with the previous solutions is that the DH message transmitted entirely not split into multiple pieces. [ an Liu, Peng 
Ning et al., 2010]. 
To overcome the problem of multichannel single hop network Shlomi dolev developed a protocol called f-AME: a 
randomized (f)ast – (A)uthenticated (M)essage (E)xchange protocol. This eliminates the malicious attack that causes 
the spoofing and collision. Using this protocol node can exchange the messages in a reliable and authenticated manner. 
[Shlomi Dolev et al., 2008]. 
The primary objective of broadcast communication is to create a pair wise key between nodes. Instead for any spread 
spectrum communication the need a shared key. If the jammers know the key and they may use the key to jam the 
communication. To address this problem randomised differential DSSS is developed and it relies on publicly known 
spreading codes, and it doesn’t need any shared key between the communicating parties. It encodes each bit of data 
using unpredictable sequences. Bit ‘0’ is encoded with two different codes and bit ‘1’ is encoded with two identical 
spreading codes. [ Yao Liu et al., 2010] :[ T.X.Brown et al., 2006] 
In this paper proposes a technique called collaborative uncoordinated broadcast which uses uncoordinated frequency 
hopping method in a collaborative manner that means in normal mode if any one of the intermediate node fails to send 
the data, the communication will be failure and data cannot be received by destination. But in collaborative method the 
source node send the data to multiple channels, so if one node fails to send the data the receiver can able to get the data 
through the remaining un jammed channel. The same process is established in uncoordinated direct sequence spread 
spectrum. 

 
1.1 Common Attacks in Networks: 
Common internet attacks methods are broken down into categories. Some attacks gain system knowledge or personal 
information, such as eavesdropping and phishing. Attacks can also interfere with the system’s intended function, such 
as viruses, worms and trojans. The other form of attack is when the system’s resources are consumes uselessly, these 
can be caused by denial of service (DoS) attack. Other forms of network intrusions also exist, such as land attacks, 
smurf attacks, and teardrop attacks. 
I. Eavesdropping 

Interception of communications by an unauthorized party is called eavesdropping 
II.  Viruses 

Viruses are self‐replication programs that use files to infect and propagate. Once a file is opened, the virus will 
activate within the system. 

III.  Worms 
        A worm is similar to a virus because they both are self‐replicating, but the worm does not require a file to allow 

it to propagate. There are two main types of worms, mass‐mailing worms and network-aware worms. 
IV. Trojans 

             Trojans appear to be benign programs to the user, but will actually have some malicious purpose. Trojans 
usually carry some payload such as a virus 

V.  Phishing 
        Phishing is an attempt to obtain confidential information from an individual, group, or organization.  

VI. IP Spoofing Attacks 
            Spoofing means to have the address of the computer mirror the address of a trusted computer in order to gain 

access to other computers.  
VII. Denial of Service 

 Denial of Service is an attack when the system receiving too many requests cannot return communication with the 
requestors. 

VIII. Jamming Attacks 
The main aim of the jammer is to hack the information by injecting their jamming signal. 

 
1.2Description 
1.2.1 Jamming attacks:  
There are many attack strategies can use jam to wireless communications: 
Constant jammer 
The constant jammer continually emits a radio signal, and can be implemented using either a wave form generator that 
continuously sends a radio signal or a normal wireless device that continuously sends out random bits to the channel 
without following any MAC-layer etiquette. 
Deceptive jammer 
Instead of sending out random bits, the deceptive jammer constantly injects regular packets to the channel without any 
gap betIen subsequent packet transmissions. 
Random jammer 
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Instead of continuously sending out a radio signal, a random jammer alternates between sleeping and jamming. 
Specifically, after jamming for a while, it turns off its radio 
and enters a “sleeping” mode. 
Reactive jammer 
The reactive jammer stays quiet when the channel is idle, but starts transmitting a radio signal as soon as it senses 
activity on the channel. 

 
 

Fig 1.2  :  Illustration of jamming 
1.2.2 Frequency Hopping 
Frequency hopping has been traditionally employed in order to overcome the presence of a jammer. Frequency hopping 
can be either reactive or proactive. In the reactive case, when a node detects that it is jammed it switches to a different 
channel and sends a beacon message on the new channel, announcing its presence. Its non-jammed neighbors will 
sense its absence and will change their bands of operation to check if their lost neighbor has sent beacons announcing 
its presence on a different channel. If not, then they assume that the node just moved away. Conversely, if they sense a 
beacon, they will inform the other nodes in the network to change channels. At this point, there are two possible 
approaches. The first approach would be for the entire network to eventually migrate to the new, non-jammed channel. 
Alternatively, only the boundary nodes of the jammed region will change their frequency of operation; these nodes will 
be then used as relays between the non-jammed and the jammed areas of the network. 

 
1.2.3 Detection of Jamming  
WLANs are built upon a shared medium that makes it easy to launch jamming attacks. These attacks can be easily 
accomplished by sending radio frequency signals that do not follow any MAC protocols. Detection of jamming attacks 
can be done in multiple ways. One of the most efficient ways is to jump channels. Because communication between two 
legitimate nodes is done through a specific frequency, the frequency can be changed if necessary. While a jammer is 
attacking the wireless network, there are other effective ways to continue legitimate communication in the network. 
Engaging the jammer on the jammed channel and continuing communication in another channel was introduced by 
Beg, Ahsan, and Mohsin (2010).  
When the nodes detected the jamming in the wireless network, they jumped to another channel to continue legitimate 
communication. In the experiments, both 10 and 20 nodes experiments Ire done, and in both scenarios, after channels 
Ire jumped, the network resumes communications as normal. In both scenarios, the amount of packets dropped reduced 
immediately. The research concluded that channel jumping will decrease the throughput of the network. Also, it was 
easier to detect jamming through intermitted channel jumping. Concluded, channel jumping was a superior method of 
combating network interference, rather than changing network protocols (Jeung, Jeong, and Lim, 2011).The research 
concluded that channel jumping will decrease the throughput of the network. Also, it was easier to detect jamming 
through intermitted channel jumping. Concluded, channel jumping was a superior method of combating network 
interference, rather than changing network protocols (Jeung, Jeong, and Lim, 2011). 
A jamming detection algorithm was utilized in all legitimate nodes; when the communication process began, all the 
nodes had the ability to report jamming attacks in different layers, and only the reports which Ire generated by nodes 
with jamming detection algorithm Ire accepted by the system in order to avoid error. Research was also done about 
multi-channel jamming attacks by Jiang and Xue (2010). The difference from the jamming detection algorithm was 
that it focused on network restoration and design of traffic re-routing. 
 
1.2.4  Direct Sequence Spread Spectrum 
Direct sequence spread spectrum (DSSS) is a transmission technology used in local area wireless network 
transmissions. In this technology, a data signal at the sending station is combined with a high data rate bit sequence, 
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which divides user data based on a spreading ratio. The benefits of using DSSS are resistance to jamming, sharing 
single channels among multiple users, less background noise and relative timing between transmitter and receivers. 
It was originally developed for military use, and employed difficult-to-detect wideband signals to resist jamming 
attempts. It is also being developed for commercial purposes in local and wireless networks. 
The stream of information in DSSS is divided into small pieces, each associated with a frequency channel across 
spectrums. Data signals at transmission points are combined with a higher data rate bit sequence, which divides data 
based on a spreading ratio. The chipping code in a DSSS is a redundant bit pattern associated with each bit transmitted. 
This helps to increase the signal's resistance to interference. If any bits are damaged during transmission, the original 
data can be recovered due to the redundancy of transmission.  
The entire process is performed by multiplying a radio frequency carrier and a pseudo-noise (PN) digital signal. The 
PN code is modulated onto an information signal using several modulation techniques such as quadrature phase-shift 
keying (QPSK), binary phase-shift keying (BPSK), etc. 

 

 2.MATERIALS AND METHODS 

 2.1COLLABORATIVE UFH BASED BROADCAST ALGORITHM: 
This algorithm is mainly used for eliminating the jamming attack without using shared keys. The main idea of this 
algorithm is to allow the nodes which is successfully receiving the message and it forwards the message to multiple 
channels until a timeout or  the source node receives the acknowledgement from all nodes. 
Every node first enters into the receiving mode, which uses any one of the receiving channel strategies and it forwards 
the message to other nodes by selecting any one channel selection strategy when it successfully receives the message. In 
UFH, two communicating nodes hop among a set of known frequency channel in an uncoordinated and random 
manner. 
This communication is successful at some point in which the sender and receiver will be sending and listening on same 
frequency channel. Uncoordinated direct sequence spread spectrum is used for sending data without any shared keys.  
This is applied where the receivers hold the authentic public key of the sender and they do not share a secret key with 
it. 

 FIG 2.PROPOSED ARCHITECTURE  

       
   

2.2Relay Channel Selection: 
Before transmitting data to neighbouring nodes, need to select the relay channel for the transmission of the data. In this 
paper there are three relay channel selection strategies.  
1. Random Relay Channel(RRC) 
2. Sweep Relay Channel(SwRC) 
3. Static Relay Channel(StRC) 

 
In RRC, the relay node chooses the channel randomly and independently over the C channels. This approach attains 
good scalability but sometimes two relay nodes chose the same channel, this leads to collision and the transmission of 
the data is failure. This overlap leads to wastage of energy and the opportunity will be reduced. 
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In SwRC, it takes non-overlapping channels for each packet transmissions. It means if the first relay node chooses a 
channel out of C channel. The second relay node chooses one out of C-1 channel and so on., by this method  the 
collision will eliminated. This method is used as an alternative for RRC to improve the performance and complexity. It 
needs the information which is exchanged between the local nodes to determine the non-overlapping channel ID. 
In RRC and SwRC, the channels are changes randomly from one transmission to another but in StRC take fixed non-
overlapping channels. In this method all nodes have pre-assigned unique IDs, which gives guarantee that the 
probability of collision is negligible. Assume that each node in the network knows the IDs of all the nodes within the 
communication distance, by this it knows all IDs of the potential relay channel which forms a initial relay channel list. 

2.3 Receiving Channel Selection 
In this paper, there are two receiving channel selection strategies: 
1. Random Receiving Channel Selection(RRxC) 
2. Adaptive Receiving Channel Selection(ARxC) 
Each receiver with the RRxC method chooses the receiving channel randomly and independently over the C channels. 
In this method when the channel is clear or active it doesn’t relay the channels again. This repeats until the receiver 
obtains all packets. 
Adaptive receiving channel selection is used for the transmitter which forwards the data in the StRC channel selection 
method. Each node is assumed to know initial relay channel list. Also assume a node listen the potential relay channel 
for sufficient time, and node can find the channel is clear, active or jammed. If the channel is clear or active the node 
receives the data. If it is jammed, switch to RRxC mode. 
Receivers first choose the ARxC strategy to make use of available relay channels. These relay channels were blocked by 
the jammers first.  

 
2.4 Control of Transmission Duration  
In CUB, each transmitter, either the source node or a relay node, stops sending packets once receiving ACKs from all 
of its neighboring nodes or reaching the maximum transmission duration, whichever comes first. The transmission 
duration limit is set to deal with the possible loss of ACK signals due to channel imperfection, packet collision, or 
security attacks. 

 
3. SYSTEM IMPLEMENTATION 
3.1.1 Communication Model Design: 
In this module, a source node intends to transmit a message to N nodes in a wireless network by best efforts. Our 
discussion will mainly be focused on the single-hop setting, which is more amenable to analysis and allows us to better 
reveal the potential of our new approach. Nonetheless, this collaborative broadcast scheme can be readily extended to 
the multihop setting with suitable modifications.  
The broadcast message is divided into M short packets of the same length, each of which can be sent during one slot 
(frequency hop) duration. These packets are broadcasted periodically by the source node and relay nodes. For 
simplicity, each node (including the source) is assumed to send or receive a packet over one channel at a time. 
Our results can be easily extended to the multi-radio case. 

sender

intermediate node ( Relay Node)

intermediate node 1

intermediate node 2

receiver

 
Fig.3.1 1 Communication Model Design 
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3.1.2 Collaborative Broadcast: 
1.  Relay Channel Selection approach 
It  use three relay channel selection strategies: Random Relay Channel selection (RRC), SIep Relay Channel selection 
(SwRC), and Static Relay Channel selection (StRC).  
2. Receiving Channel Selection approach 
Random Receiving Channel selection (RRxC) - Each receiver with the RRxC strategy hops randomly and 
independently over the C channels. 
Adaptive Receiving Channel selection (ARxC) – Here each node is assumed to know the initial relay channel list. 
3. Control of Transmission Duration approach 
In CUB, each transmitter, either the source node or a relay node, stops sending    packets once receiving ACKs from all 
of its neighboring nodes or reaching maximum transmission duration, whichever comes first. The limit on the 
transmission duration is set to deal with the possible loss of ACK signals due to channel imperfection, packet collision, 
or security attacks. 

 

Sender

Relay channel Selection Approach

Intermediate Nodes

Receiving channel  Selection Approach

Max transmission duration

yes

no

 
Fig3.1.2 Collaborative Broadcast   

 
3.1.3 Data Transmission in a Collaborative Manner: 
Normally source will send data to the relay node, in turn relay node will send received packets to the next relay node. If 
source or any of the relay nodes failed to send the packet, data loss will take place. To avoid this situation in our system 
the nodes which have received the packet will forward the data to other relay nodes collaboratively. In such case if one 
node failed to send data alternate node will send the data. 

                                    

sender

Relay Node

Node 2

Node 3

Node N

receiver

jammer

jamming signal to attack N2

 
Fig 3.1.3 Data Transmission in Collaborative Manner 
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3.1.4 Blocking Model 
The jamming attacks are usually categorized into nonresponsive and responsive ones, based on whether a jammer 
attempts to detect the ongoing transmission before jamming. In this module I will design the jammer model which will 
be used to block or jam the signal. Due to this communication failure, data transmission will be lost. In our proposed 
system I are going avoid this problem by providing jamming-resistant broadcast. 
 
3.1.5 Collaborative UFH-Based Broadcast (CUB) 
Collaborative UFH-based Broadcast (CUB) scheme for anti-jamming broadcast without pre-shared keys in networks. 
The source node performs the UFH approach: it sequentially and repeatedly sends the M packets, each of which is 
transmitted over a randomly selected channel.   
The main idea of CUB is to allow nodes that have successfully received the whole message to help relay it over multiple 
channels for a duration determined by both the acknowledgement (ACK) signals and a time-out mechanism. In 
Uncoordinated Frequency Hopping technique there will be no pre-shared key dependency and coordination betIen 
sender and receiver. 
 
 3.1.6 Jamming-Resistant Broadcast Based On UFH 
In this broadcast method sender and receiver will send and listen on the same signal to receive data correspondingly. 
For this process frequency hopping will be follow without shared keys. At which point of time sender and receiver 
coincide at that time data will be transmitted successfully. If jamming occurs at any frequency alternate frequency level 
can be used to send data. This process entirely happens in uncoordinated manner. 
This scheme is for anti jamming broadcast without pre-shared keys in wireless networks. The source node performs the 
UFH approach: it sequentially and repeatedly sends the packets, each of which is transmitted over a randomly selected 
channel. The main idea of CUB is to allow nodes that have successfully received the whole message to help relay it 
over multiple channels for a duration determined by both the acknowledgement (ACK) signals and a time-out 
mechanism. 
 
4. RESULT 
In this the network   node has 4 roles Sender, receiver, intermediate and jammer. Before selecting the jammer need to 
select sender and receiver. More than one intermediate nodes present in the network.  When click the sender button, the 
sender form will appear in that need to choose the file which is going to transmit after chosen the file the path name in 
which the file located is shown. It contains a panel which maintains the intermediate nodes ip addresses.  And then it 
shows sender ip that means from which node the file is transmitted and the ip address of the node going to receive the 
file and the port address. When clicking the send file button the status will be changed to sending from idle state. The 
frequency level is used when the intermediate chooses the UFH transmission. Before to send a file need to select the 
path in which the file will be saved after received. Then it contains ip address of sender, receiver and port address.  
This also contains filename and file size. After clicking start server listening the send file button has to click.  The 
design of the intermediate node contains the name of the file going to transmit. And the mode of the intermediate node 
that is next to sender will be in receiving mode. Then it has three types of relaying method. First one is normal in 
which the data was successfully transmitted when there is no jamming. If there, the data will be blocked and 
communication will be failure. In UFH method the data was successfully transmitted if the jamming is present in the 
network. Because it forwards the data to multiple receivers. As well as the UDSSS also same but in this the file will be 
split and transmitted. In receiver side the split file will be merged.                    
File Sent : 

 



International Journal of Application or Innovation in Engineering & Management (IJAIEM) 
Web Site: www.ijaiem.org Email: editor@ijaiem.org, editorijaiem@gmail.com  

Volume 2, Issue 6, June 2013   ISSN 2319 - 4847 
 

Volume 2, Issue 6, June 2013 Page 35 
 

 

 
 
 
5. DISCUSSION 
Normally UFH approach proposed to overcome jamming which is based on rapid channel switching over large 
frequency range. Each packet has to send multiple times, because of the low communication efficiency resulting from 
uncoordinated channel selection between the communicating parties. To improve communication efficiency BMA was 
proposed which constitutes erasure control coding and one way authenticator. In spite of all the efforts, the technique 
which is based on UFH still suffers low communication efficiency. Comparing the throughput of UFH with the 
coordinated FH, which reduces the latency up to one half.To eliminate this problem USD-FH proposed to improve 
efficiency and robustness in which the hopping pattern conveyed through UFH to allow message transmission.[An Liu 
et al., 2010]. In UDSSS technique provides solution for the sender and receiver can communicate without help of 
shared key. But still it is vulnerable to intelligent reactive jammers.  So this scheme extended into delay the key by 
spreading the key disclosed at the end of the transmission. This method is also used in the UFH and hybrid UFH-
UDSSS.  Then RD-DSSS is developed to use multiple code sequences to provide solution for DoS   attacks. [ Yao Liu et 
al., 2010].  DSD-DSSS method overcome the problem of UDSSS i.e., it protect the delayed disclosure of the seed from 
reactive jammer with the help of content based subset selection technique. [ An Liu et al., 2010]. In our work proposed 
in single hop multiple wireless networks without pre-shared secrets. The collaborative UFH based broadcast and 
UDSSS technique eliminates the jamming and improves the communication efficiency. Because the jammer cannot 
attack all the channels simultaneously, so there is possible to get the data at the receiver through un-jammed channels. 
This increases the success rate of reception. 
 
6. CONCLUSION 
In this project used a collaborative broadcast scheme which utilizes a cooperative communication technique and it 
exploits node cooperation and multiuser diversities to overcome jamming and improves communication efficiency. 
Analysed the cooperation gain in terms of successful  packet reception rate in single hop networks. Uncoordinated 
Direct-sequence Spread Spectrum (UDSSS) is used for sending data without shared keys. It is applicable to broadcast 
scenarios in which receivers hold an authentic public key of the sender but do not share a secret key with it. In UFH 
sometimes it may take long time for sender and receiver not to hop in same channel. To reduce this problem we can 
suggest same channel frequency to both sender and receivers, while they attempt to send receive data. This is process 
will be enhanced further in our project. It is terminals wish whether to take this suggestion in consideration or not. We 
can use the channel surfing concept to protect the channel from the attacker i.e., every time successfully the data 
transmitted, the next data will be transmitted by another channel. 
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