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ABSTRACT 
 
Development of the cloud computing in recent years is increasing rapidly and gained great success, its security issues have got 
more and more attention. Many challenges in cloud computation increase the threat of data and service availability.  There is 
need of many security services in order to improve cloud security for users as well as providers. In this paper, we propose a 
Anomaly Intrusion Detection System using machine learning approach for virtual machines on cloud computing. Our proposal 
is feature selection over events from Virtual Machine Monitor to detect anomaly in parallel to training the system so it will 
learn new threats and update the model. The experiment has been carried out on NSL-KDD’99 datasets using Naïve Bayes Tree 
(NB Tree) Classifier and hybrid approach of NB Tree and Random Forest. 
Keywords: Virtual Machines (VM), intrusion detection system, Data Mining. 

1. INTRODUCTION 
According to the National Institute of Standards and Technology, the basic characteristics of cloud computing are: 
resource pooling / multi-tenancy, the ability to meet extremely high demand (massive scalability), the ability to adapt 
resources to needs in a simple way (elasticity), self-provisioning and pay-as-you-go billing. The most aspect aside for 
the moment as it doesn’t have a big impact on IDS/IPS systems. 
According to recent Internet security reports[1], the volume and sophistication of targeted network attacks has 
increased substantially  in recent years and having  great financial loss. The increasing number of threats against and 
vulnerabilities of a diverse set of targets on cloud computation. 
Users as well as providers  face the problem of keeping their information protected, available and reliable. Besides, 
obtaining confidential and privileged information coupled with the challenge to get them, became even more exciting 
to those people interested in obtaining unauthorized access in resources on cloud. We need  Intrusion Detection 
Systems (IDS), in general terms, is to identify in real time, the un-authorized, misuse and break down  the computer, or 
computer network by both system insiders and external perpetrators, and take appropriate action.  
There are mainly two intrusion detection methods: misuse and anomaly. 
Misuse Detection: identifies intrusions based on known patterns for the malicious activity, known patterns are referred 
to as signatures that represents specific threat[2]. But has limitation to detect new threats whose signatures are not yet 
identified. 
Anomaly Detection: identifies intrusions based on deviations from established normal behavior. Anomaly detection 
builds models of normal network events and detects the events that deviate from these models. This method can detect 
new types of attack events because it only relies on known normal events[3], but  has high false positive rate. There are 
many hybrid approaches which overcomes the disadvantages of misuse and anomaly methods. 
The intrusion detection systems are: Host IDS(HIDS), Network IDS(NIDS) and Virtual Machine Monitor IDS (VMM-
IDS).  
Host IDS (HIDS):Performs intrusion detection from within host it is monitoring have poor visibility of the internal state 
of the host machine Difficult for malicious code (malware) to bypass the HIDS. Disadvantage: Susceptible to attacks by 
malware.  
Network IDS (NIDS) Performs intrusion detection through network connections and outside the host machine are more 
resistant to attacks by malware. Difficulty is poor visibility of the internal state of the host machine Easier for malware 
to bypass the NIDS.  
VMM-based IDS (VMM-IDS):  Performs intrusion detection for a virtual machine through the Virtual Machine 
Monitor (VMM) perform better visibility of the internal state of the host machine, compared to an NIDS harder for 
malware to bypass the IDS less susceptible to attacks by malware. Virtual Machine Monitor (VMM) or hypervisor is 
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the software layer providing the virtualization which allows the multiplexing of the underlying physical machine 
between different virtual machines, each running its own operating system. 
Many  IDSs are rule-based systems that depend on a set of rules and databases representing attack signatures or normal 
network characteristics, which are collected and identified by security experts[5]. The manually rule encoding is a very 
expensive process in both time and money, moreover it depends on the efficiency of human experts in analyzing a huge 
amount of network activities to discover when there is a cloud system with heavy network or high processing load, 
detecting newly published attacks or variants of existing attacks, effectively responding to attacks launched by 
sophisticated attackers. So we need to automatically investigating attacks without human intervention, resisting attacks 
that are intended to defeat or circumvent them. 
Recently, there has been an increased interest in data mining based approaches to building detection models for IDSs. 
These models generalize from both known attacks and normal behavior in order to detect unknown attacks. They can 
also be generated in a quicker and more automated method than manually encoded models that require difficult 
analysis of audit data by domain experts. Several effective data mining techniques for detecting intrusions have been 
developed [6-8], many of which perform close to or better than systems engineered by domain experts. Thus, data 
mining techniques can be used to classify network connections into intrusion and normal data based on labeled training 
data in misuse detection[9], and to group similar network connections together in clusters according to a given 
similarity measure in anomaly detection[10]. This paper proposes a anomaly IDS based on two famous data mining 
algorithms called NB Tree[11,12], and Random forest[13] for virtual machines. In the first part of our framework, NB 
Tree algorithm is used to classify network connections into intrusion and normal data based on a labeled training 
dataset that helps it in building classification patterns. In the second, anomaly detection part, we use hybrid approach of 
NB Tree and Random forest algorithm is used based on the similarity of connections features. 
There are challenges in anomaly detection , one challenge is the imbalance between intrusion types in real network 
connections datasets which are used as training data to our  detection system. Some types of intrusions like denial of 
service (DoS) have many network connections than other intrusion types like user to root (U2R) and normal have more 
than connection among all; so, any data mining approach will be interested in decreasing the overall error rate of the 
system regardless of intrusion types, which causes increasing the error rate of the minority attacks like U2R, although 
these attacks are very dangerous than majority attacks [9]. One more  challenge of anomaly detection is that network 
connections dataset contains important categorical features, which lies in making discover known and unknown 
classes. On the other side, connections features do not have the same effect on the type of  being normal or intrusion; 
so, some methods are proposed for feature selection and weighting that increase the detection rate of the proposed 
anomaly detection method[9]. There is one more aspect in intrusion and normal have some similarities which increase 
false positive rate. 
We used the classic KDD Cup 1999 (KDD’99)[14] intrusion detection dataset to test our claim that with respect to the 
intrusion detection problem, the method outperforms the traditional Naïve Bayes on each leaf node of Tree and the 
winning KDD’99 method in terms of detection accuracy, error rate and misclassification cost. Because of the 
challenges associated with the dataset, we preprocessed the dataset with several discretization and feature selection 
methods. The KDD’99 dataset and its properties are presented in the KDD’99 dataset section.  
The paper is organized as follows. Section 2 presents Related work. Section 3 presents NSL-KDD dataset of KDD’99, 
Section 4 presents architecture, Section 5  presents the Experiments and result discussion on NSL-KDD’99 dataset,  
Section 6 Conclusions and future work, Section 7 Acknowledgement.  
 
2. Related Work 
 
2.1. Bayesian networks  
In recent years, Bayesian networks have been utilized in the decision process of hybrid systems[15]. Bayesian networks 
offer a more sophisticated way of dealing with this compared with a RBS. Kruegel et al.[15] argue that most hybrid 
systems obtain high false alarm rates due to simplistic approaches to combining the outputs of the techniques in the 
decision phase. They propose a hybrid host based anomaly detection system consisting of four detection techniques: 
analyzing string length, character distribution, and structure, and identifying learned tokens, in which a Bayesian 
network is employed to decide the final output classification. The system was validated on the DARPA99 data set [24], 
compared with a simple threshold based approach [16]. Both approaches (Bayesian and threshold) were given the same 
outputs from the detection techniques. With 100% true positives, the threshold based approach lead to twice as many 
false positives as the Bayesian network. 
 
2.2. Naïve Bayes  
Naïve Bayes (NB) is a simplified version of Bayesian networks, which offer machine learning capabilities. According 
to Mitchell[17], there are two particular drawbacks of Bayesian networks, namely the requirement of a priori 
knowledge about the problem to determine probabilities, and that the method is computationally expensive. For the 
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former, it is possible to extract probabilities from training data, if available which is achieved with NB. However, NB 
does assume that all the features in the data are independent of each other[17], which is the reason for applying 
Bayesian networks to database intrusion detection instead of NB. Nevertheless, NB (utilized as a classifier) has been 
successfully applied to network based intrusion detection by several researchers. 
Ben Amor et al.[18] conducted an empirical investigation on the KDD Cup 99 data set, comparing the performance 
of NB and a Decision Tree (DT). The DT obtains a higher accuracy (92.28% compared with 91.47%), but NB obtains 
better detection rates on the three minor classes1, namely Probing, U2R and R2L intrusions. Most significantly, the DT 
detects merely 0.52% R2L intrusions whilst NB detects 7.11%.  
Similar observations are made by Panda and Patra [18], as they compare NB with an ANN. ANNs and DTs are biased 
towards the major class(es) [19], and, therefore, are prone to perform worse on the minor class(es). Therefore, this can 
be seen as a benefit of the NB, provided that the FPR does not become too high. 

 
2.3 Hybrids and classifier combination  
Several researchers have benchmarked a range of machine learning algorithms, observing that different techniques 
appear better at detecting different classes of intrusion [20]. Nonetheless, creating classifier ensembles of different 
techniques has been shown to outperform the individual classifiers [20]. Although some researchers experience the 
instability of DTs as a drawback, that their performance is sensitive to the training data [21], others exploit this as a 
beneficial trait to construct successful ensembles of DTs (classifier combination)[22]. One commonly used ensemble 
approach; Random Forest (RF)[23] was first applied to intrusion detection by Zhang and Zulkernine[9] to perform 
network based misuse and anomaly detection. Their system makes use of a hierarchical hybridization, in which the 
misuse detection module operates at the first level, employing a RF to classify attacks in real time. Anomaly detection is 
then employed at a second level, utilizing RF to perform outlier detection on data that is not classified as intrusive by 
the misuse detection module. On a small subset of the KDD Cup 99 data set, the hybrid systems obtain a 94.7% TPR 
and 2% FPR. 
 
2.4. SVM for Anomaly detection  
Kim and Cha [25] and Seo and Cha [26] applied SVMs to host based anomaly detection of masquerades. Both studies 
analyze sequences of UNIX commands executed by users on a host. Kim and Cha applied a SVM with a Radial Basis 
Function (RBF) kernel, analyzing commands over a sliding window. They adopt the data set used in [27], which gave a 
detection rate of 80.1%. This was over 10% higher than other techniques applied to this data [26], however, with the 
highest FPR (9.7%). Seo and Chan examine two different kernels, K-gram and String kernel, which yield higher 
detection rates; 89.61% and 97.40%, respectively. The drawback is the same as with the RBF kernel employed by Kim 
and Cha, that the FPR is even higher; above 20% for the String kernel. Seo and Chan also examine a hybrid of the two 
kernel methods, which gave nearly identical results as Kim and Cha [25] with a RBF kernel. 
 
2.5. Classifier performance 
Decision trees (DTs) are popular in misuse detection systems, as they yield good performance and offers some benefits 
over other machine learning techniques. For example, they learn quickly compared with Artificial Neural Networks 
(ANNs), and DTs are not black boxes. DTs have been successfully applied to intrusion detection both as a standalone 
misuse detector [28] [29] or as a part of hybrid systems [29],[30],[31]. A good example of the success of DTs is an 
application of a C5.0 DT by Pfahringer[31], which won the KDD Cup 99 competition (although with bagging and 
boosting).  
Sabhnani and Serpen[32] have examined the performance of several machine learning techniques on the KDD Cup 

99 data set, including a C4.5 DT. The DT obtained good accuracy, but does not perform as well as other techniques 
on some classes of intrusion, particularly U2R and R2L attacks, both of which are minor classes and include a large 
proportion of new attack types. An ANN and k-means clustering obtained higher detection rates on these classes, which 
are two techniques that are better able to generalize from learned data to new, unseen, data. Similar observations have 
been made by Gharibian and Ghorbani [33]. Furthermore, Gharibian and Ghorbani found that DTs and Random 
Forests (ensemble of DTs) are very sensitive to the data selected for training, i.e., the performance varied significantly 
on different folds of the data. 
 
2.6 Proposed Approach 
In this paper we proposed the virtual machine monitor anomaly detection on cloud virtual machines using machine 
learning approach. The proposed work can be summarized as follows: 
a. Employ the NB tree algorithm anomaly  intrusion detection. 
b. Anomaly detection using a hybrid Approach of NB Tree and Random Forest classifiers.  
 
 
 



International Journal of Application or Innovation in Engineering & Management (IJAIEM) 
Web Site: www.ijaiem.org Email: editor@ijaiem.org, editorijaiem@gmail.com  

Volume 2, Issue 6, June 2013   ISSN 2319 - 4847 
 

Volume 2, Issue 6, June 2013 Page 60 
 

3. Dataset and Features 
Currently, there are only few public datasets like KDD’99 and the majority of the experiments in the intrusion detection 
domain performed on these datasets [35]. Since our model is based on supervised learning methods, KDD’99 is the 
only available dataset which provides labels for both training and test sets. The study sample was created based on the 
1998 DARPA intrusion detection evaluation offline dataset [24] developed by the MIT Lincoln laboratory. Although 
there are some reported limitations [38], the KDD’99 dataset has interesting properties and is believed to present a 
classic challenge for the intrusion detection problem. We used this dataset in our experiments because it is the most 
comprehensive dataset that is still widely used to compare, contrast and benchmarking the performance of intrusion 
detection models.    
The training data contain 24 attack types, and the test data contain 38 types, all of which are mapped to four basic 
attack classes: probe, DoS, U2R and R2L, as shown in Table 1. Each connection record contains 7 discrete and 34 
continuous features for a total of 41 features shown. Each record captures various connection features, such as service 
type, protocol type and the number of failed login attempts. As shown in Table 2, the distributions of the classes are not 
necessarily the same in the training and test datasets. Only approximately 20% of the records are categorized as normal 
connections. This is the data set used for The Third International Knowledge Discovery and Data Mining Tools 
Competition, which was held in conjunction with KDD-99 The Fifth International Conference on Knowledge 
Discovery and Data Mining.  
The competition task was to build a network intrusion detector, a predictive model capable of distinguishing between 
"bad'' connections, called intrusions or attacks, and ``good'' normal connections. This database contains a standard set 
of data to be audited, which includes a wide variety of intrusions simulated in a military network environment [14]. 
NSL-KDD is a data set [36] suggested to solve some of the inherent problems of the KDD'99 data set which are 
mentioned in [14]. The NSL-KDD data set has the following advantages over the original KDD data set: It does not 
include redundant records in the train set, so the classifiers will not be biased towards more frequent records. There is 
no duplicate records in the proposed test sets; therefore, the performance of the learners are not biased by the methods 
which have better detection rates on the frequent records.  

 
Table 1 

Mapping of the attack types on the KDD’99 dataset to the attack classes on the classifier. 
 

class Attacks in the training data 
probe Ipsweep, Nmap, Portsweep, Satan 
DOS Back, Land, Neptune, Pod, Smurf, Teardrop 
U2R Buffer_overflow, Loadmodule, Perl, Rootkit 
R2L Ftp_write, Guess_passwd, Imap, Multihop, Phf, Spy, Warezclient, 

Warezmaster 
 

Table 2 
Characteristics of the KDD’99 dataset. 

 
Class  
 

10% KDD training 
data 
distributions 

10% KDD test data 
distributions 

NSL-KDD 
Binary Label 

normal 19.69% 19.48% normal 
probe 0.8% 1.34% anomaly 
DOS 79.24% 73.90% anomaly 
U2R 0.01% 0.07% anomaly 
R2L 0.23% 5.20% anomaly 

 
Table 3 

The proposed NSL-KDD’99  dataset’s categorical 
features and their values that would be encoded to binary features. 

Feature name Feature Values 
protocol_type  Icmp, tcp,  udp 
flag OTH, REJ, RSTO, RSTOS0, RSTR, S0, S1, S2,S3, SF, SH 



International Journal of Application or Innovation in Engineering & Management (IJAIEM) 
Web Site: www.ijaiem.org Email: editor@ijaiem.org, editorijaiem@gmail.com  

Volume 2, Issue 6, June 2013   ISSN 2319 - 4847 
 

Volume 2, Issue 6, June 2013 Page 61 
 

service_type aol, auth, bgp, courier, csnet_ns, ctf, daytime, discard, domain, 
domain_u, echo, eco_i, ecr_i, efs, exec, finger, ftp, ftp_data, gopher, 
harvest, hostnames, http,  http_2784,  http_443, http_8001, imap4, 
IRC, iso_tsap, klogin, kshell, ldap, link, login, mtp, name, 
netbios_dgm, netbios_ns, netbios_ssn, netstat nnsp, nntp, ntp_u, 
other, pm_dump, pop_2,  pop_3, printer, private, red_i, remote_job, 
rje, shell, smtp, sql_net, ssh, sunrpc, supdup, systat, telnet, 
tftp_u,tim_i, time, urh_i, urp_i, uucp, uucp_path 

 
 

In NSL-KDD [36], The number of selected records from each difficulty level group is inversely proportional to the 
percentage of records in the original KDD data set. As a result, the classification rates of distinct machine learning 
methods vary in a wider range, which makes it more efficient to have an accurate evaluation of different learning 
techniques. The number of records in the train and test sets are reasonable, which makes it affordable to run the 
experiments on the complete set without the need to randomly select a small portion. Consequently, evaluation results 
of different research works will be consistent and comparable. The feature set is shown in Table 3. 
 
4. Architecture of VMM-IDS 
The proposed anomaly detection method (see Fig. 1). Working in two parts  front end and back end, in front end 
preprocessing and feature construction components used for both training and testing. 

 
Figure 1: VMM-IDS 

 While in back end the output of feature construction is used for learning as creating normal model and for anomaly 
detection. Components working are briefly described in next section. 
Using the above mentioned architecture (fig. 1) the possible interdependence between some features, the high data 
dimensionality of the dataset due to its large feature set poses a significant challenge to any data mining model. Feature 
selection and dimension reduction are common data mining approaches in large datasets. The dataset’s continuous 
features also result in difficulties for many data mining models, including HNB and other Naïve Bayes models, we use 
preprocessing to exclude the noise from VMM events.  
In  feature construction we use discretization process to converting the continuous domain of a feature into a nominal 
domain with a finite number of values. Front-end discretization is necessary for some classifiers if their algorithms 
cannot handle continuous features by design. While in back end for online learning feature reduction component of 
VMM reduces the feature set for creation of normal model which makes the threshold on moving average base, so the 
recent values may be much efficient for decision making. The anomaly detector component determines the anomalous 
and normal events by matching the collected features with the classes, based on the identified class the classifier  
decides  as normal or anomaly event, finally, the anomaly alarm system component generates an alarm if anomaly 
events are detected. 
 
5. Experiments and Results 
5.1.  Method Description using NB Tree 
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The misuse detection method (see Fig. 1) employs the random forests algorithm as a data mining classification 
algorithm [11]. Like all supervised learning techniques, the method operates in two phases: training phase and 
classification phase. The first phase works offline to build intrusion and normal patterns based on a training dataset, the 
second phase works online to detect network intrusions based on the patterns generated from the first phase. 
 
5.1.1 NB TREE Classifier 
Naive Bayes tree is a class for generating a decision tree with naive Bayes classifiers [12] at the leaves. A decision tree 
is a decision support tool that uses a tree-like graph or model of decisions and their possible consequences, including 
chance event outcomes, resource costs, and utility. It is one way to display an algorithm. Decision Tree is a flow-chart 
like structure in which internal node represents test on an attribute, each branch represents outcome of test and each 
leaf node represents class label (decision taken after computing all attributes). A path from root to leaf represents 
classification rules. 
A decision tree consists of 3 types of nodes: 
a. Decision nodes-commonly represented by squares. 
b. Chance nodes-represented by circles. 
c. End nodes-represented by triangles. 
 
 
5.1.2. Naïve Bayes Classifier.  
The conditional distribution over the class variable C is: 

=                               (1) 
over a dependent class variable C with a small number of outcomes or classes, conditional on several feature variables 
Fi through Fn. where Z(the evidence) is a scaling factor dependent only on F1…Fn , that is, a constant if the values of 
the feature variables are known. 
 
5.1.3. NB Tree Algorithm:[12] 
dom(makeNBTree), Set LabeledInstance 
cod(makeNBTree), Tree Split NBC 
a. For each attribute Xi, evaluate the utility, u(Xi ), of a split on attribute Xi. For continuous attributes, a threshold is 
also found at this stage. 
b. Let j = argmaxi (ui ), i.e., the attribute with the highest utility. 
c.  If uj is not significantly better than the utility of the current node, create a Naive-Bayes classifier for the current 
node and return. 
d.  Partition the set of instances T according to the test on Xj. If Xj is continuous, a threshold split is used; if Xj is 
discrete, a multi-way split is made for all possible values. 
e.  For each child, call the algorithm recursively on the portion of T that matches the test leading to the child. 
Utility of Node: Computed by discretizing the data and computing 5-fold cross-validation accuracy estimate of using 
NBC at node. 
Utility of Split: Computed by weighted sum of utility of nodes, where weight given to node is proportional to num of 
instances that reach node. 
Significance: Split is significant iff the relative reduction in error is greater than 5% and there are at least 30 instances 
in node. 
The results obtained use NB tree approach is shown in table 4 

 
Table 4 

A comparison between the proposed method and 
other methods  for Anomaly detection using single classifier 

Approach Classifier Accurac
y 

False Positive 

Proposed NB Tree 99.5% 2% 
Method induced in [9] Random forest 95% 1.5% 

Method induced in [37] K-NN 
SVM 

91% 
98% 

8% 
10% 

 
 
5.2.  Method Description using hybrid approach NB Tree and Random Forest. 
The random forests algorithm 
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The random forests algorithm is a classification algorithm consisting of a collection of tree structured classifiers, where 
each tree casts a unit vote for the most popular class at each input [13]. 
Each tree is grown as follows: 
a.  If the number of cases in the training set is N, a sample of N cases is taken at random from the original data. This 
sample will be the training set for growing the tree. 
b.  If there are M input variables, a number m  M is specified such that at each node, m variables are selected at 
random out of the M input variables, then, the best split on these m is used to split the node. The value of m is held 
constant during the forest growing. 
Each tree is grown to the largest extent possible. There is no pruning [17].  
Suppose we have a dataset I having N entities, set of M features, V, and an entity-to-feature matrix Y = (yiv) where yiv is 
the value of feature v V at entity i I. The algorithm will partition the dataset I to K clusters where S = {S1, S2, . . . , 
Sk}, Sk subsets are the output clusters. Each cluster Sk is represented by a centroid Ck = (Ckv), then, the criterion 
minimized by the algorithm is the sum of distances to every cluster centroid:  
 

ik(yik-ckv)2
                   (2) 

 
 where Sik =1 if i  Sk, and Sik =0, otherwise. 
 
The results of hybrid approach using NB tree and random forest are shown in table 5. 

 
Table 5 

A comparison between results of the proposed  and others using  Hybrid classifiers for anomaly detection. 
 

Approach Classifier Accuracy False Positive 

proposed NB Tree+ Random Forest 99% 2% 

Method induced in [37] Random forest + weighted 
K Means 

94.7% 12% 

 
5.3.  Result Discussion 
Our validation results indicate that the models based on preprocessing and consistency feature construction methods 
perform better, while the results of the NB Tree model show that NB is one of the leading models in terms of 
performance, as shown in Table 4. Because the class distributions on the NSL-KDD balanced dataset differ in the 
training and test data and the validation results only rely on the training data, these findings will not be sufficient for 
measuring the performance of the classification models. Based on these test results, we can say the  NB Tree model is 
fast and good on VMM where we have huge data load and need low delay.  
The results are gained using the feature set shown in table 3. According to the test results shown in Table 5, the hybrid 
model that provides a better overall performance is also better at detecting anomaly attacks than the traditional and 
extended Naïve Bayes methods and the KDD’99 winner. We also compared the best results obtained in our experiments 
with the comparable results from earlier studies discussed in related work.  the false positive rate is also low as shown 
in table 4 and table 5 by using both proposed approaches. We used accuracy and the error rate as performance measures 
in our multiclass classifier study.  
Accuracy is the high of correctly classified instances, and the misclassified is the fraction of misclassified instances in a 
dataset. These two measures effectively summarize the overall performance by considering of the classes and 
generalizing the classifier performance in terms of the convergence behaviors, precision, recall and F- measure shown 
in table 6. We tested the  implemented the model in one of the our resources on cloud of Amazon Web Services 
(acknowledgement) gives us good performance in speed and time. 

Table 6 
The results of proposed method for Anomaly intrusion detection on VMM 

Training data Test data Classifier Accuracy Precision Recall F-Measure 

10% 10% NB Tree 99.6556 %  0.997  0.997  0.997 

10% 10% NB Tree + 
Random 
Forest 

99.0705 %  
 

  0.990  
 

0.991 0.990 
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Fig. 5.1 Result graph 

 
 

6.  Conclusions and Future work 
This paper discussed the Machine Learning approaches NB Tree  and Random forest which  can perform well in 
detecting intrusions in virtual machine environments on cloud. First the NB tree used for anomaly detection then NB 
Tree and Random forest used as hybrid Classification for balanced dataset, detection method to build intrusion patterns 
from a balanced training dataset, and to classify the captured network connections from VMM to the main types of 
intrusions due to the built patterns. We  implemented our method in java by using the NB Tree original 
implementation[11] and tested through the NSL-KDD of KDD’99 datasets[9]. The Random Forest is used as a data-
mining classification  algorithm into a proposed unsupervised anomaly detection method to partition the captured 
network connections from VMM  then preprocessed into specified number of features, and then detect the anomalous 
event depending on their features[37]. Our method is evaluated over the NSL-KDD of KDD’99 datasets after solving 
the problems of categorical and different scales features. The main drawback of the anomaly detection method is the 
high false positive rate. Feature importance values calculated by the NB Tree algorithm are used in the anomaly 
detection part to improve the detection rate. Our methods using NB Tree  and hybrid of NB Tree and Random forest 
shows high accuracy and low false positive rate. 
In the future, more advanced data-mining technologies like stream data mining could be used to increase the operations 
speed and make implement to all layered processes for cloud as for users virtual machines as well as single point for 
service providers. In addition to that, the proposed attack injection method needs more study in the effect of changing 
the ratio of attacks to the uncertain connections dataset. We need to test on more different cloud environments using 
different layered structures and different challenges for anomaly detections. 
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