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ABSTRACT 
As increment of the use of information and network, the intruders (outsiders) who are not authenticated, they also trying to 
access the data and if they got success in that situation they can do anything with the information. This information can be very 
important for the organization to which it is belong, and intruder can misused of these information. Also, for any successful 
communication, both the parties should understand each other language. If not then purpose of communication will not be 
established. Any communication medium that the human use in the form of plain text so other party can understand that what 
the opponent party wants to say. Intruders do these kinds of activities for gaining some financial gain or to do some funny 
tricks and lot many others. So organization or any particular entity need to secure their information in such a way that only 
authenticated/correct user/person can use the information. To secure the information which is passes from the sender to 
receiver, we can use Cryptography. Cryptography is a technique by using which information can be encoded (secure) to make 
them non-readable. It is a technique of hiding the information from the unauthorized users. So in computer terms 
cryptography is combination of mathematics and computer science and closely related with information theory, computer 
security and engineering.  
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1. INTRODUCTION 
Whenever any communication is going on, it should be secure from the intruder. If this information will not be secure 
then unintended party will get these data and it creates the big problem.  
Cryptography is the science of using mathematics and computer science to encrypt and decrypt the messages. So 
Cryptography is used for securing the messages while cryptanalysis is the science of breaking the secure 
communication. So in other words, cryptography and cryptanalysis both is opponent of each other.  
Cryptographic algorithm is a mathematical method to encrypt or decrypt the messages. Cryptographic algorithm works 
with the KEY (i.e. can be combination of letters, numbers, symbols etc.) used for encrypt the plain text and it will be 
converted into cipher text. The security of the encrypted data is entirely depend on two things: How much algorithm is 
strong and secrecy of the key. But a common thumb rule is that “Make algorithm to public and the key to private” 

2. CRYPTOGRAPHY 
Cryptography comes from the Greek words from the kruptos meaning hidden. Data that can be read and understood 
without any special measure is called plain text or clear text. The method of hiding data in such a way that data can be 
understood by respected recipient only.  
Let’s take an example of simple communication between two parties P and Q. when P send the data to the Q, it should 
not be modified by any third party except the original receiver as well as even if it read by any other third party, it 
should not be understood to that. So in such a way we can secure our data. When Q receives the encrypted data, Q will 
decrypt the data. Mainly cryptography is used to achieve the following goals. 

 2.1 Confidentiality 
To ensure data remains private. Confidentiality is usually achieved using encryption. Encryption algorithms (that use 
encryption keys) are used to convert plain text into cipher text and the equivalent decryption algorithm is used to 
convert the cipher text back to plain text. Symmetric encryption algorithms use the same key for encryption and 
decryption, while asymmetric algorithms use a public/private key pair. 
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 2.2 Data Integrity 
To ensure data is protected from accidental or deliberate (malicious) modification. Integrity is usually provided by 
message authentication code or hashes. A hash value is a fixed length numeric value derived from a sequence of data. 
Hash values are used to verify the integrity of data sent through insecure channels. The hash value of received data is 
compared to the hash value of the data as it was sent to determine if the data was altered. 

 2.3 Authentication 
To assure that data originates from a particular party. Digital certificates are used to provide authentication. Digital 
signatures are usually applied to hash values as these are significantly smaller than the source data that they represent. 

3. TYPES OF CRYPTOGRAPHY 
There are various ways to classify the several algorithms. The most common types are i) Secret Key Cryptography 
which is also known as Symmetric Key Cryptography and ii) Public Key Cryptography which is also known as 
Asymmetric Key Cryptography. 

In other words, if the same key is used for encryption and decryption, we call the mechanism as Symmetric Key 
Cryptography. However, if two different keys are used in a cryptographic mechanism, wherein one key is used for 
encryption, and another, different key is used for decryption; we call the mechanism as Asymmetric Key Cryptography. 
This is shown in below figure:  

 
Figure 1 Types of cryptography 

 3.1 Symmetric key cryptography 
In this type of encryption, the sender and the receiver agree on a secret (shared) key. Then they use this secret key to 
encrypt and decrypt their sent messages. Below Figure shows the process of symmetric cryptography. Node A and B 
first agree on the encryption technique to be used in encryption and decryption of communicated data. Then they agree 
on the secret key that both of them will use in this connection. After the encryption setup finishes, node A starts 
sending its data encrypted with the shared key, on the other side node B uses the same key to decrypt the encrypted 
messages. The key for the transmission should not be known to the others but in any case if this key known to the 
others then it can create a serious problem of leaking of messages, so the management of this key is very troublesome 
work. 

 3.2 Public key cryptography 
Asymmetric key also known as public key in which it uses the two keys one for the sender and another for the receiver. 
The sender uses his key for encrypting the data and receiver uses another key for decrypting the message. Both are 
required to encrypt and decrypt a message or transmission. The sender will encrypt the data by receiver’s public key. So 
whomever person has the public key s/he can encrypt the data but the decryption can only be possible by the private key 
of the receiver not any other person. So in this way, two keys are used for encryption and decryption. 

4. SYMMETRIC KEY ALGORITHM 
Secret key cryptography schemes are generally categorized as being either stream ciphers or block ciphers. Stream 
ciphers operate on a single bit (byte or computer word) at a time, and implement some form of feedback mechanism so 
that the key is constantly changing. A block cipher is so-called because the scheme encrypts one block of data at a time 
using the same key on each block. Some encryption algorithm like AES, DES, 3DES, Blowfish, CAST, IDEA etc.  

4.1 Advantages of symmetric key algorithms 
1. Inexpensive to produce a strong key for the encrypted data. 
2. Length of the key is much smaller which they can afford.  
3. Relatively inexpensive to process.   
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5. NEW SYMMETRIC KEY ALGORITHM 

 
Figure 2 Designing of Algorithm 

 5.1 Encryption Algorithm 
1. Convert all 16 bytes character data & character Key into its equivalent ASCII value. 
2. Convert ASCII values of data & Key into its equivalent Binary value of 8 digits. 
3. Perform P-Box Operation on all data one by one. 
4. Rotation Key Operation 

a. Perform the X-OR operation on the Key byte and Data byte corresponding one by one. 
b. Again Perform the X-OR operation on the Result of Step (4-a) and the same key but with rotation of bit of that 

byte means the left most bit of that key byte will become right most bit of that key byte. 
c. Perform the Step (4-b) until all 8 bits of the key byte not rotate. 
d. Perform the Step (4-a) until this operation not performed on all 16 bytes of the Data and Key. 

5. Convert the All 16 bytes Binary Data value (Answer of step 4-c) into its equivalent ASCII Value.  
6. Convert ASCII value into its equivalent Character data of data bytes 

 5.1.1 Encryption example 
Let the Data character ‘A’ and Key character ‘a’, now according to the steps we will get the following: 

1. ASCII value A = 65 , a = 97 
2. Binary Value 65 = 01000001 , 97 = 01100001 
3. P-Box Operation (Sequence = 24510736) 

DATA = 00010100 
4. Rotation Key Operation 

 

 
Figure 3 Decryption Key Rotation 

 
5. ASCII value of 11101011 = 235 
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6. Character value of 235 =  

 5.2 Decryption algorithm 
1. Convert all 16 bytes character data & character key into its equivalent ASCII value. 
2. Convert ASCII values of data & Key into its equivalent Binary value of 8 digits. 
3. Rotation Key Operation 

a. Perform the X-OR operation on the Key byte and Data byte corresponding one by one. 
b. Again Perform the X-OR operation on the Result of Step (3-a) and the same key but with rotation of bit of that 

byte means the left most bit of that key byte will become right most bit of that key byte. 
c. Perform the Step (3-b) until all 8 bits of the key byte not rotate. 
d. Perform the Step (3-a) until this operation not performed on all 16 bytes of the Data and Key. 

4. Perform P-Box Operation on all data one by one. (Answer of step 3-c) 
5. Convert the All 16 bytes Binary Data value into its equivalent ASCII Value.  
6. Convert ASCII value into its equivalent Character data of data bytes. 

5.2.1 Decryption example 
1. ASCII value of  = 235 , a = 97 
2. Binary Value 235 = 11101011 , a = 01100001 
3. Rotation Key Operation 
4. P-Box Operation (Sequence = 24510736) 

DATA = 01000001 
5. ASCII value of 01000001 = 65 
6. Character value of 65 = A 
 

 
Figure 4 Decryption Key Rotation 

 

5.3 Advantages of new algorithm 
1. Simple in nature. 
2. Increase the performance with security. 
3. Use for the small amount of data. 
4. Less memory and less processing required. 

5. CONCLUSION 
Cryptography is used to achieve few goals like Confidentiality, Data integrity, Authentication etc. of the send data. Lots 
of algorithm are available but for minimal data to use these costly algorithms are not sufficient so means they are not 
developed for the small amount of data. The aim of made this algorithm is to minimize those problem issues. So by 
keeping this goal in mind the proposed algorithm has been designed in a quite simple manner but of-course not 
sacrificing the security issues and also follow the all rules for developing the algorithm. 
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