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ABSTRACT 
The Fuzzy Rule based assessment of the security risks and benefits of cloud computing - providing security guidance for 
potential and existing users and manage risk with cloud. In This paper three fuzzy inputs like Gracefulness, Processor – speed  
and Performance used as fuzzy input to find out Trust Rating rate. Cloud-based model can be more robust, scalable and cost-
effective and would Manage risk very well with the use of fuzzy Logic. 
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1. INTRODUCTION 
Cloud computing  is an emerging  commercial infrastructure and internet based cost-efficient computing where 
information can be accessed from a web browser by customers according to their requirement.  
Cloud computing in a generally term is defined for anything that involves delivering hosted services over the Internet. 
It is based on the concept of shared computational, storage, network and application resources provided by a third 
party. There are different kinds of clouds can be developed like private, public, and hybrid clouds. In the private cloud 
the infrastructure is operated solely for an organization and managed by the organization or a third party and it may be 
exists on-premise or off-premise. A private cloud is suppose as a data center that supplies hosted services to a limited 
number of people or group of people. When a service provider uses public cloud resources to create their private cloud, 
the result is called a virtual private cloud.  A hybrid cloud is a cloud computing environment which is combining the 
benefit of different types of cloud. An organization provides and manages some resources in-house and has others 
provided externally in hybrid cloud. 
The cloud computing are multi layered service abstraction like software as a service (SaaS), Platform as a service 
(PaaS) and infrastructure as a service (IaaS); and deployment models like private cloud, public cloud and hybrid cloud. 
In the SaaS cloud model, the capability provided to the consumer is to use the provider’s applications running on a 
cloud infrastructure and the applications are accessible from various client devices through a web browser . 
 
Cloud computing has evolved into a business idea where cloud service providers (CSPs) provide computing as an 
utility, which needs to be paid as per the usage.  the number of CSPs has gone up in recent years so that the customer 
has to make a judicious choice based on various parameters such as cost,  security, performance etc. 
Fuzzy set A in X is characterized by a function fA(x), which associated with each point in x a real number in the 
interval [0,1]. Fuzzy set is defined in terms of a membership function fA(x), which is a mapping from the universal set 
U to the interval [0,1]. This is the natural generalization of   the concept of standard set theory. A fuzzy set can be 
defined mathematically by assigning to each possible individual in the universe of discourse a value representing its 
grade of membership in the fuzzy set. Hence individuals   may belong in the fuzzy set to a greater or lesser degree as 
indicated by a larger or smaller membership grade. The membership grades are very often represented by real–number 
values ranging in the closed interval between 0 and 1.The fuzzy sets have capability  to express gradual transition from 
membership to non membership and vice versa. It   provides   meaningful representation of measurement uncertainties 
and   vague concepts expressed in natural language successful ranging from consumer products industrial process 
control, automotive applications. 
The idea fuzzy sets was given by Lofti A . Zadeh is a   well respected professor in the department of electrical 
engineering and computer sciences at university of California, Berkeley. He believed  that all real-world problems could 
be solved with efficient, analytical methods and/or fast electronic computers.  
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2.  RISKS FACTORS FOR  CLOUD COMPUTING AGE SIZE AND LAYOUT 
(i) Data controls and privacy 
In cloud computing is very difficult to maintain and control datawith privacy to the recognized user . Who will own the 
data when subscribing to a cloud computing service.? Is the data you create, use, and store within a cloud yours? Could 
your data be viewed, accessed, or used without your knowledge; sold to third parties; used for unknown purposes? 
(ii)  Data Recovery 
Is data retention meeting your policy requirements? Is deleted data "really" gone or still preserved somewhere within 
the cloud? How are data backups and restores handled?. 
(iii)Availability and reliability 
How is reliability, access, and availability "guaranteed" by cloud services providers? Is it through service level 
agreements? 
(iv)Data Security and encryption 
Is data secured within the cloud environment? How is security enforced and confirmed? What level of encryption is 
required to enhance security, and how will this impact operational service levels 
(v)Data monitoring 
Are you ready to apply enterprise risk management and controls, and auditing and monitoring practices to applications 
and data residing in cloud environments? 
(vi)Vendor policy 
What happens if you want to move your data back in house or into another cloud? How open is the existing cloud and 
what support will the vendor provide? 
(vii)Tax implications 
Is your enterprise ready to adjust tax processes to meet new needs?  
(viii)Disaster recovery 
Is your data protected in the event of a disaster? What are the recovery time objectives and service level agreements? 
Typical disaster recovery costs are estimated at twice the cost of the infrastructure. With a cloud-based model, true 
disaster recovery is estimated to cost little more than one times the costs, a significant saving. Additionally, because 
cloud service providers replicate their data, even the loss of one or two data centres will not result in lost data 
(ix)Legal compliance 
Is your cloud provider adhering to laws/regulations for your industry and in every jurisdiction which applies 
(x)Assurance 
How will you provide your customers with a level of comfort and assurance on the protection and controls in the cloud 
environment, especially when involving third parties? 
(xi)Scalability 
scalability is a key aspect of cloud computing. The ability of the platform to expand and contract automatically based on 
capacity needs Is your enterprise ready to adjust tax processes to meet new needs? Cloud computing provides resources 
on-demand for many of the typical scaling points that an organisation needs including servers, storage and networking. 
The on-demand nature of cloud computing means that as your demand grows (or contracts) we can more easily match  
our capacity  to your demand. There is no need to over-provison for the peaks. 
 . 

3. STRATEGY OF  REDUCING RISK 
The information and support provided to enable customer staff to understand how to safely and reliably use their 
product. Some instructions provided to administrators and managers for setting and monitoring policies. The needful 
task is that users are provided with instructions on how to avoid phishing or malware attacks. Fuzzy inputs like 
Gracefulness, Processor – speed  and Performance used as fuzzy input to find out Trust Rating rate. 

 

4. RISK ASSESSMENT PROCESS  
The level of risk is estimated on the basis of the likelihood of an incident scenario, mapped against the estimated 
negative impact. The likelihood of an incident scenario is given by a threat exploiting with a given likelihood.  
The likelihood of each incident scenario and the business impact was determined in consultation with the expert group 
contributing to this report, drawing on their collective experience. In cases where it was judged not possible to provide 
a well founded estimation of the likelihood of an occurrence, the value is N/A. In many cases the estimate of likelihood 
depends heavily on the cloud model or architecture under consideration.  
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FUZZY  RULES: Three fuzzy inputs like Gracefulness, Processor – speed  and Performance then fuzzy output is Trust 
Rating rate . Matlab  is use to find out rules and surface view diagram . 

 
 

 
 
Surface View:- Fig 1 shows surface  view diagram with Gracefulness is on X axis performance is on Y axis and Trust 
Rating on Z axis. 
 

 
 
 
Rule Viewer :- The rule viewer for Value of Grace fullness=0.705,Processor – speed=0.849,Performance=0.948, Trust 
–Rating=0.827 
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5. CONCLUSION:  
Cloud-based model could be  more robust, scalable and cost-effective and would Manage risk very well with the use of 
fuzzy Logic. We used three fuzzy inputs like Gracefulness, Processor – speed  and Performance as fuzzy input to find 
out Trust Rating rate and get better result of performance.  
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