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ABSTRACT
In this paper we are trying to estimate the reliability of software which consists of fully interconnected unreliable components
and unreliable interconnection between them. The acute problems of any component failure and failure of intercommunication
between components are frequently encountered in execution of the software. It is considered that in a component based
software the components (Nfc) as well as their interconnections (Ifc) links can be failed and causes unreliable behavior of the
software. So, it is important to estimate the software reliability to counter the software failure. Various tools have been used to
estimate the reliability of component based software but here in this paper we are considering the approach of neural
optimization to accomplish this task. In which, we are using the evolutionary algorithm i.e. simulated annealing with Hopfield
neural network model to estimate the probabilities for reliable behavior of various components in the software which lead to
optimal reliability for the software.

Keywords: Component Based Software Reliability, Reliability Estimation, Neural Optimization, Simulated Annealing,
Hopfield Model.

1. INTRODUCTION
Component based software is the next descendent or successor of object oriented software [1,2]. Software components
are units of composition with explicitly defined, provided and required interfaces [2]. Any software design consists of
software components based on specification from component developers. There are various methods like queuing
networks [3], stochastic petrinets [4] and stochastic process algebra [5] used to specify the performance of component
based software. The important aspect for any analyses is to consider the performance of a software component in a
running system which depends on the context it is deployed into and in usage profile. It may also occur that some
components of software are not performing as per requirement even then the performance of whole software can be
predicted in terms of the probability of its reliable operation.
It has been understood that in component based software design the study of its reliability starts with component
reliability and the reliability of relationship among the components that makes a system. The estimation of reliability
for component based system started in 1990 and many models have been suggested. Up to now there is no standard
model applicable for many domains and still difficulties are faced by everyone who wants to estimate reliability of the
system. The increased dependency on components with each other and using it in system makes the reliability of the
system as an important and critical factor.
There exists various types of reliability models that according to [6] can be classified into state based and path based
models. State based models introduce discrete or continuous chain of semi-marko processes to represent software
architecture [7, 8, and9]. Path based models instead combine the software design with its failure behavior considering
the possible execution paths of the program [6,10]. In [11] the approach consists of mapping UML system specification
onto state based models, in particular generalized semi Markov process. In [12] the approach consists of mapping UML
system specification onto Timed Petri Net models, which in turn can be translated into state based models of continuous
Markov chain models. In [13] a survey of the state of the art on research techniques for the estimation of the system
reliability based on component reliability and design is proposed. It provides an analytical study for these models with
the discussion of their pros and cons in context of some practical consideration. In [14] an approach to analyzing the
reliability of system based on the reliability of the individual components and the architecture of the system is proposed.
It also presented sensitivity analysis on the reliability of component based software with the assumption that the failure
of software components is independent. In [15] an integrated approach for modeling and analyzing of component based
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system with multiple levels of failure and faults recovery both at the software as well as hardware level is proposed. In
[16] an issue about reliability for software design and off-the-shelf components is addressed. In [17] a method based on
Stochastic Petri Nets (SPN) is proposed. It evaluates component software reliability at the early stages of software
development. Another approach [18] tried to analyze the reliability of component based software in open distributed
environment. It proposed a method to evaluate the reliability of the component based software in open distributed
environment by analyzing the reliability of the components in different application domains, the reliability of the
connections to these components and the design type of their composition. An important finding in [19] realized that a
component failure does not necessarily cause a system failure if subsequent components may not propagate the error.
This finding has indicated that all existing reliability analytic models assume that a component failure always causes a
system failure that is not realistic. It has represented that an error propagation probability is associated with each
component and also for each path with propagation path probability. In [20] an approach for assessment of software
reliability is proposed by creating a fusion of neural networks and the software reliability growth models considering
factors like programming path, size of each component, skill of fault reporter and so on. In this approach the reliability
assessment method based on neural network is proposed in terms of estimating the effect of each component on the
entire system, by estimating the weight parameter for each component. In [21] a reliability prediction model of
component based software design is proposed which depends on reliability of components and operational profiles of
use case packages. An approach described [22] the concept of dividing the software into components and the reliability
of each component is analyzed using Extended Execution Time Model. In this approach each component is
characterized and modeled for reliability growth. It is interpreted that reliable components explore the reliability of
whole software. It is quite obvious that fixing the problem of components may not necessarily make the software more
reliable. The unreliable behavior of components and their interconnection may not lead for the unreliable behavior for
the entire software. In recent years the soft computing techniques such as Fuzzy Logic, Artificial Neural Network, and
Genetic Algorithms are used to solve software engineering problems. It has been seen that the use of multilayer feed
forward neural network for estimating model parameters of a Pharmacokinetic system and predicting the noise present
in the measured data formula is considered [23]. It demonstrated that neural network models and training regions are
used for reliability prediction. Results with testing and debugging data suggest that neural network models are better at
endpoint predictions than analytic models [24, 25]. At this stage of review, the aspect of software reliability prediction
is based on working of its components and their interconnection. It indicates that the failure of software depends on
whether a path is executed that includes the execution of a faulty piece of code or if communication among components
fails. On the other hand, the same program can be re-run in a different context and perform perfectly well with
modification to the code. These issues are magnified when the component based software system is used because
information computed by the component developer will be used in unknown contexts for unknown reasons. It is quite
natural that when a software assembly is executing, not every constituent component is executing all the time. In fact, a
given use of assembly might not activate a particular component at all. Hence, using the total execution time for a
program as the execution time for its parts for the purpose of calculating each component’s contribution to overall
reliability is not accurate and in fact, may overstate the reliability of a component. There are many ways in which a
software fails and many ways in which a component can contribute to a given type of system failure. Thus, it might be
that a system developer is interested in predicting the likelihood that system will produce an incorrect value but one or
more of the components that are being assembled define reliability only in terms of failure to continue operating. The
reliability prediction for the component based software is effected or influenced with the reliability prediction of
components and also from the path information or interconnection between the components or inter component
dependencies during the course of execution [26].
The prediction of component based software reliability has been studied many times and various models have been used
for it. The discussion of these models has already been cited. In almost every approach, the reliability of component
based software is estimated in terms of reliability of components and reliability of inter components communication
path or interconnection. Hence, to attain the optimal reliability, the components and the components interconnection
paths or edges both should function properly or with the highest operational probability. The software can become
unreliable due to the failure of either operational component or inter component path failure. Thus, in the software
reliability measures we consider the probability of software being operational subject to random failure of its
components and inter component paths.
In this paper we are contemplating an approach for estimation of the reliability for component based software structure,
which is based on either the unreliable components or unreliable inter component path or link. The work of the same
nature in the case of reliability of network has been proposed in [27]. This proposed method considered the
combinatorial approach of estimating reliability and it is quite obvious that the combinatorial approach suffers from the
complexity as the number of components and their communication path are increasing. The problem which has been
considered is also of the same nature. The software consists of large number of unreliable components and unreliable
inter connected path between them. The probabilistic approach for estimating the reliability of such software is not
tractable and may suffer from computational explosion. Thus, it exhibits that this problem is of combinatorial
optimization nature. It has been observed and analyzed that most of the traditional problems of combinatorial
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optimization can solve with neural optimization techniques [28, 29]. The feedback neural network structure is more
suggested method for such neural optimization. The function of the feedback network with non linear unit can be
described in terms of the trajectory of the states of the network with time. Associating an energy function with each
state of the network, the trajectory describes the traversal along the energy landscape. The minima of the energy
landscape correspond to the stable states, which can be used to exhibit the minimum failure probability of the software
or the stability for the neural network. Thus, the stability in the software operation is interpreted as the minimum
disturbance state or the maximum reliable probability of the software. The minimum energy state has been considered
as the state of equilibrium [30], where all the perturbations are adjustable. So that, the equilibrium states of the network
will exhibit the operation of the software with maximum reliability. There is a probability that the operation of software
can exhibit more than one minimum energy states. It means that we have more than one reliable state, but the state
which consist of minimum energy among the minimum energy states will be the most reliable state. Thus, this problem
can be mapped as an optimization problem. So that it is possible to map such problem onto the feedback neural
network, where the units and connection strengths are identified by comparing the cost function of the problem with the
energy function of neural network expressed in terms of the state values of the units and connection strength. The
Neural dynamics in order to search for the global stable state (minimum energy state) may trap into local minimum
energy state or false minima. So that, to achieve the global minima, skipping the false minima, the feedback neural
network can implement with stochastic units. It is understood that for stochastic unit the state of the unit is updated
using probabilistic update rule, which is controlled by a temperature parameter (T) [30].Hence, at the higher
temperature many states are likely to be visited irrespective of energies of the states. Thus, the false minima of the
energy function can be escaped, as the temperature is gradually reduced, the states having lower energies will be visited
more frequently. Finally, at T = 0, the state with lowest energy will have the highest probability. This method as search
for a global minimum of the energy function is known as a simulated annealing [31].
In our proposed approach we consider the software which consist of operational and unreliable component (Nfc), those
are fully connected with each other with inter connected unreliable path. The inter connection between the components
is considered in symmetric fashion and the operationality of the component is identified with state 1 and non
operationality of the component is identified with state -1. Thus, the operationality of each component is considered in
bipolar state. It is also considered that the components as well as interconnection path between them are unreliable i.e.
both may fail in operation. If any component or any path or both become fail then they are represented with -1 and if
they are operational represented with +1 since the software structure maps as the Hopfield type neural network which
can be used for optimization. The state change or operational updating for component is considered in probabilistic
manner with the process of evolutionary search i.e. simulated annealing in order to search the global optimal solution
as maximum probability of reliability for the software. Hence, the minimum energy states of the neural network are
exhibiting the stability, which is used to present the optimal solution of the problem i.e. reliable operationality of the
software. Thus, it is quite obvious that as the software operationality becomes more and more stable its reliability will
also increase. Therefore, each minimum energy state of the Hopfield neural network will exhibit some reliability but the
most reliable state can represent with global minimum energy state i.e. the minimum energy state among all the energy
minima. The following subsections describe the proposed method and its implementation followed by results,
discussion, conclusion and references.

2. SOFTWARE STRUCTURE AND NEURAL OPTIMIZATION
We consider the software which consists of operational and unreliable components (Nfc) those are fully connected with
each other and the inter connected path is unreliable. If any component and/or any connected path are failed then they
are presented with -1 or if they are operational then represented by +1. The inter connection path between the
component is considered in symmetric manner. This connection path between the components is mapped as the
connection strength or weight of feedback neural network. Thus, it can understand that the proposed model of software
structure works as the Hopfield type neural network in which each component is considered as processing unit and
interconnected path between the components as the connection strength or weight. Therefore, the states of the
components or units and the interconnected path or connection strength between the components are described with the
undirected graph. Let us consider an undirected graph G(Nfc, E) where Nfc is the set of n components and E is the set
of m interconnected paths. Now, we associate each node x ∈ Nfc and each path e ∈ E is a bipolar random variable X ,
denoting the operational and failure state of the path/component. In particular {X = 1} represents the event that the
component/edge is operational and {X = 0} represents the event that the component/edge is failed. Hence the software
S consists of a set of n components or vertices V and a set of m edges E, which is representing interconnection path
between the components. The components and edges are subject to random bipolar failure i.e. when a component or
edge fails, it fails completely, and otherwise it is fully operational.
Thus, depending upon the types of interconnected link or edge and the number of components, the reliability estimation
problem is divided into different cases [32], i.e. the edge set in the software can be directed or undirected, the number
of components can range from a minimum of two to a maximum of n. Therefore, to accomplish the task of software
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reliability estimation, we consider the undirected fully connected components of software using Hopfield type neural
network with the maximum number of components. In this the components are considered as the bipolar processing
unit with zero threshold value and the edges are considered as the connection strength (weight) between the processing
units with the constraints of symmetric weight between the components.
The Hopfield model of the feedback neural network architecture can be defined as the fully connected network of
Mcculloch Pitt’s neuron (processing unit) with the bipolar output state of the units. The output of each unit is fed to all
the other units with weight Wij for all i and j. The weights between the units are considered as the symmetric weights
i.e. Wij = Wji for all i and j. The bipolar output state of each unit can be defined as

And for the convenience, θi = 0 (for all i) we have,

The state of each unit is either +1 or -1 at any given instant of time. One of the most successful applications of Hopfield
type neural network architecture is in solving the optimization problems [34, 35, 36]. An interesting application of the
Hopfield network can be observed in a heuristic solution to the NP-complete travelling salesman problem [37]. It is
possible to map such type of problem onto a feedback network, where the units and connection strengths are identified
by comparing the cost function of the problem with the energy function of the network expressed in terms of the state
values of the units and the connection strengths as

The solution to the problem lies in determining the state of the network at the global minimum of the energy function.
In this process it is necessary to overcome the local minima of energy function. This is accomplished by adopting a
simulated annealing scheduled for implementing the search for global minimum. The dynamics of the network by
using the bipolar states for each unit can be expressed as

Hence the direct application of the dynamics of network as specified in the equation (2.1) to search of a stable state may
lead for a state corresponding to a local minimum of the energy function. In order to reach the global minimum,
specifying the local minima, the implementation of stochastic unit is required in the activation dynamics of the
network. The state of a neural network with stochastic units is described in terms of probability distribution. The
probability distribution of the states at thermal equilibrium can be represented as:

Where Eα is the energy of the network in the state Sα and z is the partition function.
The network with stochastic update exhibits the stability on thermal equilibrium at a given temperature (T). Thus, the
average value of the state of the network remains constant due to stationary of the probability P(Sα) of the states of the
network at thermal equilibrium. The average value of the state vector can be expressed as

This is obvious from the equation (2.5) that at the higher temperature many states are likely to be visited, irrespective of
the energies of these states. Thus, the local minima of the energy landscape can escape. Sothat, as the temperature is
gradually reduced, the states having the lower energies will visit more frequently. Finally, at T =0, the state with the
lowest energy will have the highest probability. Thus, the state corresponding to the global minimum of the energy
landscape can reach escaping the local minima. This approach for the search of global minimum in the energy
landscape is referred as simulated annealing of the neuro optimization.
The approach of neural optimization is being used for estimation of software reliability. This problem is mapped as the
feedback neural network of the Hopfield type by considering the components of the software and edges between the
components with the processing unit and connection strength of the neural network architecture respectively. In the
next section we consider the implementation details of this process with mathematical modeling.
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3. MATHEMATICAL MODELING AND SIMULATION DESIGN
Now we present mathematical modeling of this process by considering the software of fully connected n components
and their 2n interconnected path or edges. At any instant of time one or more components or one or more edges or both
can be non operational or fail even though the entire software remains in operational mode. Thus, it reflects the
operational reliability of the software with non reliable components and non reliable paths between them so that to
determine the global minimum energy state for the neural network at any given condition, the Hopfield energy function
analysis has been employed with stochastic activation dynamics. The simulated annealing process with Boltzmann
learning is used for obtaining the optimal weights on edges to explore the global minimum energy state or maximum
operational reliability for the software. The final steady optimal weight state represents the status of operationality for
the edges to achieve the operational reliability for software. A neural network with stochastic update values behaves
differently each time it runs. Thus the trajectory of the state of the neural network becomes a sample function of
random process. So that there will never be a static equilibrium or static stable state for the neural network, instead of
this the network can explore the dynamic equilibrium. Hence, the neural optimization tool with simulated annealing
process to ensure the global optimal solution is employed for estimating the reliability of software structure. The
software consists of unreliable components and unreliable paths between components. This problem is mapped to the
neural network of Hopfield type architecture. The unreliable components and paths of the software structure are
considered with processing elements and the connection strength between the process elements in the network. The
processing elements exhibit bipolar output states +1 and -1. It is considered that if the component of the software is
reliable (operational) then it is in state +1 and the unreliability of the component is exhibited with the state -1. Here, we
are estimating the software reliability in the form of energy function of the neural network, which will express in terms
of state of the components and the connection strength i.e. edges. The objective is to minimize the energy or maximize
the reliability of the software by adjusting the neural network parameters to their optimal values. The dynamics of
neural network leads the neural network towards the stable state, which corresponds to minimum energy state for the
condition. The global minimum energy state will exhibit the maximum reliability for the software. It is quite obvious
that the connection strength or the weights on the edges are supposed to determine in order to settle the neural network
in the global minimum energy state. Hence, here we employ the Boltzmann learning law for determining the weights
for each annealing schedule. The thermal equilibrium has been achieved for each value of the temperature (T) and the
probability distribution of the states of the network has been explored for each thermal equilibrium. This process
continues until we reach to the lower temperature T ≈ 0. At this lower temperature value, the network will settle in the
global energy minimum state and this will exhibit the probability of maximum reliability state of the software for the
given condition. In the dynamic equilibrium, the probability distribution of the network states will remain stationary or
time independent at a given temperature (T). Thus, the ensemble average of the network states does not change with
time. The average of the state can represent in terms of average value (<Si>) of the output of each unit of the network
i.e.

Where P (S1, S2, ………………….. , Si,……………SN) is the joint probability density function of the component of the
state vectors S. The network at the thermal equilibrium exhibits the probability of network state is inversely
proportional to the energy of the state. Hence at the higher temperature the higher energy states or less reliable states
are more likely to visit. Now, we reduce the temperature in smaller steps as the annealing schedule and determine the
thermal equilibrium for each value of the temperature. It can be observed that as the temperature decreases as per
annealing schedule the probability of visiting the lower energy state increases and finally the network settle in the
global minimum energy state which reflects the maximum operational reliability for software. To accomplish this
process, the weight vector of the neural network is computed using Boltzmann learning rule as:
Where
is the probability of the state when the neural network is clamped and
is the probability of states when the
neural network is running freely? Hence, the weight vector is computed for each annealing schedule till the neural
network does not occupy the global minimum energy state. To speed up the process of simulated annealing, the mean
field approximation is used [29]. In this process stochastic update of the bipolar unit is replaced with deterministic
analog state i.e.

Where <xi> is the average activation value of the ith unit and <Sj> represents the expectation of the jth output state.
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Therefore, using the Hopfield energy function analysis and the mean field approximation, we define the expression for
energy function for the software system of unreliable components and unreliable edges as:

Where
is the expectation of the ith unit at the present thermal equilibrium (Tp) and P(
) is the operational
probability of the component
.
Hence to determine the condition to settle the neural network at global minimum energy state, we consider the
asynchronous update in the neural network. Let us consider the kth component in the software system which has been
selected at any instant of time for the state updating. Therefore, the energy of the neural network before the update of
kth unit can be expressed as:

As the kth unit updates its state, the energy function of the neural network will change as:

Now, the change in energy i.e.
for the two different states of the neural network at the thermal
equilibrium should always less than or equal to zero in order to settle the neural network at global energy minima.
Thus, the neural network evolves with the new state, the energy of state should either remain same or decreases along
the energy landscape as the temperature is reduced as per annealing schedule.
Hence, this process can be formulated as:
So that

Since
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because there is no change in the state of other units as well as no change in their operational probability. Since from
equation (3.7), we have

Hence, from the symmetric weights i.e. Wij = Wji, we have

Where

is defined according to stochastic update for the thermal equilibrium at the given temperature (T) as:

=

=

and if
then
Hence for this case
Therefore, for both cases the first terms of equation (3.9) will always positive.
i.e.

Now, we investigate the second term (E2) of the equation (3.11), so we have

represents the change in the operational probability of kth unit due to its update. Here, we have the

The

following three cases to define this change in probability as:
Case1: If
, then in the extreme change , we have
Hence for the energy change, we have

Then E2 will always positive.
Case2: If

then we have

. And again E2 will not be negative quantity
Case3:

If

, then in the extreme change of probability we have:

And for the other changes we have
Hence for the every case, we have the change in energy as:
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Thus E2 will become positive quantity.
Therefore, on the basis of these three cases, we have from the equations (3.11) and (3.12) i.e.
For each case, Thus
So that the change in energy will always decrease or remain the same. Thus, the neural network leads towards the
global energy minimum at the lowest temperature i.e. T ≈0. There are the possibilities of other minimum energy states
also, but the higher probability of reliability for the software will obtain only when the neural network occupies the
global minimum energy state. The implementation details for the simulation are defined in the following subsection.

4. SIMULATION AND IMPLEMENTATION DETAIL
In this simulation and implementation design we considered the two experiments. The first experiment involves
software system which consists of three components and second experiment involves the software system with five
components. The components of the software are fully connected with each other to reflect the interconnection path
between these components. These paths are considered as the weighted edge. The components and edges are subject to
random failure, so a specific probability of their activation or failure is associated with each component. The weights on
edges between the components are assumed to be symmetric. In each experiment the neural network is processed
several times, once with randomly generated weights (free run) and secondly with updated or adjusted weights
(clamped run). Various parameters and the initial values against them are discussed in table 1, are used in free run and
in table 2 are used in clamped run.
Table1: Parameters used for free run
[1] Parameters
[2] Values
[3] Temperature(T)
[8] 0.5
[4] Threshold(θ)
[9] 0.0
[5] Initial weights
[10] Randomly generated
[6] State probability
[11] 0.125
[7] Transition probability
[12] 0.0

[13] Parameters
[15] Temperature(T)
[16] Threshold(θ)
[17] Initial weights
[18] State probability
[19] Transition probability

Table2: Parameters used for clamped run
[14] Values
[20] 0.5
[21] 0.0
[22] Calculated
[23] 0.125
[24] 0.0

Activation value for all the units of neural network can be calculated as:
Then, after the probability of firing the unit is calculated as:

Transition probability of a unit can be given as

where N is the number of components in the software. Using the equation (4.1) the probability of self transition can be
calculated as [1-trpb[i][j]]. We continue to calculate these transition probabilities for all the states of neural network
until the first thermal equilibrium is achieved. After achieving the first thermal equilibrium at the initial Temperature
(T), temperature is reduced from T=0.5 to T=0.41, the same process is repeated until second thermal equilibrium is
achieved. We continue this process of achieving thermal equilibrium for T=0.32, 0.23, 0.14, and 0.05. At T =0.05, we
obtain the stable states.
Now we perform the same process of simulation annealing with clamped data i.e. the network is run with specified
initial weights and these weights are updated as per the Boltzmann’s learning rule as:

The parameters used for Boltzmann neurons are shown as in table 3.
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Table3: Parameters used for Boltzmann Learning
[25] Parameters
[26] Values
[27] Boltzmann learning rate(η)
[31] 0.1
[28] Average of the product of output when neural [32]
network
[33] ( )
[29] Is running clamped.
[34]
[30] Average of the product of output when neural [35] ( )
network is running freely.
This process keeps update the weights until there is no change in the weight state is found.
Hence, we start with following initial weights to train the neural network:
W=
Further these weights are updated using equation (4.2) to:
WN =
And finally converges to the final values as:
WF=
Thus the Boltzmann learning and simulated annealing process are succeeded to converge the weight vector with
optimal final value on which the optimal reliability of the software can compute.

5. RESULTS AND DISCUSSION
As we have already discussed that two experiments are conducted on two types of software systems. In first one, we
consider software with three fully connected components and second one with five fully connected components. The
components are exhibiting the non reliable operationality. The probabilities and energies at various thermal equilibrium
are given in tables 4.1 and 4.2 for the three components case whereas for the case of software with five components
there are 32 states.
Probability of states at different temperature for three component case:
Table 4.1

The table 4.1 represents the probabilities of different states at various thermal equilibriums. From the values
(probabilities of states) in table we observe that the probability of visiting the reliable state is increasing as we anneal
the neural network slowly (in our case such states are -111 and 111) where as the probabilities of visiting the non
reliable states are decreasing and tends to zero. This exhibits that these states are not reliable. Figure 4.1 is the pictorial
representation of the table 4.1. From this we can observe that in a software of three fully connected components we
have two states (-111 and 111) having the highest probabilities of visiting and hence the reliable states among all eight
states.

Figure 4.1

Volume 2, Issue 1, January 2013

Page 121

International Journal of Application or Innovation in Engineering & Management (IJAIEM)
Web Site: www.ijaiem.org Email: editor@ijaiem.org, editorijaiem@gmail.com
Volume 2, Issue 1, January 2013
ISSN 2319 - 4847
Energy landscape throughout the experiments represents the status of stability or instability. The software with three
fully connected components is considered as Hopfield neural network and from Hopfield energy function analyzes the
energies of all states are computed. These energies are presented in table 4.2 as:
Table 4.2

Table 4.2 represents the energy values of the different states in software with three fully connected components. From
the values of the table we observe that the states -111, 1-1-1 and 111 have least energy values. Among these states we
have -111 and 111 as reliable states and 111 as most reliable state as it has global minimum energy. The state 1-1-1 has
false minima of the energy.

Figure 4.2
From the figure 4.2 we observe that at temperature T=0.5 the energy of the states -111, 1-1-1 and 111 have lowest
energy among all other states. These states are assumed to be the reliable states but from the figure 4.1 we observe that
there are only two reliable states having the maximum probabilities to visit. So states -111 and 111 are the reliable
states out of which only 111 is the most reliable state of the software because it considers the minimum global energy.
Thus the software will explore the reliable operation state of components as(111) to exhibit the maximum operational
reliability for the software. The 1-1-1 state of the components is representing the false minima. This exhibits the faulty
execution states for the software which exhibits the operational failure.
In the similar fashion we can exhibit the results for the component based software with five fully connected
components. The results are represented for both i.e. probability of states and energy of the states.

Figure 4.3: Probability of states (for a software with five fully connected components)

Figure 4.4: (Energy of states for software with five fully connected components)
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From the figure 4.3 we can observe that in software of five fully connected components the probabilities of visiting the
different states by neural network at different temperatures. The probabilities of visiting most of the states are close to
zero, which represents the operational unreliable states of the software. But at T=0.5 the state’s 111-1-1, 1-111-1 and
11111 have maximum visiting probabilities and hence may represent operational reliable states of the components
which leads for the maximum reliability of the software.

6. CONCLUSION
From the above discussions we can conclude that operational reliability of the software can be estimated using neural
optimization tools like Hopfield model, Simulation Annealing and Boltzmann Learning. This new approach of
estimating operational reliability of the software provides a wider range of output as compared to the existing models.
The following observations are drawn from the implementation of the proposed method for estimating the operational
reliability of component based software.
1. The software contains with unreliable components and unreliable path can exhibit the maximum operational
reliability at typical conditions. These typical conditions are explored with simulated annealing process on
thermal equilibrium of critical temperature. The components are presenting some operational state on them, the
minimum energy state with high probabilities to visit these is considered. These states of the components are
exhibiting the steady equilibrium states which maximize the operational reliability of the entire software.
2. The operational reliability of the software is obtained on different states of the components. It indicates that the
operationality of each component is not necessary requirement for reliable operation of the software. The
operational reliability of the software depends on the stable states of the neural network at thermal equilibrium.
This stability of the neural network is described in terms of the steady states of the components. Thus the sates of
components which leads the network for thermal equilibrium reflects the operational reliability for the software.
3. We are obtaining more than one minimum energy states at the thermal equilibrium of critical temperature but
out of these states only one state with lowest energy is considered as the most reliable state. Thus the state of
components which the neural network presents lowest energy is considered as the maximum operational
reliability of the software. Therefore at this state the successful communication in terms of flow of data between
the components can ensue. So, it reflects the reliable behavior of the software.
4. Rest of the states those have higher energy or higher probability for network to visit may cause for false
minimum states. The false minimum states are the states of component on which the software exhibits unreliable
behavior as failure during the course of execution. Hence the state of failure increases during the execution of the
software. Thus the software appears as failed to meet the objective requirements.
5. In any case of non operationality or failed behavior of any component or failure of the communication path
between any components of the software, the software can still exhibit operational reliability during the course of
execution. Thus, it indicates that the state of components and strength of their communication path at
equilibrium provides the operational reliability of the software.
We have considered the software with three and five fully connected components, the future work can be extended for
software with large number of components. The work can also be extended to determine the lower & upper bound on
the operational reliability of the software using the neural network as an optimization tool.
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