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ABSTRACT
Here, authors presents a smart encryption algorithm integrated with existing AODV protocol that enhances the security of
routing in MANET. Mobile Ad hoc Network’s because of maliciousness that intentionally disrupts the network by using variety
of attacks and due to routing protocols (e.g. AODV), which were already developed without considering security features to
prevent the various kinds of attacks. And also there is infrastructure less environment, and having open peer-to-peer
architecture, shared wireless medium and dynamic topology, MANETs are frequently established in insecure environments like
disaster sites and military applications. Ad-hoc On-Demand Distance Vector (AODV) is widely used routing protocol. Author’s
strategy is to choosing one of the secure routing protocols among all according to its effectiveness. It is analyzed by its
functionality and performance measurements. Then, the different existing security techniques (e.g. encryption algorithm.) were
surveyed so that to come up with new algorithm to integrate with the basic AODV protocol. And fortunately, a scheme of
integrating encryption algorithm with basic AODV routing protocol is found capable of handling both unauthorized and
malicious nodes’ attacks. The proposed security scheme was also simulated in the NS2.

Keywords: MANETs, Performance, Routing, Security

1. INTRODUCTION
MANET is a set of independent mobile nodes e.g. Laptops, tablets, pda etc. that communicate over relatively
bandwidth and power constrained wireless links. My research strategy is to choosing one of the secure routing protocols
among all according to its effectiveness, Authors have study it and analyze its functionality and performance
measurements. Then, the different existing security techniques (e.g. encryption algorithm.) were surveyed so that to
come up with new algorithm to integrate with the basic AODV protocol. And fortunately, a scheme of integrating
encryption algorithm with basic AODV routing protocol is found capable of handling both unauthorized and malicious
nodes’ attacks.
In this work, Authors are presenting their own work with enhancing the security of AODV routing protocol that
protects against a number of attacks carried out in packet routing mechanisms for MANETs. Authors would present
their encryption algorithm to secure AODV messages which they have implemented on existing AODV protocol in NSALLINONE. Here
authors are generating signature using their algorithm and concating it with AODV message formats, in addition they
have applied encryption to safe the signature of destination node using public key and once again another signature is
generated and also concated it along with AODV message formats for more security by various attackers.

Figure 1: Ad Hoc Network

2. AODV ROUTING PROTOCOL
AODV is a most widely used protocol and it is based on distance vector routing protocol that has been specially build
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for MANETs. AODV is an on demand protocol and reactive in nature as it finding the routes only when sender wants
to send data. AODV makes widespread use of sequence numbers in control packets to avoid the problem of generation
of routing loops. When a source node is interested to communicate with a destination node whose route is unknown for
sender, it broadcasts a RREQ (Route Request) packet to all its neighbor nodes. Each RREQ packet contains a Request
ID, source and the destination node IP addresses and sequence numbers along with a hop count and flags field in its
packet format. The Request ID field uniquely identifies the RREQ packet; By observing sequence number field we can
have information regarding how fresh the control packet is? And the hop-count maintains the number of intermediate
nodes between the source and the destination. Recipient node of the RREQ packet that has not find the Source IP and
ID pair or doesn’t maintain a fresher (larger sequence number) route to the destination rebroadcasts the same packet
after incrementing the hop-count.
When the RREQ packet arrived at the destination node a RREP (Route Reply) packet is generated and sent back to the
source. RREP packet contains the destination node sequence number, the source and the destination IP addresses, route
lifetime along with a hop count and flags. Intermediate node that receives the RREP packet, increments the hop count
field, and it establishes a Forward Route to the source of the packet and transmits the packet on the Reverse Route.
When a link failure is detected for a next hop of an active route a RERR (Route Error) message is sent to its active
neighbors that were using that particular route.

3. ENHANCING THE SECURITY OF AODV IN MOBILE AD-HOC NETWORK USING ENCRYPTION
ALGORITHM
MANETs are frequently established in insecure environments like disaster sites and military applications. Ad-hoc OnDemand Distance Vector (AODV) is widely used routing protocol. AODV is based on distance vector routing, but here
the updates are shared not on a periodic basis but on an as per on demand basis. For example, battle field ad hoc
network, in such a network it would surely be first concerned with the efficient and in time delivery of the message but
with this, we will have to be more concerned about the strong secrecy of the information also. These kinds of scenarios,
where we want to transmit private and secure information very rapidly, motivate authors to make use of encryption
algorithm with public key for security context. In this paper, author considers the advantage of encryption algorithm
with public key to hide the information of all the fields of message by using an encryption algorithm.
Enhancing the Security of AODV in Mobile Ad-hoc Network using Encryption Algorithm
Here author have proposed an encryption algorithm with public key used to secure AODV messages. This mechanism
calculates signature using appropriate encryption algorithm for all the fields of an AODV message. It also calculates
signature with public key and then both signatures will be transmitted along with the AODV messages.
The Proposed Encryption Algorithm as follows:
1. In routing of AODV, sender node generates the signature using an encryption algorithm and concate it with each of
the AODV messages. It performs the following operations:
- It uses secure hash algorithm (SHA) value to generate signature.
- Sets signature SHA value with the message format.
- Now for specially destination node sender uses public key to generate another signature and generate the same and
also concate it with message.
2. Afterwards, each time an intermediate node receives sent message, it calculates the following calculations to verify
the genuine message:
- It uses the concated signature to match the newly generated signature by intermediate node and compare it; if it
matches then node will forward the message to the next node.
- But before rebroadcasting a message it will check the index of upcoming node to check whether it is destination or
not.
3. Finally, if receiving node matches the value of index and find it is destination node then, it will calculate the
signature with using public key for more security purpose and compare it with concated special signature with key.

Figure 2: The proposed encryption scheme
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The proposed scheme is explained using fig.1 and it fulfills all security requirements. As it generates very less overhead
for computation, it saves power consumption of nodes significantly that is most important aspect of the mechanism.

4. SIMULATION AND RESULTS
All simulation experiments are developed and simulated on an Intel(R) Core 2 Duo 1.83GHz machine using Ubuntu
12.4.0 with 2 GB RAM and the network simulator NS2 version NS-2.34.
Table.1 is summarized the different configuration values that were used in all the performed simulations.
Table 1: General Simulation Parameters
Parameter
Value
MANET Area
500*500 sq. m.
Total number of nodes
25
Movement Pattern
Non-random
Node Speed
0 up to 20 m/s
Application
Constant Bit Rate (CBR)
No. of generated Packets 10000 packets per CBR
Size of Packet
512 bytes
Simulation Time
100 sec
CBR Traffic
5-10-15-20
Pause Time
0-10-20-40-100

Experiment 1: Packet Delivery Fraction
It is the ratio of packets delivered to that generated by the traffic generator. It is given by received packets/sent packets.
The packet delivery ratio is directly influenced by packet loss, which may be caused by general network faults or
uncooperative behavior.

Figure 3: PDF values for CBR traffic 5 at different pause time

Figure 4: PDF values for CBR traffic 10 at different pause time
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Figure 5: PDF values for CBR traffic 15 at different pause time

Figure 6: PDF values for CBR traffic 20 at different pause time
In this experiment, the packet delivery ratio is being measured for the normal AODV and secure encrypted AODV.
From the figure.2, 3, 4 and 5, it is clear that addition of security has not much effect (in fact good effect) on the
efficient working of the MANET.
Experiment 2: Routing Load
It is the number of routing packets required to be sent per data packet delivered. It is given by routing packets/received
packets. In this experiment, the routing load is being measured for the normal AODV and secure encrypted AODV.

Figure 7: RL values for CBR traffic 5 at different pause time

Figure 8: RL values for CBR traffic 10 at different pause time
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Figure 9: RL values for CBR traffic 15 at different pause time

Figure 10: RL values for CBR traffic 20 at different pause time
Figure. 6, 7, 8 and 9 shows the dramatic fall of RL in secure encrypted AODV. It is also found that secure version of
AODV has less routing load than normal AODV. It is also concluded by many researchers that less RL is indication of
good performance.

5. CONCLUSION
The proposed security scheme based on encryption algorithm defies various attacks possible in MANETs and satisfies
the almost all the security requirements in routing protocol with using central authority and key management scheme
which makes it more easily expandable and less complex in computation. As it generates very less overhead of
calculations it saves power consumption of nodes significantly. According to the simulations that were performed, the
newly proposed security scheme based on encryption algorithm, built on top of normal AODV routing protocol,
achieves an overall good results.
The proposed encryption algorithm also assures that if any malicious node drops invalid messages to the destination
between the route intermediated node, it can be easily detected; so proposed security scheme prevents message dropping
attacks which very crucial to prevent. Thus, the proposed scheme proves to be more efficient and less power consuming
in securing AODV routing protocol in defending against various attacks on AODV.
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