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Abstract 
Data mining has become very important in last few years. Its main purpose is to drawing out interesting pattern from huge data 
set. With increasing application area of data mining, e.g. military, wheatear forecasting, market analyses, heath etc, the 
importance of data mining is getting increased day by day. Due to the same there is issue of privacy breaches of individual datum. 
There are different traditional and modern methods for securing the data. Each method is having its own trade off among various 
factors like complexity of an algorithm, security level of data etc. This paper talks about a method which takes the reference of 
geometry based mathematical model. This algorithm not only provides the data security but also different level of security for the 
same data. 
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1. INTRODUCTION 
With the involvement of computer, the analysis of identifying different diseases and their trends in the locality became 
very much effective. Sharing of patients’ information is increasing day-by-day which is majorly private in nature. Because 
of most of the time the process of data mining is done by third party that is also known as centralized third party. 
To extract pattern out of available information, data mining procedure is used [1]. As we know any personal data require 
privacy. Securing this data is not a trivial issue. This can be deal by privacy preserving in data mining [2]. Here data is 
made secure and it provides higher mining result as before. 
This paper descries a perturbation approach for securing data i.e spatial transformation. Here we have a centralized body 
which will collect data and perform mining practice. All data sources first perturb the data by moving data in a space so 
that original identity is getting hided but it ensures that mining result will not be get affected. 
Structure of the paper is as fallows. Section 2 discusses different techniques for securing data by altering its value. Section 
3 gives preliminary knowledge about the method. Section 4 describes method with pseudo code.  Section 5 mentions 
results obtained. Last section talks about conclusion. 
 
2.  LITERATURE SURVEY 
There exists a growing body of literature on privacy sensitive data mining. A conventional method for securing data is to 
use cryptographic protocol [3]. Data is shared as horizontal partitioning where different sets records having same 
attributes. And some time data is vertically shared that is different locations have different attributes.  
Dimensionality Reduction-Based Transformation (DRBT) [4] another approach, is based on random projection. Here data 
is protected by replacing with projected value. This method uses strong mathematical base, without involving CPU much. 
This method cannot be used with distance based clustering for good result and there is cost of exchanging information is 
also linked. It is applicable over centralized and vertical partition data. 
Some methods use data distortion by probability distribution [5], where data is replaced by distorted data which is 
obtained as fallows. Firstly density function is determined for given series and density parameter is calculated. Then 
series is generated by density function parameter finally this generated series replaced original series. Bayes estimation 
[6] and PCA based method are also used to generate random value which is used to distort data. This distortion of data 
can be done either by adding or by multiplying noise to the data records. 
Data can also be secured by the following minimal perturbation method. This method is based on minimal modifying of 
data in database. This modification could be done by removing or/and adding some data. Through this modification we 
can limit the support and confidence such that the minimal information can be retrieved which is the main purpose of our 
data mining work. This is the way of perturbing database [7, 8, 9]. 
K-anonymity [10, 11, 12] is another approach to alter the data so it can be protected. This method is based on that some 
attribute of data can be used to identify data. In this data is so changed that to identify data uniquely one need minimally 
(k-1) records. K-anonymity can be used to protect identity but fails to protect attribute disclosure. This limitation is 
address by diversity [13] and t-closeness [14]. t- Closeness uses Earth Mover Distance metric [15] to find out distance 
between attribute.  
Matrix factorization resolves accuracy issue in privacy preservation. It generate simplified low rank approximation 
version to the original dataset. By this it provide high level accuracy and accurate mining result. Matrix Factorization 
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Techniques can be classified as: 
- Singular Value Decomposition (SVD) 
- Nonnegative Matrix Factorization (NMF) 
- NMF-based Data Distortion Method 
 
3.  METHOD PRELIMINARY 
As in Previous section discus, data can be secured by altering its value i.e replacing data with some other value. This 
motivates to implement geometrical transformation for data securing purpose. This section brief about geometrical 
transformation and how it resolve security issue and improve data mining result. 
 
3.1 Transformation  
Transformation is to move geometry around space this can be achieved by reflection. This reflection is done against a 
line, it can be an axis or any general line [16]. Multiple reflection cause rotation or translation depending on the 
alignment of axis on which reflection is taking place if they are in parallel then it is translation.  Rotation if intersect. 
Mathematical way of performing Transformation is given by Euclidean know as Euclidean transformation. Two methods 
given under Euclidean transformation are rotation and translation [17]. Mathematically Translations and Rotations on 
the xy-Plane is represented bellow. 
Translation is moving a point in x y plan by adding vector [α, β]. It can be explain as x’=x+ α; y’=y+ β; this can be 
achieved by matrix representation of coordinate geometry. (x,y) can be represented as:-    

 
Then, the relationship between (x, y) and (x', y') can be put into a matrix form like the following: 

 
If a point (x, y) is rotated an angle (θ = Ø) about the coordinate origin to become a new point (x', y'), the relationships can 
be described as follows: 

 
 

.(x1,y1)  .(x2,y2) 

.(x’1,y1)   .(x’2,y2) 

 
Figure 1. Showing rotation of point in space 

 
 
3.2  Level of security 
Security is achieved by rotating data around z axis. Actual data is replaced by rotated data. Degree of security is increased 
by rotating at different angel randomly chosen. For example, the distances between original data and perturbed when 
rotated at an angle more than 450 (e.g 750) data is more, while it is rotated at an angle of 450. This will increase the level 
of security. This security again can be increases with normalization of data.  
 
3.3 Procedure 
Two numerical attribute are selected from given data set and are arranged in a matrix. Attribute are placed in place of X 
and Y i.e in Colum 1 and Colum 2 while Colum 3 is given value of 1. This above matrix is than multiply by rotational 
matrix. 
 
3.4  General Assumptions    
This approach to distort data points in the n-dimensional space draws the following assumptions: 
– The data matrix D contains confidential and non-confidential numerical attributes that must be perturbed to protect 
individual data values before classification. 
– The existence of an Identification of object may be revealed but it could be also anonymized by suppression. However, 
the values of the attributes associated with an object are private and must be protected. 
– The perturbation when applied to a data matrix D must preserve the classes of different datasets. 
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We also assume that the raw data is pre-processed as follows:–   
Suppressing Identifiers. The existence of a particular object, say ID, could be suppressed/revealed depending on the 
application, but it could be suppressed when data is made public (e.g. census, social benefits). The major steps of the data 
perturbation, before classifying or clustering analysis, are depicted in Figure 2. In the first step, the raw data is 
normalized to give all the variables an equal weight. Then, the data are distorted by using our Shared Secret Preserving 
for Data Mining (SSPDM) method. In doing so, the underlying data values would be protected, and miners would be able 
to cluster the transformed data.  

 
Figure 2. Major steps of the data perturbation before clustering analysis. 

 
4. METHOD 
The procedure to distort the attributes of a data matrix has essentially 2 major steps, as follows: 
Step 1. Selecting the attribute pairs:  
We select k pairs of attributes Ai and Aj in D, where i!= j. If the number of attributes n in D is even, then k = n/2. 
Otherwise, k = (n + 1)/2. The pairs are not selected sequentially. A security administrator could select the pairs of 
attributes in any order of his choice. If n is odd, the last attribute selected is distorted along with any other attribute 
already distorted. We could try all the possible combinations of attribute pairs to maximize the variance between the 
original and the distorted attributes. However, given that we distort attributes, the variance of any attribute pairs tends to 
lie in the same range. 
Step 2. Distorting the attribute pairs:  
The pairs of attributes selected previously are distorted as follows: 
(a)  Computing the distorted attribute pairs as a function of  : We compute V’ (A’I ,A’j) = R × V(Ai,Aj) as a function of 
, where R is the rotation matrix. 
(b)  Meeting the pair wise-security threshold: We derive two in equations for each attribute pair based on the constraints: 
Variance (Ai-A’i) = 1 and Variance (Aj–A’j) = 2, with 1 > 0 and 2 > 0. 
(c)  Choosing the proper value for: Based on the in equations found previously, we identify a range for è that satisfies 
the pair wise-security threshold PSTR (1, 2).We refer to such a range as security range of rotation. Then, we randomly 
select a real number in this range and assign it to  
(d)  Outputting the distorted attribute pairs: Given that  are already determined, we now computed V’ (A’i,A’j) = R × 
V(Ai,Aj), and output the distorted attribute pairs. Each equation in sub-step (b) is solved by computing the variance of the 
matrix subtraction [Ai – A’i]. We know that the sample variance of N values x1, x2, ... , xN is calculated by: 
 
                 i=1 
Var(x1, x2, ..., xN)  =  1 × ( xi – x )2  
             N  
Where x is the arithmetic mean of the values x1, x2, .... , xN 
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The inputs for the SSPDM algorithm are a normalized data matrix D and a set of k pair wise-security thresholds Tk. we 
assume that there are k pairs of attributes to be distorted. The output is the transformed data matrix D’, which is shared 
for clustering analysis. The sketch of the SSPDM algorithm is given as follows in figure 3. 
 
5. RESULT  
We have implemented SSPDM algorithm by using MATLAB 7.7 and performed experiments. We have taken these 
datasets from machine learning repository of University California Irvine (UCI). We have taken two real world dataset 
from this repository and performed our experiments.   
Iris dataset is considered as dataset 1. Dataset 1 having 150 non repeating dataset records of 4 attribute named 1. Sepal 
length 2. Sepal width 3. Petal length 4. Petal width. Out of these four attributes, two attributes sepal length and sepal 
width are taken for implementation.  
Dermatology dataset is considered as Dataset 2. Dataset 2 having 366 data records from which 358 non repeating non 
missing dataset records of 33 attributes are taken. Out of these two attribute are taken for implementation.  
This paper has considered three different numbers of clusters for both considered datasets. cluster2 represents that dataset 
is divided into two clusters, similarly cluster3 for dividing dataset into three clusters and cluster4 for dividing data set into 
four clusters. 

 
Table 1 Iris dataset 

Iris cluster2 cluster3 cluster4 cluster5 
Perturb 0.458 1 0.25 0.20 
Original 0.333 1 0 0.04 

 
Table 2 Dermatology dataset 

Dermatology cluster2 cluster3 cluster4 cluster5 

Perturb 1 0.54 0.125 0.08 

Original 1 0.41 0.25 0.08 
    

Table 1, represent result of clustering on iris data set. The analysis of table 1 shows accuracy of clustering results remains 
the same in-fact it has been improved in some cases. For example in cluster 3 accuracy of the result remain same but for 
cluster 2 and cluster 4 it has been improved. 
Table 2, represent result of clustering on dermatology data set. The analysis of table 1 shows accuracy of clustering results 
remains the same in-fact it has been improved in some cases. For example cluster3 and very few time bit low as in case of 
cluster4. These results shows that SSPDM not only provide security but also keep data mining results are remain intact i.e 
keep data structure same.  
 
6. Conclusions 
This paper talks about securing data in data mining. This method talks about way of altering this data. This method is not 
destructing the correlation among the data. Data are still have the same structure as before. The only difference is their 
positions in reference coordinate axis. In other words we can say that the method provides security to the data by moving 
it at different location in space but retaining the structure or corresponding relation. 
This paper also talks about degree of privacy, which is responsible to provide different level of security to the data. When 
the difference between original data and altered data is more, It means it is hard for any intruder to find the original data 
by simple guessing and when it is less then it is easier for the intruder. This level of privacy will entirely depend on 
mutual understanding of all parties who are participating in a centralized data mining. 
The result, section 5, shows this thing that this method is independent of these levels of alteration. At any level of 
privacy, the result is same. 
This method provides almost same results as it was with original data by maintaining the secrecy of medical data of any 
patient. And by using this method we can provide different level of privacy, too, at the same time. 
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