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Abstract 
India is a vast country with more than 1 billion population dwell in an area of 3 million sq. km. It consists of 29 states and 6 
Union Territories governed by a federal system. There is no National Health Insurance policy for the country. Government 
supported healthcare delivery follows a three tier system and is the primary responsibility of each state. It has been observed that 
there is a great deal of inequality in quality and access to Healthcare between urban and rural regions. This healthcare divide 
needs to be bridged since most of the Indian population lives in rural areas. Telemedicine is emerging Information and 
Communication assisted Health Technology which has the potential to facilitate access to Healthcare in under privileged 
population if absorbed into existing Healthcare delivery system. The scale of e-health services in India has been very small so far 
considering its size, mostly limited to Medical Transcription, Health awareness through portals, Telemedicine, Hospital 
Management System and customer service using the internet. Both government and private agencies are venturing into Tele-
Healthcare by providing Hardware and Software solutions. Tele-Health industry is coming up and policy and standard issues are 
getting addressed. Government efforts are directed towards setting up standards and defining IT enabled Healthcare 
infrastructure in the country. In the year 2005 the Ministry of Health Government of India has constituted a NationalTask Force 
on Telemedicine.  
This paper analyzes the application of Information Communication Technologies for the delivery of Medical services, namely 
Telemedicine.Various aspects of Telemedicine such a simple mentation and infrastructure and possible lessons from the 
implementation have been highlighted. 
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1. Introduction 
Healthcare is meant to fulfill the needs and necessities of the community which it serves. However, Healthcare represents a 
great deal of socio-economic and legal barriers. Some of these barriers may be overcome using of newly developed 
Information and Communications Technology (ICT) which can improve healthcare services in this era of modern 
communication [1]. Telemedicine is “the use of electronic information and communication technologies to provide and 
support healthcare when distance separates participants” [2], and it is a new way of delivering Healthcare services that 
allows a change from a centralized service to one which is patient-oriented, where decisions are made at a local level close 
to the patient [3].  
Telemedicine is being taken up by the Indian Government because at the time of epidemics and natural disasters, medical 
facilities can often not be set up quickly enough, but with Telemedicine, specialists can be reached, and it also helps in 
greatly reducing the cost of transportation of Medical facilities and Doctors. Moreover, Telemedicine can be used by the 
public, especially during epidemics, without the need for a specialist doctor to be present in the current location. Even 
outside of times of disaster, this technology is extremely helpful in the rural areas where medical institutions are extremely 
difficult to set up. Telemedicine allows both the doctors and the patients to consult a second opinion from a specialist 
without having to go to the secondary specialist Centre.  
Moreover, patients can use Telemedicine directly from home by logging onto a hospital Tele-consultation Centre. As such, 
the growth and development of Telemedicine is possible only while the Information and Communications Technology (ICT) 
infrastructure is well developed. Despite the increasing role and importance of telemedicine in health, developing such 
infrastructures in India is challenging. Some of the major problems that India faces are the hindrance of technological 
development in remote and inaccessible geographic area (e.g., the North and North-East region), and disturbances and 
damages in developmental works due to political conflicts. 
There is also a huge gap between cities and the remote areas in terms of health, education, and other basic needs. 
Therefore, the Indian government needs to step forward to cut down these gaps and build a strong Information and 
Communications Technology (ICT) infrastructure to develop its health system and to overcome the many obstacles to the 
development of Telemedicine. However, we must remember that Telemedicine should not be considered as a separate 
Medical specialty. Rather, it is a tool that can be used by health practitioners to extend the traditional practice outside the 
walls of the typical Medical practice. Therefore, Telemedicine should be seen as a natural extension of existing direct 
Health services, enabling increased reach and efficient utilization of healthcare resources. 
 
2. Objectives of the study 
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This study is a reflection to the current healthcare situation in India and how Telemedicine can be part of a better 
solution. This study shows how described system can provide specialized Health care consultation to patients in remote 
locations with the help of video-conferencing and Health care experts for better treatment and care. However, the study 
does not try to demonstrate that Telemedicine is the only available solution. Rather, it implies that a better and more 
coordinated health service can be delivered to communities which are still neglected by current Health services. In 
addition, the study shows how Telemedicine can be used at the time of natural disasters and to educate health care 
personnel who are unable to continue their study due to distance and lack of new technological advantages.Moreover, this 
study may open up the eyes of stakeholder for new opportunities and opens the door for new interests and investments 
through the Public-Private-Partnership (PPP) model.  
2.1. Current state of healthcare in India 
75% of the qualified doctors practice in urban, 23% in semi-urban (towns) and only 2% in rural areas where the vast 
majority of population live (68%) [12][4]. Hospital beds/1000 people are 0.10 in rural as compared to 2.2 in urban areas. 
Further, a vast proportion of northern and north-eastern regions of country lie in hilly terrain, and some territories on remote 
islands make Healthcare outreach almost impossible. [11] 
Moreover, 82% of $30.2 billion spent on Healthcare came from the private sector in 2003[5], [6].However, it is mainly 
spent in urban areas. Because of the private stakeholders, there is still not much interest to set up hospitals in semi-urban 
and especially in rural areas, where most people live. For this reason, despite the massive public health infrastructure, 
Healthcare in rural areas remains a critical challenge. In September 2005, on Telemedicine in India for formulation of 
strategies regarding its application in the health sector, the Indian government formed five sub groups to look into different 
matters to draft a National Policy on Telemedicine [7]. 
I- To set the Telemedicine standard 
II- To define a national Telemedicine grid and consider its standards and operational aspects. 
III- To identify players and to frame evaluation framework  for forthcoming  projects 
IV-To utilize the existing Tele-linkage facility in rural areas by Department of Commission, human-resources medical 
informatics. 
V- To prepare the National Policy on Telemedicine as well as the central scheme for the 11th Five-Year Plan (FYP)  
To achieve the National Policy on Telemedicine, the following Hardware and Software system will be required: 
 
3. Hardware and software are required for the system  
 

 
Figure 1: Structure and function  between the consultation centre and the specialty centre 

 
A consultation center is the location from where doctors and patients can consult with the specialist in the specialty center 
(Fig. 1).The equipment needed in specialist center are a high-resolution Video camera (polycam), Web camera, 
Microscope, PC (Personal Computer), Microphone, Speaker, Telephones and a Modem. The specialty centers are where 
experts from different fields of Medicine are located. 
The consultation center and the specialty center are linked to each other through an ISDN (Integrated Services Digital 
Network) [9]. The centralized data base is connected using a VSAT (Very Small Aperture Terminal) line and is protected 
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by a firewall (Fig. 1)–“A firewall is a system, which is designed to prevent unauthorized users to access data from a 
private network”. Due to the security purpose of the confidential information related to patients, the Data base is accessed 
only by authorized persons by using the proper key (the process of accessing the Database system is described in the 
paragraph called Legal and Safety Issues (see below). 
One of the essential devices used for consultation is a Polycam. A Polycam is a video conferencing tool accompanied by a 
voice transmission enabler. The polycam is connected to the ISDN (Integrated Services Digital Network) lines and to the 
TV (Television) both at the specialty and consultation center. From the consultation center, patient’s records are 
transferred over the ISDN (Integrated Services Digital Network) line with the help of an interface. In the specialty center, 
the medical records are received on the system and can be viewed on the TV (Television). 
For example, an electronic or digital stethoscope can be used to hear the heartbeat.The equipment is placed on the patient 
and connected to the Telephone line, and the Doctor at the specialty center can hear the heart beat on the system or the 
Telephone directly. In case of video conferencing, the voice is transferred using a voice-enabling instrument attached to 
the Polycam. 
Below, I describe the process of the data flow from one phase to another (Consultation phase to post consultation phase)  
phases: 
 
4.Schematic representation of proposed system 
Phase 1-Consultation phase 

 
 
Phase 2-Post consultation phase 

 
UHID:Unique Health Identification Number 

Figure 2: Detail description of flow of data among different phases 
 
5. Issues concerning the setup of Telemedicine and possible cost-effective solutions 
5.1. Cultural issues: 
In spite the effort of the Indian government to create mass awareness about Telemedicine through specialists (Doctors) 
and mass communication, Doctors at rural centres still find resistance toTele-consultation, the reason being that people 
still prefer face to face consultation with doctors. Therefore it is the doctor who can play a major role in explaining the 
concept and making the patient comfortable with this form of distant consultation. 
Costs and benefits of patient cost effectiveness 
Costs  Benefits 
Individual interaction through Telemedicine platform Patients can save expenses on travel and post treatment 

expenses 
Marketing cost Save physical hazard and time  

Table 1: Description of the cost and benefits of cultural issues 
 
5.2. Technological issues: 
The system requires high bandwidth to transfer the data without any interruption. So, Very Small Aperture Terminal 
(VSAT) is the preferred connectivity between centres but the availability on a large scale is costly and time consuming 
and the cost of Hardware and Software are one of the main barrier to set up the system (Table 1). As a solution, major 
players of the market can tie up with each other to set up more specialist centre and use the basic infrastructure among 
them that can reduce the cost of buying equipment for individual. 
Costs and benefits of technology cost effectiveness 
Costs Benefits 
Set up for Technology infrastructure Quality of Data transmission  
 Long term investment 

Table 2: Description of the costs and benefits in the case of technological issues 
 
5.3. Economic Issues: 
The National Rural Health Mission provides an opportunity for taking Telemedicine as the Health care facilities at the 
primary, secondary and tertiary level. 300 Telemedicine nodes by government/private/trust agencies (of which 175 nodes 
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are form by the Indian Space Research Organization) [7] were established, and the experience of each of the 
implementations has brought some important issues to the forefront, which should be considered before future 
implementation for the development of Telemedicine. The Indian government should encourage more potential partners 
who would be interested to invest through the Public-Private-Partnership (PPP) model. However, the government can 
bestow the tax reduction on importing the equipment and others facilities at the initial stages to encourage private 
stakeholders to come forward to invest. 
 
Cost and benefits of economic cost effectiveness 
Costs Benefits 
Start-up costs Tax reduction at initial stages 
Operating costs Revenue generation 

Table 3: Description of thecosts and benefitsof economic issues 
 
5.4. Legal and safety issues: 
One of the main and biggest disadvantages for setting up Telemedicine centres is trustiness. Telemedicine consultation is 
done through Technology. There is always the possibility that confidential information of a patient is leaked out. 
Moreover, hackers can also manipulate and malpractice with the data. Therefore, people do not feel safe and merely trust 
on it. 
The government should implement new laws (not only related to the field of Medicine but together with Information 
Technology) and keep eyes on the hackers to prevent any kind of malpractice because of Telemedicine is a combination of 
Technology and Medicine field. Currently the Health Insurance Portability and Accountability Act of 1996 (HIPAA) [14] 
is implemented almost everywhere. It establishes standardized mechanisms for Electronic Data Interchange (EDI), 
security and confidentiality of all Healthcare-related data [8]. Now the question is: how will the data be sent securely from 
the consultation centre to the speciality centre? The solution is described below through pictorial ways:  
Step 1: 

                   Send to                                       
 
Step 2: 

                Return to                                       
 
Step 3: 

                                                
 
Figure 3: Pictorial description of the solution of exchanging key between two parties 
There is the description of the processes of exchanging keys between two parties Step-by Step mentioned above: 
STEP 1: Consultation Centre encrypts data/key with his own private key and sends it to Specialty Centre  

Specialty Centre decrypts the data/key with Consultation Centre’s public key.  
STEP 2: Specialty Centre encrypts data/key with Consultation Centre’s public key and send it to Consultation Centre. 
STEP 3: Consultation Centre decrypts the data/key with his own private key. 

 Now both Consultation Centre and Specialty Centre have the same key (e.g.  
1234+5678=12345678) 
Now they can use “Symmetric Cryptography” for transmission. 
However, the obvious question arises: why both Symmetric Cryptography and Public key Cryptography are used in the 
system? Because of, Symmetric key cryptography requires the same pair of keys to begin communication between two 
parties. So both parties need to rely on third parties like telephone, courier, E-mail for sending matching pair of keys. So, 
there is a possibility of stealing the key. So solving the problem of exchanging keys, I use Public key cryptography at first 
to exchange the key. Then I use the symmetric key cryptography for communication. However this process solves both the 
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problems related with symmetric key (how to exchange pair of key to start communication without using a third party) 
and public key cryptography (Which is comparatively slower than symmetric key) is solved. 
 
6. Cost effective in achieving healthcare outcomes compared to existing health services 
Telemedicine must be at least as cost effective as the direct delivery of Health services and should provide measurable 
benefits in improved and timelier service delivery. A cost effective business model should be taken by private agencies by 
which the system can be made self-sustainable over a period of time, and government needs to set up proper guidelines to 
run the system perfectly in good situation [7]. 
 
7. Health Information and Education [13] 
The system can also be used to educate people against communicable diseases and natural disasters like Tsunami, 
Earthquake etc...During the disasters, local hospitals, clinics and medical personnel can be completely overwhelmed. A 
control tower-style Telemedicine hub that can manage electronic traffic between first responders and remote Medical 
experts could boost the likelihood that critically-injured victims will get timely care and survive [10]. Such a system could 
provide on-line Tele-diagnosis, access to external Medical Databases, and real-time interactive Tele-medical services, 
such as Tele-surgery. This can be used to strengthen the Health care delivery system and better monitoring of health 
status of the community. A research team from “Weill Cornell Medical College and the University of California, Davis” 
shows that introducing Telemedicine linkages between remote specialists and immediate responders in the aftermath of a 
widespread disaster such as an earthquake could decrease both patient waiting times and hospitalization rates at nearby 
hospitals, while increasing the likelihood that patients with life-threatening injuries receive appropriate care [10]. 
The system can also be used as follows: 

 An awareness program to the public about personal health. 
 A proper inter-departmental coordination and cooperation to ensure adequate support for commissioning, 

operation and maintenance of the facility [7]. 
• To improve Health information and Education outreach Nation-wide. 
• Telemedicine can be used as an Education media for the Doctors who are working in village areas and unable to 

continue their study. It is used as an aspect of Continuing Medical Education Training for Doctors, Paramedics 
and Healthcare Workers in the form of separate network [7].   

8. Conclusions 
Over a decade India has gone ahead with experimenting the utility of Information and Communication Technologies in 
healthcare and educational practice. Indigenous Technology and tools have developed, Policy issues addressed and 
national level programs are in different phases of implementation. Since Health is a state subject it will take some time to 
get the technology adopted to health system. However, the national schemes are now being implemented by the user 
ministry i.e. Health and family welfare which will cover many areas in healthcare and e-continuing medical 
education.Telemedicine is proved valuable in managing patients with their illnesses in spite of distance. Therefore it is a 
combination of Information Technology and Medicine. So, development of Information Technology is also necessary to 
expand and mobilize this sector for Socio-Economic development.Telemedicine is technically a feasible concept, but it 
needs substantial investments. There are two ways in which it could be made economically viable, namely: 
§ By obtaining government support for the infrastructure or by providing a bundle of 
§ shared services using the same infrastructure.  
The Indian government should also make effective policies to attract foreign investors for investments and Technology 
transfer. Overall analysis indicates three critical success factors for sustaining and growth of Telemedicine is: 

i.  low cost (Economic sustainability) 
ii.  connectivity (Technological efficiency) and 

iii.  trust (behavioral acceptability) 
Indian experience of ICT application in Health can be taken as a case study for other developing countries to formulate 
national plan for e-health. 
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