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Abstract 

We are going to present our process towards safe cities called smart cities, helping user to know about the safety of the location 
and making it as user-friendly location. Smart cities combine technology and human resources to improve the quality of life. This 
work takes steps towards implementing smart, safe cities, by combining the use of personal mobile devices and social networks to 
make users aware of the safety of their surroundings. We devise mobile safety an android application, a privacy preserving 
algorithm for computing safety snapshots of co-located mobile device users and integrate our approach into an Android 
application for visualizing safety levels. This paper has advanced on the initially deployed version where we introduced 
association rules to improve on the quality of the extracted terms. Also, the tool in its present stage is more adaptable to the use by 
addressing most frequently occurred crime rates in that location. 
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1. INTRODUCTION 
In this paper, we use a combination of mobile technologies and online social networks to address this problem. The goal 
of our work is to make mobile device users aware of the safety of their surroundings. we propose a novel approaches to 
defining locations and user based safety metrics include the use of social media as a means to distribute information about 
unreported crimes ,or web based applications for visualizing unsafe areas. 
Draw Back : It is difficulty to use in everyday life of users. We propose techniques for defining the safety of locations, 
direction to the safest path and users. We first define location centric, static safety labels, based on crime levels recorded 
at those locations and direction safety aware. We exploit the insight that the safety of a user depends not only on the 
intrinsic history of her current location, but also on the people with whom she is currently co-located. We propose then 
the notion of user safety profiles, encoding the safety values of locations visited by users. This contribution presented 
safety, a privacy preserving algorithm for computing safety snapshots of co-located mobile device as well as geosocial 
network users. we used iSafe in the context of safe cities. Since safety profiles are sensitive information, we are 
particularly interested in preserving the privacy of users involved. iSafe uses secret splitting and secure, multi-party 
computation techniques to aggregate safety profile without learning the private information of participants. Finally, we 
have implemented Association rules to improve on the quality of the extracted crimes and more adaptable to addressing 
most frequently used crime rates in that location as an Android application. 

 
 
2. MODEL AND BACKGROUND 
The framework consists of three participants, (i) a service provider, (ii) mobile device users and   (iii) geosocial networks. 
The service provider, denoted by S in the following, centralizes crime and census information and provides it upon 
request to clients. 
 
(i) a service provider 
We assume the mobile devices are equipped with wireless interfaces, provides the backbone for the data connectivity, 
enabling the formation of transient, adhoc connections with neighboring devices. Devices are also equipped with GPS 
interfaces, allowing them to retrieve their geographic location. Users take advantage of Internet connectivity not only to 
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report to geo social networks but also to retrieve crime information .Every user needs to install an application on the 
mobile device, which acts as the client. 
 
(ii) Geosocial Networks 
Geosocial networks (GSNs) such as Yelp and Foursquare extend classic social networks with the notions of (i) venues, or 
businesses and (ii) check-ins. GSN provide accounts also for businesses (e.g., hotels, classes etc.). Users\check-in" to 
report their location, in terms of their presence at one of the venues supported by the GSN. Users can share check-in 
information with friends and also use it to achieve special status and receive frequent customer discounts from 
participating venues. 

 
 
(iii) Crime Prediction: 
The problem of crime prediction has been explored in several contexts. Hotspot mapping is a popular analytical technique 
used by law enforcement agencies to identify future patterns in concentrated crime areas. Different methods and 
techniques have been analyzed to review the utility of hotspot mapping. Hot spot analysis however, often lacks a 
systematic approach, as it depends on human intuition and visual inspection. 
 
A variety of univariate and multivariate methods have been used to predict crime. Univariate methods range from simple 
random walk to more sophisticated models like exponential smoothing. While exponential smoothing offers greater 
accuracy to forecast "small to medium-level" changes in crime, we have shown that ARIMA and ANN models 
outperformed it on our data. It show the effectiveness and reliability of ARIMA and SARIMA models in predicting the 
total primary energy showed that ANNs were able to predict drug markets. We note that the goal of our work is not 
intrinsically crime forecasting. Instead, we incorporate crime forecasting. 
 
3. ASSOCIATION RULES 
Association Rules (AR) is applied in predicting crime with co-occurrences in features. Simply put, association rules are 
employed to achieve pattern predicting the crime, document or file. AR works by identifying a set T of transactions which 
is a subset of a bigger transaction I. 
 

 
Crime reported in March 2013 within  London 

 
FORMALISM: To formalize the AR transaction, express I and its subset T as associative if A ? C with A, C? I, A, C? 
null and A n C = null, where |C| = 1; to mean that “C” is present in every transaction that “A” is present in. Association 
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rules are closely related to information extraction since AR aims at establishing relationships between records.one 
application of associative rule is trend discovery, a very salient measure in accomplishing search tasks. Trend discovery 
can enable us understand from the textual content what reports are being generated and how are those reports being 
handled. This is achieved by building relationships between the T transactions (or activities) and labeling these 
transactions using timestamps and other identifiers. 
 
4. SAFETY APPLICATION ALGORITHM 
Quantifying the safety of a user based on her current context (e.g., location, time and neighboring demographic) can be 
used to 
(i) Make the user aware of her surroundings,  
(ii) Provide safe walking directions  
(iii)  Provide context-aware smartphone authentication protocols (e.g., more complex authentication protocols in unsafe 

locations). 
 

A venue-centric variant of Safe uses static block safety indexes to compute safety labels for Yelp users (yelpers). A 
yelper’s safety label is computed as an average over the safety indexes of the blocks containing the venues where the user 
wrote reviews. We then devise an algorithm, ProfilR,  that, for a given venue, privately computes the distribution of the 
safety labels of the venue's reviewers. ProfilR is private, in the sense that neither the venue, nor the GSN provider (e.g., 
Yelp) is able to learn a mapping between users and safety labels. 
Safe application consists of several components: (i) a web server (ii) a browser plugin running in the user’s browser and 
(iii) a mobile application. The Safe, running on mobile devices, can not only retrieve location-centric safety labels from a 
central server but also use snapshot Location Centric Profiles (LCPs) to aggregate the profiles of co-located users and 
obtains a real-time image of the safety of their location. 
 
The Safe application plugin becomes active when the user navigates to a Yelp venue page. For venue pages, the plugin 
parses their HTML files and retrieves their reviews. We employ a statefull approach, where the server’s DB stores all 
reviews of venues previously accessed by users. The initial access to a venue is likely to be slower, requiring the plugin 
to access multiple pages of reviews. Given the venue’s set of reviews, the web server runs ProfilR to determine the 
distribution of the reviewers’ safety labels and identify the safety level of the venue. The server sends back the safety 
levels of the venue, which the plugin displays in the browser. 

 

 
 
Whenever a user U runs the Safe mobile application, the app retrieves the current geo location. After getting the geo 
location, the Safe app retrieves the correct census block and also the corresponding safety index. Note that the small 
crime dataset and safety profile of the user are being stored inside the mobile to ensure user privacy. For each visited 
location, one record (block, time, block safety index) is being stored in the SQLite database. To calculate the safety profile 
of user U, SP, the Safe app retrieves all the records from the history of visited locations and gets the average safety index. 
This SP is then being used during aggregated safety index calculation when all co-located users participate in a privacy 
preserving manner to provide their individual SP and gets the aggregated safety index for that location. 
 
5. SYSTEM MODULE 
We assume users own mobile devices equipped with wireless interfaces, enabling the formation of transient, ad hoc 
connections with neighboring devices. Devices also have Internet connectivity, which, for the purpose of this work may be 
intermittent. Users may take advantage of Internet connectivity to report to geosocial networks as well as to retrieve crime 
information (both described in the following). Each user is required to install an application on her mobile device, which 
we henceforth denote as the client. Besides a client application, the framework we propose also consists of a service 
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provider that centralizes crime and census information and provides it upon request to clients. In the following, we denote 
the service provider by S. 

I. Safety Decision With Accurate Crime Data 
II. Safety Decision Without Accurate Crime  Data 

 
6. MODULE EXPLANATION: 
 
Attacker Module 
We consider a semi-honest or honest-but-curious service provider. That is, the service provider is assumed to follow the 
protocol correctly, but attempts to learn personal user information as possible. We assume users can be malicious. 
However, each participating user needs to install a provider-signed client application. 
 
I-Safe Module 
In this module, User trajectories contain sensitive information, including blocks of interest and behavior patterns. We 
introduce i-Safe, a distributed algorithm that allows the aggregation of trajectory traces of co-located users while 
preserving the privacy of involved participants. I-Safe achieves this by taking advantage of the wireless communication 
capabilities of user mobile devices to form short lived, ad hoc communities. I-Safe contacts the neighboring devices, 
reachable over local wireless interfaces that run i-Safe. If their number exceeds a (system wide) parameter value, i-Safe 
initiates a multiparty computation. The procedure enables i-Safe to privately and distributive compute the total number of 
blocks visited by the owners of those devices as well as the total number of blocks visited that had crimes committed 
during their presence. 
 
Browser Plug-in Module 
We implemented a plug-in for the Chrome browser using HTML, CSS and Javascript. The plug-in interacts with Yelp 
pages and the web server, using content scripts (Chrome specific components that let us access the browser’s native API) 
and cross-origin XMLHttpRequests. The plug-in becomes active when the user navigates to a Yelp page. For user and 
venue pages, it parses their HTML files and retrieves their reviews. We employ a statefull approach, where the server’s 
SQLite DB stores all reviews of pages previously accessed by users. This enables significant time savings, as the plug-in 
needs to send to the web server only reviews written after the date of the last user’s access to the page. 
 
Mobile Safety android application Module 
We have implemented the location centric static safety labeling component of mobile i-Safe using Android. We used the 
Android Maps API to facilitate the location based service employed by our approach. I-Safe periodically retrieves the 
user’s current GPS location, derives the current census block and also the corresponding crime index. It stores the user’s 
trajectory as one record in a local SQL-Lite database. The initial threshold value for creating a new record is 60 seconds. 
i-Safe uses Bluetooth [16] to compute the vicinity crime metrics of the user’s neighbors. We implemented a client-server 
Bluetooth communication protocol where each device acts as a server and other connected devices act as clients per P2P 
communication. 

 
 

7.CONCLUSION 
In this paper we have proposed several techniques for evaluating the safety of users based on their spatial and temporal 
dimensions. We have shown that data collected by geosocial networks bears relations with crimes. We have proposed a 
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holistic approach and Association rules  toward evaluating the safety of a user, that combines the predicted safety of the 
user’s location with the aggregated safety of the people co-located with the user. 
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