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Abstract 

Cloud computing has emerged as a popular model in computing world to support processing large volumetric data using clusters 
of commodity computers. The delivery of Services by cloud Service Providers is hampered because of the security concerns shown 
by the Enterprises and vendors as the cloud environment gives access to centralized shared hardware,  software and other 
information. The security issues in cloud computing such as service availability, massive traffic handling, application security, 
and authentication. The focus of this paper would be to cover secured storage and access methods in cloud environment. This 
paper also focuses on the encryption mechanism like RSA, DES and latest version AES. We also gives the modern Cryptography 
concept to data security in cloud. 
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1.  Introduction 
Cloud computing is an emerging style in the field of IT that intends to make the Internet the ultimate home of all 
computing resources- storage, computations, and accessibility. It offers on-demand use of third-party infrastructures on 
the basis of pay-per-use. In Cloud computing multimedia database is based on the current of database development, 
object-oriented technology and object-oriented fields in the database, which increasing display and its vitality [1]. This 
paradigm reduces customers’ need for hardware while improving the elasticity of computational resources, by which they 
allows to adapt to business requirements. Because of its robustness, scalability, performance, high availability, least cost 
and many others, businesses are finding it attractive to 
adopt the cloud computing paradigm.  
 
Cloud computing offers  software developers and vendors the promise of efficient resource utilization and on-demand 
scalability with minimal capital investment. For consumers, it offers infrastructure-free computing, where users access 
their “desktop” and data from any location—work, home, on the road, or from within other organizations. For enterprise 
businesses, cloud computing offers the potential to outsource computing infrastructure to focus on core competencies with 
higher efficiencies which is much beneficial to them. 
 
Cloud computing is primarily based on virtualization, which enables multitenancy and on-demand use of scalable shared 
resources by all tenants [2]. As overlay networks are also based on virtualized nodes for implementing network services, 
we can combine both techniques to reap the benefits of each other. This technique is particularly useful for deploying new 
transparent network security services over existing networks to enhance their protection which is essential for today’s 
cloud environment. 
 
 In spite of these above attractive properties, security and privacy issues Sims large for cloud computing. Cloud computing 
gives both the things, opportunity to develop more secure computing paradigms as well as risk for greater exposure to 
security threats and privacy breaches. This articles explore the Data security and privacy opportunities and issues to the 
cloud computing, Related Work in Cloud-Based Security software literature includes several articles on cloud-based 
security solutions which are related to distributed denialof- service (DDoS) attacks, intrusion detection systems (IDSs), 
antivirus (AV), and email security. For example, Ping Du and Akijiro Nakao proposed the Cloud- Based Attack Defense 
(CLAD) architecture which is not the commercial product for preventing DDoS type of attacks against webservers. It’s 
basically a distributed system that runs over a cloud infrastructure as a security overlay network to protect webservers 
using a set of smart collaborative and transparent Web proxies..  
 
2. DATA SECURITY ISSUES IN THE CLOUD 
Privacy and Confidentiality:  
Once the client host data to the cloud there should be some guarantee that access to that Data must be limited to the 
authorized access. Inappropriate access to customer sensitive data by cloud personnel is another risk that is posing 
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potential threat to cloud data. Assurances should be provided to the clients and proper practices and privacy policies and 
procedures should be in place to assure the cloud users for the safety of data. The cloud seeker should be assured that data 
hosted on the cloud will be confidential. 
 
Data integrity:  
With providing the security of data, cloud service providers should implement mechanisms to ensure data integrity which 
is the necessary thing and be able to tell what happened to a certain dataset and at what point. The cloud provider should 
make the client aware of what particular data is hosted on the cloud, the origin and the integrity mechanisms put in place. 
 
Data Location and Relocation:  
Cloud Computing offers a high degree of data mobility. Consumers of the data do not always know the location of their 
data. However, when an enterprise has some sensitive data that is kept on a storage device in the Cloud, they may be want 
to know the location of it. They may also wish to specify a preferred location for that data to be kept where. This, then, 
requires a contractual agreement, between the Cloud provider and the consumer that data should 
Stay at a particular location or reside on a given known server. 
 
Data Availability:  
Customer data is normally stored in chunk on different servers often residing in different locations or in different Clouds. 
In such case, data availability becomes a major legitimate issue as the availability of uninterruptible and seamless 
provision becomes relatively difficult. 
Storage, Backup and Recovery: If you decide to move your data to the cloud the cloud provider should ensure adequate 
data resilience storage systems. At a minimum they should be able to provide RAID (Redundant Array of Independent 
Disks) storage systems. Security in data storage is the important metrics in performance comparison of these systems. If 
the provided cloud storage can be accessed or destroyed by malicious attackers, the service provider will lose trust from its 
users, and the leakage of personal data could cause great damage to each individual. So they required storage security 
which consists of: 
1. physical storage security 
2. Data security 
 
3.  Encryption Algorithms used  in cloud data security: 

 
1. RSA Algorithm: 
RSA stands for Ron Rivest, Adi Shamir andLeonard Adleman, who are the first publicly described the algorithm in 1977. 
RSA is act as cryptosystem, which is known as one of the first practicable public-key cryptosystems tht is widely used for 
secure data transmission. In such a cryptosystem, the encryption key which is public and differs from the decryption 
key which is kept as secret. In RSA, this asymmetry is based on the practical difficulty of factoring the product of two 
large prime numbers, the factoring problem.  
Working of RSA Algorithm 
The RSA algorithm involves three steps: key generation, encryption and decryption. 
Key generation : 
RSA involves a public key and a private key. The public key can be known to everyone and is used for encrypting 
messages. Messages encrypted with the public key should be decrypted in a reasonable amount of time using the private 
key. The keys for the RSA algorithm are generated the following way: 

Choose two distinct prime numbers p and q. 
Compute n = pq. 

o n is used as the modulus for both the public and private keys. Its length, usually expressed in bits, is 
the key length. 

Compute φ(n) = φ(p)φ(q) = (p − 1)(q − 1), where φ is Euler's totient function. 
Choose an integer e such that 1 < e < φ(n) and gcd(e, φ(n)) = 1; i.e., e and φ(n) are coprime. 

o e having a short bit-length and small Hamming weight results in more efficient encryption – most 
commonly 216 + 1 = 65,537. However, much smaller values of e (such as 3) have been shown to be less 
secure in some settings.  

Determine d as d ≡ e−1 (mod φ(n)); i.e., d is the multiplicative inverse of e (modulo φ(n)). 
 This is more clearly stated as: solve for d given d⋅e ≡ 1 (mod φ(n)) 
 d is kept as the private key exponent. 

The public key consists of the modulus n and the public (or encryption) exponent e. The private 
key consists of the modulus n and the private (or decryption) exponent d, which must be kept 
secret. p, q, and φ(n) must also be kept secret because they can be used to calculate d. 



International Journal of Application or Innovation in Engineering & Management (IJAIEM) 
Web Site: www.ijaiem.org Email: editor@ijaiem.org  

Volume 3, Issue 3, March 2014   ISSN 2319 - 4847 
 

Volume 3, Issue 3, March 2014 Page 211 
 

1. Encryption 
As an example, Alice transmits her public key (n, e) to Bob and keeps the private key secret. Bob then wishes to send 
message M to Alice. 
He first turns M into an integer m, in such a way that 0 ≤ m < n by using an agreed-upon reversible protocol known as 
a padding scheme. He then computes the ciphertext c corresponding to 

 
 Bob then transmits c to Alice. 
Note that at least nine values of m will yield a ciphertext c equal to m, but this occurs very rarely. 
2. Decryption 
Alice can recover m from c by using her private key exponent d via computing 

 
Given m, she can recover the original message M by reversing the padding scheme. 
Now a days, there are more efficient methods of calculating cd using the precomputed values. 
 
2. DES Algorithm: 
The Data Encryption Standard (DES) is a previously predominant symmetric-key algorithm for the encryption of 
electronic data.  It was highly influential in the advancement of modern cryptographic techniques. DES is the block 
cipher — an algorithm that takes a fixed-length string of plaintext bits and transforms it through a series of complicated 
operations into another ciphertext string of bits with the same length. In the case of DES, mostly the block size is 64 bits. 
DES also uses a key to customize the transformation, so that decryption can only be performed by those who know the 
particular key used to encrypt. The key consists of 64 bits; however, only 56 of these are actually used by this algorithm. 
Eight bits are used for checking parity bits, and are thereafter discarded. Hence the effective key length is 56 bits.The key 
is nominally stored or transmitted as 8 bytes long. 
DES is now considered to be insecure for many applications, and hence it has been superseded by the Advanced 
Encryption Standard (AES). 

 
3. AES Algorithm : 
The Advanced Encryption Standard (AES) is a specification for the encryption of electronic data which is established by 
the U.S. National Institute of Standards and Technology (NIST) in 2001. 
AES is based on the Rijndael cipher and developed by two Belgian cryptographers, Joan Daemen and Vincent Rijmen. 
They submitted a proposal to NIST during the AES selection process. Rijndael is the  family of ciphers with different key 
and different block sizes [5], [6]. 
For AES, NIST selected three sizes of the Rijndael family, each with a block size of 128 bits, but three different key 
lengths: 128, 192 and 256 bits. 
 
4.1 Description of the cipher 
4.2 AES is based on a design principle known as a substitution-permutation of network, and is fast in both software and 
hardware[7]. Its predecessor DES uses  Feistel network, but AES does not use it. AES is a variant of Rijndael with the 
fixed block size of 128 bits, and a key sizes of 128, 192, or 256 bits. By contrast, the Rijndael specification per se is 
specified with block and key sizes that may be any multiple of 32 bits, both with a minimum of 128 and a maximum of 
256 bits. 
4.3 AES operates on a matrix of 4×4 column-major order  bytes, termed the state, although some versions of Rijndael 
have a larger block size and have additional columns in the state. Most AES calculations are done in a special case of 
finite field. 
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4.4 The key size used for an AES cipher specifies the number of repetitions of transformation rounds that convert the 
input, called the plaintext, into the output, that is the ciphertext. The number of cycles of repetition are as follows: 
 10 cycles of repetition for 128-bit keys. 
 12 cycles of repetition for 192-bit keys. 
 14 cycles of repetition for 256-bit keys. 
Each round consists of several processing steps and each containing four similar but different stages, including one that 
depends on the encryption key. A set of reverse rounds can also be applied to transform ciphertext back into the original 
plaintext using the same encryption key. 
1) High-level description of the algorithm 

1. KeyExpansion—round keys that are are derived from the cipher key using Rijndael's key schedule. AES requires 
a separate 128-bit round key block for each round plus one more. 

2. InitialRound 
1. AddRoundKey—each byte of the state is combined with a block of the round key using bitwise xor. 

3. Rounds 
1. SubBytes—a non-linear substitution step where each byte is replaced with another according to 

a lookup table entries available. 
2. ShiftRows—a transposition step where the last three rows of the state are shifted cyclically  to a 

certain number of steps. 
3. MixColumns—a mixing operation which operates on the columns of the state, combining the four 

bytes in each single column. 
4. AddRoundKey 

4. Final Round (no MixColumns) 
1. SubBytes 
2. ShiftRows 
3. AddRoundKey. 

 
4.  Cryptography Technique : 
Cryptography is the practice and study of techniques for secure communication in the presence of third parties [8]. It is 
also called as adversaries. They are related to various aspects in information security such as data confidentiality, data 
integrity, authentication, and non-repudiation [9]. Modern cryptography intersects the different fields 
of mathematics, computer science, and electrical engineering. The various applications of cryptography include ATM 
cards, computer passwords, and electronic commerce. 
Cryptography prior to this modern age was effectively synonymous with encryption, the conversion of information from a 
readable state to apparent nonreadable. The originator of an encrypted message shared the decoding technique needed to 
recover the original information only with intended recipients, thereby precluding unwanted persons to do the same. 
Modern cryptography is highly based on mathematical theory and computer science practice. Cryptographic algorithms 
are designed around computational hardness assumptions, making such algorithms hard to break in practice by any 
adversary so they are more secure. It is theoretically possible to break such a system but it is infeasible to do so by any 
known practical means. Cryptology-related technology has raised a number of legal issues also, specially in US [10].  

 

 
Fig 2: Cryptography Technique 
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5. Conclusion: 
Cloud computing is an emerging style of IT delivery that intends to make the Internet the ultimate home of all computing 
resources like storage, computations, and accessibility. It is a technology that would be adopted if the areas of concerns 
like security of the data will be covered with full proof mechanism. The strength of cloud computing is the ability to 
manage risks in some particular security issues. Our suggested model for  data security that shows its need. Security 
algorithms mentioned for encryption and decryption can be implemented in future to enhance security framework over 
the network. In the future, we will try to make advancement to our research by providing algorithm implementations and 
producing results to justify our concepts of security for cloud computing 
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