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Abstract 

Wireless Sensor Network (WSN) is a broad network consisting of a number of sensor nodes in it. This network may be in simple 
or clustered form for efficient data transfer. WSN is used mainly for monitoring and data aggregation purpose. An opponent may 
try to catch the data by attacking the source node sensing an event or by compromising any other node in network. A best plan of 
opponent may be to attack the sink node which is the aggregation point for the whole network. So, there comes a need to secure 
the sink node first. A very efficient scheme to secure the location privacy of sink node is proposed in this paper. It tries to secure 
the location of sink node by making it anonymous from the network. The blast technique is used for security purpose. The 
proposed scheme is a trial to improve efficiency of blast scheme in terms of both energy and delay. 
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1. INTRODUCTION 
Wireless Sensor Network (WSN) is the most widely used network of distributed self-governing sensors to monitor 
physical and environmental conditions such as temperature, pressure, sound and humidity and to pass their data through 
the network into a main locality. The development of wireless sensor network was provoked by many military 
applications like battlefield supervision.  Today such networks are used in many business and consumer applications, such 
as business process monitoring and control, machine health monitoring, etc.  
The WSN is built of nearly thousand or more nodes and each node is connected to one or more sensors. Each node has 
several parts like a radio transceiver with an antenna, a microcontroller, an electronic circuit for interfacing with the 
sensors and an energy source such as a battery. A sensor node may vary in size. Size and cost limitations in sensor nodes 
result in subsequent limitations on resources such as memory, energy, communications bandwidth and computational 
speed.  
Wireless sensor network uses the wireless links for communication among the sensor nodes. Hence, this network is said 
to be open in nature. Nodes can be easily compromised in this type of network because of its openness and this may lead 
to many security problems. An adversary may try to attack our network in order to get the network information.  For this, 
he may compromise the sensing nodes of an event to get direct information from them or he may try to compromise the 
intermediate nodes in the network. The worst thing he may do is to attack the sink node itself which is the aggregation 
point of the complete network data. This kind of attack can make the sink a single point failure for the whole network.  
The sink is said to be the most important node in the sensor network not only because all the sensors send data to this 
node, but also because sink node itself can be highly sensitive as in case of sensor network deployed in the combat zone, 
where the sink can be carried by some soldier himself. If the location of the sink node is uncovered to the opponent, the 
life of that soldier can be at great risk. Hence, it is very significant to provide the location privacy to this receiver or sink 
node. Same is the main focus of this paper.  
Some of the special characteristics of WSN are: 

 Communication failures.  
 Ability to deal with node failures. 
 Scalability to huge scale of deployment. 
 Self configuring and self organizing node.   
 Open in nature and easily liable to different attacks.  
 Ability to face harsh environmental conditions. 
 Routing protocols employed to achieve longer sensor life. 
 Extremely limited resources available, viz. memory space, battery life and processing capacity.    
 Rapidly and randomly changing network topology since sensors are constantly added and deleted from the 

network. 
 Data runs from sensor nodes towards aggregation points and further moves towards base station for processing. 

The open and broadcasting nature of WSN makes it simple for attackers to overhear sent packets or inject new packets 
into the network.  Hence, it is easily prone to different external and internal attacks. There are two basic attacks types for 
WSN [6]. 
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1. Traffic-analysis attacks: Sensors near the sink node create a larger volume of traffic than other nodes due to extra-
forwarding of the packets. Eavesdropping packets sent at different locations helps opponent to compute the traffic 
densities and detect the location of or direction towards the receiver.  
2. Packet-tracing attacks: A well set adversary is capable of finding the location of immediate transmitter of an overheard 
packet and hence is capable of doing hop-by-hop trace towards the original source. An adversary gets a rapid movement 
towards the receiver through packet tracing. This attack also allows tracing of a mobile receiver because of its immediate 
response.  
The wireless sensor network involves two types of privacy, content privacy and contextual privacy.  
1. Content privacy: It refers to the confidentiality of the content of the packets sent between the nodes in the network. 
This is usually secured using encryption and authentication.  
2. Contextual privacy: It refers to the confidentiality of the information about traffic patterns in network, which may be 
used by attackers to disrupt the network. The location privacy, which means the confidentiality of the location of source or 
sink node, is a kind of the contextual privacy. 
The adversary may attack on nodes to get the sensed information in the node or he may try to compromise the nodes to 
get a regular scenario of the sensor network. On this basis, attacks can be divided into two types:  
1. Local attack: Some additional nodes are inserted into the network or the existing nodes in the network are 
compromised to get access to the network information.  
2. Global attack: A complete network structure of compromised nodes is formed by the opponent over the existing sensor 
network to get complete network scenario. 
Some characteristics of an adversary [14] can be given as follows. An adversary is the node who is: 

 Equipped with many devices like antenna and spectrum analyzers to measure the arrival angle of a packet and 
power of the signal and is able to guess the location of the sending node after overhearing the packet. 

 Having only ambition to capture the receiver and does not obstruct the usual functioning of the network.   
 Can go after a packet or stay at the same place to capture and examine more packets. The movement of adversary 

is much slow compared to movement of the packets.  
 Has memory so that can keep in mind his path and do backtracking. When stays at a node and not able to hear any 

packet for a long time, can move back to his previous locations. 
 Able to find the receiver’s location when he comes sufficient close to it. 

 
2. LITERATURE SURVEY  
This section gives a brief discussion of various location privacy techniques for sink node in wireless sensor network. 

1. Distributed Solution for Location Privacy [2] 
1.1 Location Privacy Routing (LPR) 
LPR uses randomized routing paths so that the packet forwarding direction is not always toward the receiver. The 
adversary needs to take a number of hops before reaching to the receiver as he is frequently deviated towards wrong 
directions. 
Comment: Next hop from a sensor to the receiver is not fixed and sometimes it not even point to the receiver, which 
makes it hard for the adversary to perform packet-tracing attack. But, protection for location privacy will not be strong 
enough because overall network traffic still points towards the receiver.  
1.2 Fake Packet Injection  
Augment LPR with fake packets to make the probability of forwarding packet to any neighbor becomes equal, which 
makes overheard packets useless to the adversary. Now if the adversary follows the overheard packets, his path will 
become absolutely random instead of the directed one. 
Comment: Provides stronger protection for the receiver’s location privacy. 
 

2. Secure Location Verification using Randomly Selected Base Stations [9] 
A set of base stations is randomly selected with their locations known to all. Instead it hides which base station is being 
used in an operation. Even if its location is known, attacker has at most a 50% chance of getting success in one trial. 
Comment: Good scheme focusing on known locations of base stations instead of hiding them. 
 

3. Randomized Routing with Hidden Address (RRHA) [4] 
This scheme proposed a randomized routing technique with hidden address to provide sink anonymity for WSNs. The 
identity and position of the sinks are kept private in the network. It avoids the identity and the location of the sink to be 
revealed and to become the target of attacks.  
Comment: Provides strong protection for sink privacy against active and passive attackers. 
 

4. Location Privacy Protection Techniques [5] 
4.1 Forward Random Walk Scheme (FRW) 
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If the packet always moves from source to the receiver along a fixed path, it will help the adversary to catch the sink 
through hop-by-hop tracing. FRW scheme proposes a solution to achieve end-to-end location privacy using randomized 
routing path. 
4.2 Bidirectional Tree Scheme (BT) 
Tree topology in the BT scheme is used to guard the end-to-end location privacy. Original messages travel along the 
shortest route and dummy messages travel along the branches designed to it.  
4.3 Dynamic Bidirectional Tree Scheme (DBT) 
DBT scheme joins the FRW scheme and the BT scheme. The paths for the real message change over time, which greatly 
increases the tracing difficulty for the adversary. 
Comment: Provide satisfactory performance in terms of end-to-end location privacy and safety period. 
 

5. Blast nodes for Base Station Privacy Protection [6] 
BLAST technique is proposed to protect the base station from both packet tracing and traffic analysis attacks. It provides 
privacy against the global attackers. The transmission range set of selected sensors is varied to confuse the attacker. For 
this, network is divided into two set of nodes called blast nodes and ordinary nodes. Receiver is present somewhere inside 
blast nodes. Blast node retransmits the packet sent by source node inside blast area which is then sent to the receiver. The 
adversary is not aware of communication between blast node and actual receiver. Hence, location privacy of the receiver 
is maintained. 
Comment: Very good scheme since protects base station from both packet tracing and traffic analysis. 
 

6. Anti-Traffic Analysis Strategies [15] 
Fractal Propagation (FP) 
Fake packets are propagated in the network to bring more randomness in the communication pattern. When a node hears 
that its neighbor node is forwarding a packet to base station, the node generates a fake packet and forwards it to one of its 
neighbor. These fake packets spread in the network and their transmission paths form a tree. So, adversary cannot track 
where the real packet is going because he fails to differentiate between a real and a fake packet unless he knows the 
encryption key. 
Comment: Achieves profit of flooding, i.e. maximally confusing the attacker at a fraction of the cost in overhead and 
energy. 
 

7. Anti-Traffic Analysis Countermeasures [14] 
7.1 Hidden Packet Destination Address 
For hiding contents of a packet and its destination address, every node encrypts the destination address, packet type and 
contents of the packet using its cluster key. Address of the current sender remains in plaintext so that the receiver can 
choose correct cluster key to decrypt the packet. Node checks source Id of received packet and decides which cluster key 
to use for decrypting the packet. After decrypting rest of the packet, a node checks if it is destination of the packet. 
7.2 De-correlating Packet Sending Times 
Careful monitoring of packet sending time of every node, an adversary may get some information about data traffic flows. 
To avoid this, de-correlation of the packet sending times between a parent node and its children is used. 
7.3 Controlling Packet Sending Rates 
It is assumed that every node sends packets at the same rate. However, in some cases, different sensor nodes may send 
packets with different rates. Solution to this is to set the packet sending rate control between a parent node and its 
children nodes. This creates a uniform sending rate across the complete sensor network. 
Comment: Implements rate control and is robust in the case when child node fails to hear packet forwarded by parent 
node. 
 
3. PROPOSED SCHEME 
A large number of techniques have been proposed focusing on the security and location privacy of sink node. Blast 
technique is one of them which transmits the packet from blast node with a varying transmission range K * Tx based on 
the location of the sink node, where K is the range of transmission of ordinary nodes and Tx is the transmission range of 
blast nodes. A modified version of blast technique is used in this paper. Assume the scenario of a network as described 
here. Consider a network structure of randomly deployed sensor nodes. The network is divided into two set of nodes 
called viz. ordinary and special nodes. 
Special nodes are selected at random as a set of nodes in the area surrounding the sink node covering a certain range. 
Sink node can be positioned anywhere within this set and it is not essentially at the center. But, the condition is that it 
must lie within coverage area of these special nodes. The whole network is constructed in the form of clusters using some 
good clustering mechanism. Many factors are taken into account for selecting a cluster head like battery life, transmission 
power, location, etc. The main object of a clustering algorithm is extension of network life span, reduced energy 
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consumption by each sensor and use of data aggregation to trim down number of messages.   
 

  
Figure 1 Network Scenario 

 
Whenever an event occurs near a sensor node, it is sensed and the corresponding data is sent to cluster head. The same 
event can be sensed by a number of nodes and many of them will try to send the same data packet to relevant cluster 
heads. Using aggregation process, the cluster head removes redundant data and then communicates with another cluster 
head. The same process is recurred in other clusters. An efficient shortest path algorithm is used to send data from one 
node to another and finally the packet is sent to the nearest blast node. 
The packet is again transmitted within the blast ring using varying transmission power based on upon the location of sink 
node. Every node as well as the adversary hears this transmission. The opponent is able to track packet location up to this 
point. But, the packet is received by the actual sink during this process and the opponent is unaware of this actual receiver 
of the data because of rebroadcasting. Thus, it is very difficult to trace the accurate location of sink node even after many 
trials which make its location safe and private. 
 
4. RESULT ANALYSIS 
It was expected that the proposed scheme will found more efficient than the existing location privacy techniques for sink 
node. The expected results from the proposed scheme were:  
• Strong location privacy of sink node. 
• Reduced energy consumption as the clustering employed.  
• Minimized packet delay since shortest path algorithm is used.  
 
Energy Comparison: 
The energy consumption for the proposed plan is calculated against blast radius. The output graph obtained show the 
better results compared to the blast technique. The respective graphs are shown in figure 2. The plot in triangle is for 
original technique while plot in circle is for the proposed one. 
 

 
Figure 2 Blast Radius Vs Energy Consumption 

 
1. Delay Comparison: 

The delay for the proposed plan is calculated against blast radius and number of nodes. The output graph obtained show 
the better results compared to the blast technique. The respective graphs are shown in figure 2 and figure 3. The plot in 
triangle is for original technique while plot in circle is for the proposed one. 
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Figure 3 Blast Radius Vs Delay 

 
 

 
Figure 4 Number of Nodes Vs Delay 
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