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ABSTRACT
Secure web application for essay based assessment (SWAEA) technique is an alternative green solution for paper based exam
evaluation system. Communication between the clients (students and teachers) and the examination server is done with the help
of secured cryptographic algorithms. Application guarantees authenticity by using biometric thumb impression and a randomly
generated unique key. Diagrammatic tools and special symbols which are non-existent in standard keyboards are incorporated
in this system. Evaluation is done by sending the solutions to randomly chosen evaluators.
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1. INTRODUCTION
Advances in technology have made us to use or come across several web based services but there are many services which
are not explored. One of them is web application for essay based examinations. Existing assessment systems comprise
questions which have choice based solutions[1]. In these systems the question pool is very small and the students are able
to find the questions before the assessment has been done. The evaluation is done purely based on the choice he/she has
selected and not on the basis of methodology used[1]. We propose a larger pool of questions which are collected from
professors of the institutions and regularly update the database of the questionnaire in order to minimize the repetitions.
Presently all the non essay based examinations are evaluated by automated systems which instantly give the scores to the
examinee. Proposed system will preserve the existing methodology of human evaluation system for essay based
assessment which brings more credibility to the system. One of the main advantage in this application is it eliminates the
consumption of papers there by becoming more environment friendly. Most of the symbols used in the written exam are
unavailable in a standard keyboard, special shapes are incorporated in the application so it is user friendly and all types of
questions could be answered with less complexity. With the use of digital signatures modification of the data is preserved.
Biometric thumb impression system and unique alphanumeric key ensures the authenticity of the users[3].

Figure 1: Three tier client server architecture
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2. ARCHITECTURE
The application follows 3- tier client server architecture as shown in fig 2. The layers can be described as follows:
a. Clients are used as teachers and examinees.
b. Web application server which handles the requests and responses.
c. Database server which stores the required data.

Figure 2: Model View Controller Design architecture
For designing the interface we use Model View Controller (MVC) architecture. Clients interact through the web
browsers. The Controller usually a servlet responds to the user input which is provided by the client. The servlet
controller with the help of model requests & retrieves the data from the database. Model sends notification to the
controller whenever there is a change in the state. The controller processes the raw data which is used in the view phase.
The View component uses client side programming languages such as HTML, JavaScript, and CSS etc. to provide
Graphical User Interface (GUI) to the clients through the web browsers.

3. PROPOSED MODEL
3.1 Management of Assessment System
The assessment system’s task is to designate a unique ID to the examinee or students. Authorized faculty can log in
remotely and store the questionnaires, diagrammatic representations required for the solutions, level of difficulty. Faculty
can update the questionnaires and can be divided based on the disciplines, course of study etc[2]. Faculty chooses the
special characters from the available pool from a GUI based service and assigns to the required questions[2]. Faculty can
have full control over the examination by choosing the questions of her own or randomize it from the available
questions[2].
3.2 Secure Assessment System
One of the major threats when we are using web application is the security. In this proposition we have to ensure
following:
1). Authentication of examinee: The examinee has to be authenticated using biometric thumb impressions. A unique key
has to be generated after the initial registration process[3].
2). This key will be computed based on the credentials of the users making the key stronger. Unique key is asked
randomly in the middle of the session. Preventing modification of the answer scripts: Every given answer is digitally
signed and stored in the database with the unique ID of the users. Modification by the faculty is eliminated by sending the
digitally signed answer scripts.
3).Preventing the user from copying the solutions: At any given point whenever the SWAEA is running the entire
internet resources are blocked using a password authentication manager making sure the web is not accessed.
Randomizing the questions for each examinee certainly reduces the malpractice in the examination centre[1].
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4).Preventing modification & leakage of the questionnaires: Digital signatures of the faculty prevents unauthorized user
from modifying the questionnaires. Questions and their respective special characters can be encrypted using algorithms
like AES 128bit key encryption, DES and 3DES etc.

Figure 3: SWAEA Client as examinee (Theory of Computations)

Figure 4: SWAEA Client as examinee (Networking)
3.3 Evaluation of the Assessment
There are two ways in which assessment evaluation can be done.
3.3.1 Automatic evaluation process
The answers provided by the users can be evaluated automatically by automation systems which are intelligent enough to
differentiate between the correct and incorrect solutions. It must use some hardware such as comparators to compare the
solutions provided by the user[2]. In the above fig 3 we can evaluate by checking the state and its transition. The solution
given by the user may be there in a different representation with right solutions the AEP must ensure that it has to assign
full marks if the solution is correct and not give any marks if the proper solution is not provided. Theoretical based
solutions should be based on majority key word matching. Numerical problems should evaluate with the process or steps
involved in the problem rather than one single final solution. Automation system designing is the most critical phase they
should consider all the possibilities and should be fast enough with minimum overhead.
3.3.2 Manual evaluation process
The user given responses or the answers are sent to the faculty in charge or the institution in charge and further
distributed to the concerned evaluators. This communication channel has to be encrypted i.e. whatever the data sent
through this channel must be encrypted[2]. Evaluators correct same as the existing method but they will be updating the
scores in the interface provided to them.
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Communication channel is encrypted because of the importance of the data which is communicated over. Both the
evaluation process has its own advantages and disadvantages but it is better to have a human handling the evaluations
rather than automated machines which have high overhead and the initial set up cost or maintenance of the automated
process may cost higher for a less efficient evaluation process compared to more efficient manual process.

4. CONCLUSION
We propose a system which can be used in future for essay based assessment with automated and manual evaluation
process. This process will help to reach out to every nook and corner in the field of education. Implementing on a shorter
scale and scaling up as and when wanted. SWAEA can be implemented with stronger algorithms taking less computing
time and increasing the probability of the given solution by the users.

References
[1] Y. Zhenming “A Novel Based Online Examination System for Mass Education” in Proc. 23rd IEEE Frontiers in
Educ. Conf., 2006, pp. S3F_7–S3F_10.
[2] Y. Zhenming, Z. Liang “Automated Integrated University Examination System” IEEE conferences 2009
[3] Wikipedia:http://en.wikipedia.org/wiki/Online_assessment.
[4] Anil K. Jain, Fellow, Arun Ross, , and Salil Prabhakar, “Introduction to Bio-Metrics Recgonization” in IEEE
Transactions on Circuits and Systems for Video Technology, vol 14, no. 1 january 2004
[5] Biometric Authentication Security and Usability” in www.fi.muni.cz/usr/matyas/ cms_matyas_riha_biometrics.pdf

AUTHORS
Thirupal M, studying M.Tech (Information Technology & Networking ) in VIT University , Vellore. His
interest area is Networks Security and Data mining. He published 1 International Conference Paper and 1
National Conference Paper.
Vishnu Kiran C, studying M.Tech (Information Technology & Networking ) in VIT University , Vellore. His
interest area is Networks Security.

Visweswara Rao B.V.V.N.S, studying M.Tech (Information Technology & Networking) in VIT University ,
Vellore. His interest area is Wireless Networks and Mobile Computing.

Prof.G.Ramya, working as a Senior Assistant Professor in Vellore Institute of Technology. She has several
years of teaching experience and published around 13 international papers. Also presented around 6 papers in
national and international conferences.

Volume 3, Issue 4, April 2014

Page 152

