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ABSTRACT 

Mobile Ad-hoc Networks are formed of several mobile devices which communicate over a shared wireless medium. Due to 
distributed, infrastructure-less nature and lack of centralized authority of MANETs, the ad-hoc networks are vulnerable to 
various kinds of attacks. Because of the vast applications of MANET in fields of emergency networks, Secure Routing Protocols 
are a must for exploiting the functionality of it. Blackhole Attack is one of the most severe attacks because the attacker embeds 
itself into the route from source to destination by sending false RREP messages giving an impression that it has the freshest route 
to destination. Seeing its severity many researchers have addressed the problem of detecting and defending against blackhole 
attack but the solutions presented so far suffered from one problem or the other. In this research paper, we have presented a new 
solution to detect and prevent the Blackhole which does not increase routing or computation overhead and increases the 
performance metrics like packet delivery ratio, throughput by a huge margin. Also the false detection ratio of the approach is 
negligible. 
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1. INTRODUCTION 
A wireless ad hoc network is a decentralized type of wireless network which does not rely on any pre existing 
infrastructure, such as routers, switches in wired networks or WAP (Wireless Access Points) in infrastructure based 
wireless networks [6]. Adhoc Networks are beneficial for the areas where infrastructure could not be setup due to 
environmental or timing constraints so they are densely deployed whenever there is a military conflict or natural calamity 
[9]. Each node is itself responsible for the creation, maintenance and recovery of paths in the network. It participates in 
routing by forwarding data for other nodes, so the determination of which nodes will forward the data is made 
dynamically on the basis of network connectivity. For this purpose multiple routing protocols have been proposed like 
AODV, DSDV, DSR, ZRP or even multipath protocols like AOMDV, DVMRP.  
Open exposure of wireless channels and nodes to attackers makes the Security process even more challenging in Mobile 
Adhoc Networks. Also due to the lack of fixed infrastructure, the traditional techniques of network management and 
security cannot be applied to MANETs [12] [13]. The major attacks possible on MANET include Wormhole, Blackhole, 
Greyhole, Route Poisoning, Sybil etc. Out of them, Blackhole attack is a rigorous attack that can be easily launched even 
in networks with confidentiality and authentication because the malicious node manipulates the route discovery procedure 
to fit itself into the route towards destination. Thus the route from source to destination is forced to pass through the 
malicious node which absorbs all the data packets in itself like a hole.  
1.1 AOMDV PROTOCOL AOMDV [3] is a multipath, on-demand, distance-vector mobile adhoc routing protocol 
which is a multipath extension to the well known protocol AODV. The heart of AOMDV lies in the fact that multiple 
routes discovered via flood-based route discovery are loop-free and disjoint. Loop-Freedom can be ensured by maintaining 
routes with highest destination sequence number only. When the route advertisement containing a higher sequence 
number arrives at an intermediate node, it purges all routes with the older sequence number. Disjointness in AOMDV is 
ensured by adding a new field last hop in the control packets. Now if two paths are having unique next hops and last hops 
then they are disjoint to each other. This parlay has to be ensured by every node present on the path between source and 
destination. 
Working of AOMDV 
Since AOMDV is an on-demand routing protocol, source establishes the route to destination only when it has data to be 
sent to the destination. The source initiates the route discovery by generating the RREQ and flooding it across the 
network, thus each node may receive multiple duplicate copies of the same RREQ. As, in AOMDV we need multiple 
paths to the destination, so every intermediate node examines each copy of RREQ although it forms reverse path to the 
source using only those copies which ensure loop-freedom and disjointness. After forming the reverse path to the source, 
intermediate node will see if it has valid forward path to the destination, if yes then it will send a RREP back to the source 
containing a forward path which has not been yet sent in any other RREPs. But if not, the intermediate node will 
rebroadcast the RREQ.  
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Let us assume S to be the source which initiated the route discovery to destination node D. S will generate RREQ and 
flood it across the two links to A and B. Now both nodes on receiving RREQ will set up a loop-free and disjoint reverse 
path to S and since they do not have any valid path to D, will further rebroadcast RREQ to node I. Now node I can 
suppress the copy of B and rebroadcast RREQ copy of  A to X and Y. Now D will reply to both copies of RREQ although 
it forms reverse path using X only. The intermediate node I on receiving RREPs will form a loop-free and disjoint path to 
destination. Then it will check whether it has reverse paths to source on which it had not sent RREP before. If yes then it 
will forward the RREP using one of the reverse paths otherwise RREP is simply dropped.  
 

 
 

Figure 1: Route Discovery 
1.2 BLACKHOLE ATTACK 
The attacks at network layer can be of two types- one that does not forward any data i.e. denies the service like blackhole, 
DOS attacks while the other can be the ones which does selectively forward data but by modifying them like greyhole, 
wormhole or replay attacks. Blackhole Attack falls under the first category because it does not forward any data packet 
which is intended for the destination.The attacker embeds itself into the route from Source to destination by sending a 
false RREP containing higher Sequence number giving an impression that it has the freshest route towards destination. 
Then the source will be captured into constructing a path through malicious node and rejecting all other available paths 
[1]. After doing that, when the data packets are to be transmitted towards destination, the attacker will simply drops all of 
them and thus destination will not be able to receive even a single piece of information.  

 
Figure 2: Blackhole Attack 

 
1.3 TYPES OF BLACKHOLE ATTACKS 
1.3.1 Based on Number of Malicious Nodes 
1. Single Blackhole In this type, there is only a single malicious node which is responsible for manipulating the routing 
table entries of source node and thus fitting itself into the path between two communicating nodes. 
2. Co-operated Blackhole In cooperative attacks there are multiple attacker nodes which cooperate with each other to 
launch a collaborative attack and increase the range of distorting topologies. Also with co-operative blackhole attack it is 
easy to spoof the replies and thus the attacker can bypass most of the security mechanisms.  
1.3.2 Based on Position of Attacker 
1. Internal Blackhole Internal Blackhole Attack occurs when the malicious node/nodes are part of the network itself i.e. 
they are present in the topology which they are distorting. 
2. External Blackhole In External Blackhole, the malicious node is an external entity physically but it spoofs one of the 
internal nodes to show itself being the part of the network and forward it to the nearby intermediate node which is part of 
the active communication and then the source will update its routing table with the freshest route available and the whole 
data communication will be relayed through the malicious node.  
1.3.3 Based on Control Packet Manipulated 
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1. RREQ based Blackhole In RREQ based blackhole attack, the attacker pretends to rebroadcast a RREQ towards other 
nodes. Only hop count is set to be minimum so that other nodes can generate their route through this malicious node and 
thus an attacker can forcefully become part of the route and further can manipulate the data packets. 
2. RREP based Blackhole The attacker can generate fake RREP message after receiving the RREQ from source or even 
by spoofing the ongoing active communication. It simply changes the hop count to 1 and destination sequence number to 
a higher value. Thus it makes source to believe that it has the shortest path to the destination and that to a freshest path. It 
sends a fake non-existent IP address in RREP.  
 
1.4 RELATED WORK 
1.4.1 DPRAODV Scheme 
In this scheme, the authors have set up a threshold value for the sequence number. If the received sequence number is 
higher than the threshold value, then the sender node is regarded as blackhole node and then a blacklist is constructed 
with the attacker node. This scheme uses a control packet called “ALARM” message to tell the neighboring nodes about 
this malicious node [7]. 
Discussion 
DPRAODV increases the packet delivery ratio with nominal increase in routing overhead. This method cannot detect the 
cooperative blackhole attacks. Also the false detection ratio of this scheme is high. The control packet overhead is also 
present due to additional “ALARM” messages and the transmission of these messages can take significant amount of time 
thus taking long before other nodes get to know about the blacklist. 
1.4.2 Distributed Cooperative Mechanism 
In DCM method, the authors have detected and alleviated the blackhole nodes through four step procedure. In the first 
phase, each node maintains an additional table called estimation table which constitutes the evaluation of credibility of 
each node based on the overhearing of packets.. If a suspicion is found then the node enters the second phase of local 
detection in which it checks with partner cooperative node. If the inspection value is found to be negative then the node 
enters third phase in which all one-hop neighbors are involved in broadcasting about the credibility of that suspicious 
node. Finally, in the global reaction phase, the information is shared with all the nodes of the network and thus the 
blackhole node is detached [2].  
Discussion 
The distributed and cooperative mechanism provides higher values of packet delivery ratio. But the routing control 
overhead is very high because multiple control packets are shared among nodes during phase second and third. Moreover 
in phase three, the DCM involves broadcasting procedure which accounts for a significant overhead. The whole four step 
procedure is time consuming thus resulting in high end-to-end delay. 
1.4.3 Neighborhood Based Method 
This paper accounts for the use of two additional control packets RQNS and RPNS. After receiving the RREP from more 
than one node the source will send RQNS to each of them and receive RPNS from them. The basic approach depends 
upon the difference between the neighbor sets. The source will compare the received neighbor sets and if the difference 
between them is found to be greater than the threshold value the corresponding node is assumed to be blackhole node [5]. 
Discussion 
This scheme is highly efficient as it improves the throughput by 15% but it adds to the routing control overhead by the 
introduction of two additional control packets. Also after comparing the neighbor set, the actual detection of blackhole 
node is done by using a cryptographic method so this scheme is very costly and not feasible for the mobile adhoc 
networks. This scheme also cannot detect the cooperative blackhole attacks. This method fails in the scenario where the 
malicious nodes can forge fake RREPs. 
1.4.4 Time-Based Threshold Detection Scheme 
In this scheme, the basic idea is to check the time of receiving first route request with the timer threshold value. Every 
node after receiving first request will set the timer in “Timer Expired Table” and the subsequent requests will be received 
until the timer expires. It will store the sequence number and the time at which route request arrive in “Collect Route 
Reply Table”. After the timeout, it first checks its CRRT whether there is any same next hop node. If the next hop is 
repeated then it assumes that the path is safe i.e. does not contain any malicious node [4].   
Discussion 
Time-based mechanism delivers high packet delivery ratio with nominal routing overhead. The scheme is limited in use 
because if there is no repetition of next hop node then it selects random route from CRTT and there can be chances of 
blackhole node being present over there. Also end-to-end delay may be raised when malicious node is away from source. 
1.4.5 DRI Table and Cross-Checking Scheme  
In this scheme, an extra DRI table is maintained in addition to the normal routing table at every node [10]. While 
constructing a path from source to destination, AODV is modified so that intermediate node will send both DRI table and 
next hop information back to source. After receiving this information the source will cross check the table with its own 
DRI in order to determine the intermediate node’s integrity. Then the source node will forward the same request to next 
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hop of intermediate node and will receive its DRI table, its next hop information and the DRI table of its next hop. Thus 
the integrity of intermediate nodes is cross checked at source node itself [11]. 
Discussion 
The advantage of the scheme is that it can easily recognize the collaborative blackhole nodes. But the major limitation is 
the maintenance of additional DRI table in memory of every node of the network. Also it requires the nodes to store the 
past routing experiences which are very costly and useless to do in a mobile network scenario. Then the cross checking 
will account for the computation overhead also when the size of DRI table becomes enormous.  
 
2. PROPOSED METHODOLOGY 
The proposed methodology to detect blackhole attack as can be seen from the figure 3, is to send the data packet through 
all possible routes after sending a random number of packets. The destination node is modified to receive packets and 
compare them. If blackhole nodes have caused an exposed attack then the destination will come to know about it as the 
data packet will not be received by it from the active route and it will then send Finish packet through the other route. 
The sender after receiving FINISH will stop forwarding data through the current route by purging the current entry from 
the routing table and will send packets through alternate route present in the routing table. This whole procedure will be 
repeated after sending of data packets which are exponentially more than the previous one until the whole transmission 
has been done. This is done to ensure that if the other route selected for communication is affected by blackhole nodes 
then it can also be avoided. Also by increasing the counter exponentially, the overhead of sending packets through all 
routes can be brought down.  
 
 

 
Figure 3: Flowchart of the Proposed Methodology 
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2.1 ALGORITHM TO PROPOSED APPROACH 
Step 1: Obtaining Multiple Paths from Routing Table 
The routing table in AOMDV protocol stores multiple disjoint and loop-free paths to the destination although only a 
single path is active normally. In our approach first we need to obtain these paths stored in the routing table. For that 
purpose in NS 2, under aomdv_rtable.cc file which handles all the routing table related functions, we need to add a new 
function which will return the first entry of the routing table. 
Step 2: Declaration of Variables  
Declare the counter variable and variable to store the number of packets sent as static variables. The no_of_packets_sent 
variable is incremented inside the forward function of aomdv after every packet that is transmitted. 
Step 3: Checking the condition on whether to forward packets through all possible routes or not   
If number of packets sent is equal to test_counter, then send a test packet through all possible routes by calling function 
forwardtoallroutes() else call normal function to forward data packet through a single route.  
 
void AOMDV::forwardtoallroutes(Packet *p) { 

//Call rt_routereturn( ) function defined in aomdv_rtable.cc as  it returns the first entry of the routing table. 
//Then we create a loop which will call the forward() function for every possible entry in the routing table with 
the same packet. 
//Increment the value of test _counter exponentially. } 
 

Step 4: Detecting the Blackhole 
If the packets are being dropped at the destination from the active route then send a FINISH packet to the sender. If 
however the packets are being dropped due to the link failure, then the default function rt_ll_failed( Packet *p) is 
invoked. 
Step 5: When Blackhole is detected then call the function endduetoblackhole( ) in order to end the on-going transmission 
and shift to the alternate route if present or carry out route requests again. 
voidAOMDV::endduetoblackhole( aomdv_rt_entry *rt) { 

//First, call the function in order to purge the active entry from the routing table. 
//Second, shift to the alternate path the entire communication by making that path as the next active path or 
initiate a         new route request. 
//Third, reset the test_counter again to the random number so that if there are chances of Blackhole in the other 
path,    it can again be detected and removed with much ease.  } 
 

3. SIMULATION RESULTS 
NS 2 (version 2.35) has been used for the simulation purposes [8]. A square area of 750*750 meters is considered for the 
experiments. The topology consists of total 25 nodes including 5 mobile nodes which move with maximum speed of 
20m/s. The CBR traffic is sent between different communicating nodes in the total simulation time of 320 seconds. In 
Figure 4, the red color has been used to represent the malicious nodes. In the figure 6, nodes 1, 2 and 13 are malicious. 
3.1 SIMULATION SCENARIO 

 
Table 1: Configuration Parameters used with Values 

Simulation Parameters Values 
Simulator NS 2(version 2.35) 

Simulation Time 320s 
Topology 750*750m 

Total Number of Nodes 25 
Number of Malicious Nodes 0,1,2,3 

Routing Protocol AOMDV 
Traffic CBR (Constant Bit Rate) 

Number of Mobile Nodes 5 
Maximum Pause Time 10s 

Maximum Speed 20m/s 
 
3.2 PERFORMANCE RESULTS 
After a number of Simulations, following results were gathered. Based upon these results, a detailed analysis is presented. 
The metrics used to evaluate the results are given below. 
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Figure 4: Detection of Blackhole Nodes (shown in Red Color) 

 
3.2.1 Metrics 
1. Packet Delivery Ratio- Packet Delivery Ratio refers to the total packets transmitted by the CBR source to the total 
packets received by CBR sink at the corresponding destination nodes. 
2. Throughput- Throughput refers to the total number of packets sent over one a second’s time.  
Throughput=  
 
3.2.2 Comparison of AOMDV with Proposed Approach with the basic AOMDV 
Too evaluate the results, simulation is done with 25 nodes and by varying the number of malicious nodes from no 
malicious to one, two and three malicious nodes respectively. Each packet sent is of 1000 bytes and is sent with a rate of 
0.1Mbps. As can be seen through the figure 4, the packet delivery ratio kept decreasing very sharply on the increase of 
number of malicious nodes in the network and drops to about 25% when three malicious nodes were present in the 
topology. But when the proposed approach is implemented then despite the presence of malicious nodes the packet 
delivery ratio improved significantly and it roses to 94% when three malicious nodes were present and with an average 
growth of above 60%. 

 
Figure 5: Analysis Graph of Packet Delivery Ratio 

 
As can be seen in figure 5, the throughput dropped to about 17.09% as the number of malicious nodes kept on increasing 
in basic AOMDV protocol. But with the proposed approach, the values were brought back to normal (i.e. 48.07%) which 
were obtained when there was no blackhole node in the network.   

 
Figure 6: Analysis Graph of Throughput 

 
From the above analysis it can be concluded that proposed approach gives better performance when the network is under 
Blackhole attack. Since it does not account for more control packets so will have less routing overhead which will further 
prolong Network lifetime as energy can be saved. 
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3.3 MERITS OF PROPOSED APPROACH 
 

Table 2: Comparison Table 
S.No. Comparison Metric Limitations of Previous Approaches Merits of Proposed Approach 

 
1. Detection of Different Types of 

Blackhole Attacks 
The schemes mentioned in [7] and [5] 
cannot detect co-operative Blackhole 
Attacks though they can efficiently 
handle single and multiple Blackhole 
Attacks. 

The proposed approach can detect 
single, multiple as well as co-
operative Blackhole attacks because 
it exploits the basic functioning of 
malicious nodes. 

2. False Detection Ratio The false detection ratio of [7] 
approach is very high because the 
there can be a chance when a node is 
actually having higher sequence no. 
and get blocked.  
Also in [5] malicious nodes can forge 
replies to believe that there is no 
Blackhole node present in the 
network. 

False Detection Ratio of the 
proposed approach is negligible as 
it does not work on supposition. 

3. Requirement of Extra 
Memory/Database 

DRI and cross-checking scheme 
requires an extra database for storing 
of the past routing experiences at each 
node. 

Since AOMDV protocol is used this 
stores multiple loop-free and 
disjoint paths to destination which 
are needed for the proposed 
approach, so no requirement of any 
extra memory. 

4. Communication/Routing 
Overhead 

The scheme used in [5] involves 
sending of new control packets like 
RQNS, RPNS.  
In [2] control packets are shared 
among multiple nodes during second 
and third phase in order to confirm a 
suspicious node to be Blackhole node. 

Nominal communication overhead 
is present as the scheme does not 
involve additional control packets 
except the one which is sent only 
once. 
 

5. Burden on Intermediate Nodes The approaches presented so far 
requires the involvement of 
intermediate nodes, thus putting an 
extra burden on the energy-deprived 
mobile nodes. 
e.g. in [7], the intermediate nodes are 
supposed to transmit ALARM 
messages and in [2], they are required 
to involve in checking credibility of 
the nodes. 

No involvement of intermediate 
nodes is required for the proper 
functioning of the scheme thus 
preventing an extra burden on 
mobile intermediate nodes. Only 
sender and destination node is 
responsible for the proper 
functioning of approach. 
 

6. Increase in Performance 
Metrics like Packet Delivery 
Ratio, Throughput etc. 

All the techniques proposed by 
researchers for detecting, preventing 
or avoiding Blackhole attack 
increases packet delivery ratio and 
throughput significantly (throughput 
increased by 15% in [5], packet 
delivery ratio improved by 60-90% in 
[2]).  

As can be seen from Figures 7 and 
8, the values of packet delivery ratio 
and throughput were restored to 
original values that were obtained 
when there were no Blackhole 
nodes in the network. 
 

 
4. CONCLUSION AND FUTURE WORK 
In our paper, we have studied the effect of Blackhole Attack on AOMDV protocol and the results were obtained by 
varying the number of malicious nodes. We have also proposed a new approach to detect and prevent the Blackhole attack 
in AOMDV protocol and have implemented the same using NS 2 simulation tool. Simulation results show that the 
proposed technique was found to increase the packet delivery ratio and throughput near to the original values that were 
obtained when there were no malicious nodes in the network. Even when the number of malicious nodes was incremented 
the proposed approach did not waver and produced the same results. Also the proposed approach has negligible false 
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detection ratio and can detect single, multiple and cooperative blackhole attacks. It does not even require any extra 
memory and has nominal routing overhead so it is found to be better than the approaches yet proposed for detecting and 
preventing the Blackhole attack. 
We have implemented the proposed approach for the detection and avoidance of Blackhole attack although this technique 
is also capable of detecting and preventing wormhole and selective forwarding attacks. So in future we would like to work 
on the simulation of these attacks and thus proposing a common technique to remove all of them together and thus saving 
the energy deprived mobile nodes from the computation overhead of implementing different approaches for different 
attacks. 
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