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Abstract 

The networks that interconnect vehicles to vehicles on road are called Vehicular Ad hoc Networks (VANET) and it is also known 
as Inter-Vehicular Communications (IVC). VANET is a special type of Mobile Ad hoc Networks which is a type of wireless ad hoc 
networks and   network of mobile routers or computer nodes that is connected by wireless links but VANET used vehicles as nodes 
like cars or trucks and build the network of vehicles.  Security mean to provide the accident free environment, transmit warning 
message securely and each vehicles are checked. In this system vehicles act as sensors which inform other vehicles about 
abnormal conditions like road accidents, attacks and traffic jam. In this current work we have presented different challenges in 
the data route path and data security. We will also overview for dynamic path finding. 
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1. INTRODUCTION 
Vehicular Ad Hoc Networks (VANETS) is an Intelligent Transport Systems (ITS). So it is Vehicle-2-Vehicle (V2V) & 
Infrastructure-2-Vehicle (I2V). VANET architecture designed for intelligent communication between the vehicles which 
is backbone of this communication. As we know, day by day the vehicles are rapidly increasing in the world. Due to this 
accidents are common in the highways. For example, if a vehicle is moving in forward direction and knows about the 
accident in the opposite direction then it should aware the vehicles about the accident. For maintain network establish the 
connection between vehicle to vehicle and vehicle or road side infrastructures to the central authority and also vehicle to 
road side infrastructure (RSU). 
VANET involves communication between vehicles as well as vehicles and road side base stations so vehicles are 
supposed on very high speed and by limited degrees of freedom in nodes movement patterns. In VANET network vehicles 
are considered to be mobile node or computer which is capable of communicating with its neighbours and other vehicles 
in the network. In VANET some vehicles create a traffic problem that is called vehicular traffic. To overcome this 
problem we used some techniques like road safety and traffic control. To increase the road safety of networks by using the 
secure smart transaction because it reduces the level of accidents and attacks. This system is open widely for number of 
attacks like propagation of false warning messages and accidents when no security on vehicles is provided.  
VANET is designed to provide secure information and management of traffic. The short range radios are installed on any 
node which is the basic tool for communication and   shortest transmission range of each vehicular node. RSU act as an 
intermediary node among the Vehicular Node (VN) and Central Authority (CA) .  CA is the central authority which is 
trusted by everyone. CA provides services (TCP/IP) and applications to the vehicles. Road Side Unit (RSU) acts as routers 
which is responsible for communication between the CA and vehicles. RSU's are connected by cables. RSU's wireless 
range is greater than the vehicles wireless range. On Board Unit (OBU) is fixed in the vehicle for V2V and V2I1I2V 
communication so with the help of OBU vehicles can interact each other and with RSU. A Geo Positioning System (GPS) 
is used in the vehicle for tracking the vehicles location by using graphical method. A Trusted Platform Module (TPM) is 
also installed in the vehicle for enhancement of security and for storage and computations.  Roadside Units is base station 
which located on many sections of road such as at any stop sign and at each and every traffic light. In this way it 
improves the driving experience of user, making driving secure and safe. RSUs provided many services and network 
applications to vehicles like internet access because it is connected to a backbone network. 
As we know vehicles are highly mobile so applications or services of VANET for performing there functions require 
trustworthy location information. Our security approach is based on Confidentiality, Integrity, and Availability (CIA) 
model which is widely used information security model. First availability of vehicles location information is most 
important in VANETs because of the high mobility of vehicles; routing paths of vehicles are fragile and prone to 
disconnection. So as a result vehicles which located in different cells cannot communicate with each other. Second is 
location integrity which split into intracellular integrity and intercellular integrity. Third is location confidentiality which 
provided by using encryption/decryption and access control mechanisms because of insecure nature of wireless 
communication. For solve the security issues in VANET so security requirements should be met with authentication, no 
repudiation, integrity, privacy, access control and confidentiality for  protecting the network against attackers. 
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1.1 Attacks in Vanet 
There are so many attacks which affects the security of VANET and privacy of vehicles. So types of attacks are : 

i) Fabrication attack: In this attack false information is created and transmitted by attacker in the network. 
ii) Alteration attack: In this attack, an attacker alters an existing data on network like it modify the position 

information of other vehicles and altering the transmitted data. 
iii) Sybil attack: In this attack the attacker sends multiple messages at same time to other different vehicles and each 

message have its own fabricated source identity. It creates an illusion to vehicles that there is some other 
additional vehicles on the road by sending some message like traffic jam message. 

iv) Daniel of service attack: In this attack an attacker jammed the channel system so no other authentic vehicles 
access that channel by sending unnecessary messages to communication channel at unlimited rate and brings 
down the network. So user vehicle cannot communicate with other vehicles. 

v) Bogus Information: In this attack, Attackers can affect the behavior of other drivers by sending wrong 
information in the Network. An attacker can free a network route for itself by sending wrong information of 
traffic jam and accident to other vehicles so it’s diverting the other vehicles to another route. 

vi) Tunneling: The attacker connects two distant nodes of the vehicular Ad hoc network by using an extra 
communication channel as a tunnel. As a result, two vehicles send data using that tunnel because they assume 
that they are neighbors. 

 
1.2 Usage of Vanet 
Vanet is used for location identification of vehicles on road and as a vehicle tracking system. Vanet introduce multiple 
networking technologies i.e. Bluetooth, Wimax IEEE 802.16 and Wi-Fi IEEE 802.11p. It also introduces the GPS and 
navigation system to provide the fastest route to work on traffic reports. 
 
2. RELATED RESEARCH 
[1] In 2012 “A Secure Fault-Tolerant Smart Transportation System For Vehicular Ad hoc Network” by Sourav 
Kumar Bhoi, Pabitra Mohan Khilar states that Now a day’s vehicular adhoc network is taken as for research purpose 
because of its frequent topology change and high mobility. Security of vehicles or data communication between vehicles is 
major issue in vanet because it affected by some attacks so it leads to brings down the network performance. Secure smart 
transportation system (SST) is designed for making the accident free environment by reducing the level of accidents. 
The goal of this paper is transmission of warning message (WMSG) from source to destination (D) security. Fault 
Detection System (FDS) designed to check the vehicles and the vehicles are recognized by the Central Authority (CA).  
For communication session key is establish among vehicles. Optimal node generation algorithm is used for deciding the 
path. Encryption and decryption of data is done through same session key. So it is difficult for an imposter to modify the 
data by entering into vehicular network. 
[2] In 2009 “Secured Communication in Real Time VANET” Smita Narendra Pathak, Prof.Urmila Shrawankar 
describes that Vanet Communication network system security and privacy are most challenging work. This network has a 
potential to secure road, communication between vehicles and provide comfort to drivers. So we are focused on to design 
the infrastructure of VANET communication system in real time for better use than GPS technology. Research 
community and automotive industry uses the Inter-Vehicle communication system as wireless communication to 
communicate with roadside infrastructure enabling mobile users in their vehicles. 
[3] In 2011 “VANET Security Research and Development Ecosystem” Irshad Ahmed Sumra, Halabi Hasbullah, 
Jamalul-lail Ab Manan describes that in traffic system of vanet Road accidents and traffic jams  are major issues. These 
major issues are the main threats to human lives and affect the daily lives of people. The R&D Ecosystem is used for 
controlling the road accidents and traffic jams.  
[4] In 2010 “A trusted neighbor table based location verification for VANET Routing” Xiaoping XUE, Nizhong LIN, 
Jia DING, Yiwen JI describes that vehicular ad-hoc network (VANETs) routing has a major security issue is position 
spoofing attack. A trusted neighbour table (TNT) based location verification scheme is use for detect and prevent from 
position-spoofing attack. This table used for to record the latest location of nodes neighbour. It establishes a TNT for each 
neighbour which has a trust value and maintain this value through location verification. 
[5] In 2010 “VANET Security Framework for Trusted Grouping Using TPM Hardware” by Wagan, A.A; Mughal, 
B.M. and Hasbullah, H.  describes that Vehicular Ad hoc Network (VANET) is a vehicular networks which is highly 
dependent upon the security i.e. asymmetric or symmetric PKI/ECDSA  type security mechanism but symmetric provide 
faster communication by reducing security expense. This mechanism provides a hardware based security framework by 
using asymmetric PKI and symmetric PKI for securely or faster message exchange. So in this way it improves the security 
of vanet by using Trusted Platform Module (TPM) and group communication. This module helps to form a trusted groups 
by establish the trust relationship between neighbouring nodes. 
[6] In 2009 “Real-World VANET Security Protocol Performance” by Haas, J.J. , Yih-Chun Hu ; Laberteaux, K.P. 
describes that The  performance measurements of vanet obtained from simulations of vehicular networks (VANETs). The 
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traffic simulators generated the vehicle movement which uses these simulations as input traces and it is based on traffic 
theory models. The actual movements of vehicle on different roadways are recorded. They developed a 
new VANET simulator which can handle thousands of more vehicles as compared to NS-2 simulator. This paper 
describes the authentication scheme using real vehicle mobility and analyzes each authentication mechanism. The 
comparison defines weakness and strengths of each authentication mechanism which shows the latency of broadcast 
packets and reception rates as results. 
[7] In 2012 “Security in vehicular ad-hoc network with Identity-Based Cryptography approach” by Mr. Shuhaimi, N.I.  & 
 Juhana, T. describes that In-vehicle technology is improved by design the wireless technology so it reducing the road 
accidents and traffic threats by sending messages to each vehicles that is called vehicular ad hoc networks. The goal of 
this study to design the efficient and secure roads because in future timely information provided to concerned authorities 
and drivers. Identity Based Cryptography (IBC) schemes is implemented or studied to provide better privacy and security 
for VANET and compared with traditional public key infrastructure approach. 
[8] In 2013 “A Cooperative Safety Zone Approach to Enhance the Performance of VANET Applications” by Shuhaimi, 
N.I. and Juhana, T. describes that Various type of messages exchanges among vehicles but one of the message is 
Cooperative Awareness Message (CAM) which has largest share in the network load due to vehicles grows in network. 
The higher utilization of the control channel and the loss of neighborhood information because density of vehicles is 
increased and load increased beyond the transmission capacity of vehicular adhoc network which generated by CAMs. In 
this we provide restrictions on network load by introducing the concept of safety zone which control the transmit power of 
CAM. We introduce a technique that is related to information sharing so that it increases the vehicles awareness above 
the transmission range. Result of this paper define that the technique which reduce the channel usage and packet losses 
for vehicular networks.  

 
3. OBJECTIVES 
To overcome the complexity in optimal node generation and data route so here is an efficient way to achieve the data 
transfer between the nodes. We need to establish the algorithm that may generate the dynamic path. Main advantage of 
this concept will be, if there is congestion in  a particular path then it can be redirect to another path. 
 
4. CONCLUSION AND FUTURE WORK  
We have presented different challenges in the VANETs concern to the data routing and security. From these surveys we 
listed and found that in paper entitled “A Secure Fault-Tolerant Smart Transportation System for Vehicular Ad hoc 
Network” has an open research for dynamic routing and security challenge. In future we will simulate our propose 
concept under NS2 and analyse its results. 
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